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Abstract

One of the fundamental problems in commutative algebra and algebraic geometry is to un-
derstand the nature of the solution space of a system of multivariate polynomial equations
over a field k, such as real or complex numbers. An important algorithmic tool in this study
is the notion of Grobner bases (Buchberger, 1965). Given a system of polynomial equations,
fi=0,..., fm = 0, Grobner basis is a “canonical” generating set of the ideal generated by
fis---, fm, that can answer, constructively, many questions in computational ideal theory. It
generalizes several concepts of univariate polynomials like resultants to the multivariate case,
and answers decisively the ideal membership problem. The dimension of the solution set of
an ideal a called the affine variety, an important concept in algebraic geometry, is equal to
the Krull dimension of the corresponding coordinate ring, k[z1, ..., z,|/a. Grobner bases were
first introduced to compute k-vector space bases of k[z1, ..., x,]/a and use that to characterize
zero-dimensional solution sets. Since then, Grobner basis techniques have provided a generic
algorithmic framework for computations in control theory, cryptography, formal verification,
robotics, etc, that involve multivariate polynomials over fields.

The main aim of this thesis is to study problems related to computational ideal theory over
Noetherian commutative rings (e.g: the ring of integers, Z, the polynomial ring over a field,
k[v1, ..., ym], etc ) using the theory of Grobner bases. These problems surface in many domains
including lattice based cryptography, control systems, system-on-chip design, etc. Although,
formal and standard techniques are available for polynomial rings over fields, the presence of
zero divisors and non units make developing similar techniques for polynomial rings over rings
challenging.

Given a polynomial ring over a Noetherian commutative ring, A and an ideal ain Az, ..., x,],
the first fundamental problem that we study is whether the residue class polynomial ring,
Alxy,...,z,]/a is a free A-module or not. Note that when A = k, the answer is always ‘yes’
and the k-vector space basis of k[zq,...,z,]/a plays an important role in computational ideal
theory over fields. In our work, we give a Grobner basis characterization for Az, ..., z,]/a

to have a free A-module representation w.r.t. a monomial ordering. For such A-algebras, we
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give an algorithm to compute its A-module basis. This extends the Macaulay-Buchberger basis

theorem to polynomial rings over Noetherian commutative rings. These results help us develop

a theory of border bases in Axy,...,z,] when the residue class polynomial ring is finitely gen-
erated. The theory of border bases is handled as two separate cases: (i) A[z1,...,,]/a is free
and (ii) A[z1,...,x,]/a has torsion submodules.

For the special case of A = Z, we show how short reduced Grébner bases and the char-
acterization for a free A-module representation help identify the cases when Z[z1, ..., z,]/a is
isomorphic to Z" for some N € N. Ideals in such Z-algebras are called ideal lattices. These
structures are interesting since this means we can use the algebraic structure, Z[zy, ..., x,]/a
as a representation for point lattices and extend all the computationally hard problems in point
lattice theory to Z[z1, ..., z,]/a. Univariate ideal lattices are widely used in lattice based cryp-
tography for they are a more compact representation for lattices than matrices. In this thesis,
we give a characterization for multivariate ideal lattices and construct collision resistant hash
functions based on them using Grobner basis techniques. For the construction of hash functions,
we define a worst case problem, shortest substitution problem w.r.t. an ideal in Z[xy, ..., z,],
and establish hardness results for this problem.

Finally, we develop an approach to compute the Krull dimension of A[zy,...,x,]/a using
Grobner bases, when A is a Noetherian integral domain. When A is a field, the Krull dimension
of Alxy,...,x,]/a has several equivalent algorithmic definitions by which it can be computed.
But this is not true in the case of arbitrary Noetherian rings. We introduce the notion of
combinatorial dimension of A[xy,...,x,]/a and give a Grobner basis method to compute it for
residue class polynomial rings that have a free A-module representation w.r.t. a lexicographic
ordering. For such A-algebras, we derive a relation between Krull dimension and combinatorial
dimension of A[xy,...,z,|/a. For A-algebras that have a free A-module representation w.r.t.
degree compatible monomial orderings, we introduce the concepts of Hilbert function, Hilbert
series and Hilbert polynomials and show that Grobner basis methods can be used to compute
these quantities. We then proceed to show that the combinatorial dimension of such A-algebras
is equal to the degree of the Hilbert polynomial. This enables us to extend the relation between
Krull dimension and combinatorial dimension to A-algebras with a free A-module representation

w.r.t. a degree compatible ordering as well.
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Chapter 1
Introduction

Learning abstract algebra is like reading sheet music without actually playing the musical
instrument as the beauty of the subject is often buried under the formal theory. The study of
algorithms in algebra, known as algorithmic algebra or computational algebra, stemmed from
the lack of constructive techniques in algebra and the advent of fast yet inexpensive computers.
By providing computational tools, algorithmic algebra attempts to give a concrete picture of
the abstract concepts in algebra. Here, we will first trace these algorithmic techniques to their
origins in multivariate polynomial rings over fields, k[x1, ..., z,], and then to polynomial rings
over Noetherian commutative rings, Alxy, ..., 2,

There has been extensive research on algorithmic techniques for various computational prob-
lems in k[z,...,x,]. These methods span from computational ideal theory to computational
algebraic geometry. Certainly, most of it can be attributed to Buchberger’s theory of Grobner
bases (Buchberger, 1965). Can one generalize these techniques to multivariate polynomial
rings over Noetherian commutative rings? This is an interesting question as these structures
include polynomial rings over integers, Z[xy,...,x,|, polynomial rings over polynomial rings
such as k[y|[z1, ..., xal, Kly1, - uml@1, - s 20l Zlys, - - - ym][21, - - -, 20), ete. They have im-
portant applications in cryptography, control theory, coding theory, algebraic geometry, etc.
For example, in lattice based cryptography, the coefficients of the polynomials are from Z and
in control theory, parametric equations have coefficients from a polynomial ring, k[y1, . .., ym]-
Formulating techniques similar to those in k[xy, ..., z,]| for polynomial rings with coefficients
from rings is quite challenging. This thesis looks at developing computational techniques using
Grobner bases for polynomial ideal theory in Alxy, ..., x,].

Consider a system of polynomial equations in n variables. One is interested in the solution



space of a system of m > 1 polynomial equations in n > 1 variables over a field, k :

fl(l'l, Ce ,I’n) = O,

(1.1)
fm(l'l, c. 7$n> = O,

where f; € k[zy,...,z,],i=1,...,m. An n-tuple, (ay,...,a,) € Al is called a solution for the
above system of polynomial equations if f;(aq,...,a,) =0, foralli=1,...,m. Over a field, k,
the set of all solutions of (1.1) is called an affine variety and is represented as V(f1,. .., fm). For

ease of explanation, we assume that k is algebraically closed in this section. What a computer
algebraist means by the nature of the solution space can be encapsulated by the following

question.

Question 1.1 Is the system of polynomial equations consistent, i.e. is V(f1,..., fm) nonempty?
If yes, then what is the cardinality of V(fi,..., fm) if it is finite?

When a system of polynomial equations has a finite number of solutions in an algebraically
closed field, we say that it is zero-dimensional since the associated affine variety is of dimension
zero. A polynomial system of equations with infinitely many solutions is said to be positive-
dimensional. A natural question to ask at this point is, do we have a result analogous to the
Fundamental Theorem of Algebra in the multivariate case? Bézout’s theorem is the closest we
have for an answer. Given two polynomial equations in two variables of degrees d; and ds, the
theorem states that it can have at most d;dy solutions. Note that the statement of the result is
not completely qualified, we need to consider points at infinity, an algebraically closed field and
assume that the polynomials do not have a common component. The result can be extended to
higher dimensions as well. It is clear that the number of solutions is exponential in the number
of variables which makes solving polynomial equations a hard problem.

In (1.1), if the degree of each of the monomials is 1 we have the well-studied linear system
of equations, for which several solution techniques such as Gaussian elimination exist. For
a multivariate polynomial system of equations with higher degrees, one of the most widely
used tool to study its solution space is Grébner bases (Buchberger, 1965). The theory of
Grobner bases is a generalization of the ideas of Gaussian elimination and the Euclidean division
algorithm. A system of multivariate polynomials can be transformed to a Grobner basis, a
set of polynomials with “special” properties and the same solution space as the initial set of

polynomials, since they generate the same ideal.



The ideal generated by the polynomials, fi,..., fi, is given by
a=(fi....fm)={D hifi:hi €klzr,... 2]},
i=1

Note that the system of polynomial equations given by {f,..., f,n} and the ideal it generates

have the same solution space, i.e.

V{fiso o fnd) = V(- fm)) = V().

Thus ideals can replace the set of polynomials and is the fundamental object in our study of
polynomial equations. The Hilbert basis theorem ensures that all ideals are finitely generated

in a polynomial ring over a Noetherian ring, A.

Question 1.2 How does transforming the set of polynomauals to its corresponding Grobner basis

help us in solving the system of polynomial equations?

Grobner bases generate a triangular system for the corresponding polynomial system of
equations that captures geometric notions like dimension of a variety, the number of solutions
for a zero-dimensional variety, etc. It also allows for the Euclidean division algorithm to be
directly extended to the multivariate case. In the multivariate case, the Euclidean polynomial
division algorithm gives different remainders for a different sequence of generating divisors. But
if we use the equivalent Grobner basis of the generating polynomials, the remainder is unique
irrespective of the order of divisors. Thus, the method of Groébner bases decisively solves the
ideal membership problem: given an ideal a C k[zq,...,z,], is f € a. The ideal membership
problem is crucial in understanding the solution space of a (and equivalently that of the set of
generating polynomials of a) because its geometric analogue is determining if the variety of f,
V(f) isin V(a). It gives an idea of the solution set and therefore can be loosely interpreted as
the enumeration of the complete set of roots.

To determine the consistency of a system of polynomial equations, we make use of Hilbert’s
Nullstellensatz to deduce that the system has no solution if and only if the reduced Grobner
basis of the ideal it generates is {1}. Note that the reduced Grébner basis is a Grobner basis
with certain restrictions imposed on it to ensure uniqueness of the basis. To determine if a
system has finite number of solutions, we need the notion of standard monomials. Standard
monomials are monomials that are not elements of the leading term ideal. They form a k-vector
space basis of the residue class polynomial ring, k[xy,...,z,]/a (Macaulay, 1927). Since the

leading term ideal is an infinite set the definition of standard monomials does not provide us
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with a method to determine them. On the other hand, the triangular system of polynomial
equations given by a Grobner basis gives us an algorithmic method, the Macaulay-Buchberger
basis theorem (Buchberger, 1965), to compute the standard monomials. The result states that
given a Grobner basis G, the standard monomials are the set of monomials, ¢ such that
1t(g;) t z* for each g; € G,i =1,...,t, i.e. the leading terms of the Grobner basis do not divide
them. The number of elements of the set of standard monomials is the cardinality of the affine
variety. Therefore, the system of equations has a finite number of solutions if and only if for
each ¢ = 1,...,n, there exists j = 1,...,¢ such that the leading term of g; is equal to ;" for
some v € N and g; € G.

The dimension of an affine variety is defined as the maximal chain of distinct nonzero
irreducible subvarieties. For an algebraically closed field, it is equal to the Krull dimension of the
affine k-algebra, k[x1, ..., z,]/a. Given a positive dimensional system of polynomial equations,
there exist Grobner basis techniques to compute the dimension. One of these techniques is
based on the concept of combinatorial dimension (Kredel and Weispfenning, 1988; Kreuzer and
Robbiano, 2005), which can be computed using Grobner basis techniques. The combinatorial
dimension of k[zi,...,z,]/a is equal to the dimension of the solution space, V(a). Another
Grobner basis technique uses the result that the degree of the Hilbert polynomial of a is equal
to the Krull dimension of k[z, ..., z,]/a (Mora and Moller, 1983).

Grobner bases also solve several classical problems in computational algebra and algebraic
geometry such as the computation of intersection of ideals, saturation of ideal, elimination
ideals, etc. Thus, Grobner bases are the backbone for all computations relating to polynomial
equations over fields. The “special properties” of Grobner bases ensure that many techniques
from the univariate case can be extended to the multivariate case as long as we compute a
Grobner basis for the ideal. The algorithmic framework that Grobner bases have built in
algebra has fueled research in areas as diverse as robotics (Kalker-Kalkman, 1993), formal
verification (Tran and Vardi, 2007), biology (Laubenbacher, 2003) and cryptography (Faugere
and Joux, 2003).

After the introduction of Grobner bases, several approaches were studied to generalize
Grobner basis theory to polynomial rings over Noetherian commutative rings, monoid rings,
submodules of k[z1,...,z,]"™ m € N, etc. Some of the first approaches to extend the theory
to polynomial rings over Noetherian commutative rings were given by (Spear, 1977), (Trinks,
1978), (G.Zacharias, 1978), etc. These methods were studied in more detail for the special case
of principal ideal rings in (Moller, 1988). Polynomial rings over principal ideal rings and princi-
pal ideal domains were further studied in (Norton, 2001) and (Pan, 1989), respectively. Several

approaches have been proposed for other specialized cases such as when A is a Euclidean ring



(Kandri-Rody and Kapur, 1988), a finite commutative ring (Byrne and Mora, 2009), a non-
commutative ring (Pritchard, 1996) and a free monoid and group ring (Madlener and Reinert,
1993; Ackermann and Kreuzer, 2006). Grobner basis theory for polynomial rings over com-
mutative regular rings was first studied in (Weispfenning, 1989). Commutative regular rings
are in general not Noetherian rings. Note that any direct product of fields is a commutative
regular ring. They generalize Boolean rings and therefore techniques in the paper are a com-
position of techniques over fields and Boolean algebras. Grobner basis techniques have been
extended to submodules of Alxy,...,z,|™ m € N, where A is a Noetherian commutative ring,
in (Rutman, 1992) and (Lezama, 2008). Kalkbrener (1998) describes algorithms to compute the
heights, radicals and primary decomposition of ideals in Alzy, ..., xz,]| by lifting the algorithmic
methods from A to Alxq,...,x,).

Variations of Grobner bases like ‘dynamical Grobner bases’ have base rings that are not
fields such as principal ideal rings (Yengui, 2006) and Dedekind rings with zero divisors (Hiss
et al.,; 2010). They have important applications in error-correcting codes. Another variation
called SAGBI bases (Robbiano and Sweedler, 1990; Kapur and Madlener, 1989) were extended
to quotient rings over a commutative Noetherian domain in (Stillman and Tsai, 1999). SAGBI
bases have also been studied for Cox-Nagata rings in (Sturmfels and Xu, 2010).

Recently, there has been renewed interest in polynomial rings over rings. For instance,
certain residue class rings over Z[x] called ideal lattices (Micciancio, 2002; Lyubashevsky and
Micciancio, 2006) have shown to be isomorphic to integer lattices, an important cryptographic
primitive (Ajtai, 1996) and certain cyclic lattices in Z[z] have been used in NTRU cryptographic
schemes (Hoffstein et al., 1998). Boolean polynomial rings over a boolean ring have been used to
solve Sudoku and other combinatorial puzzles (Sato et al., 2011). Further, polynomial rings over
7./2F have been used to prove the correctness of data paths in system-on-chip design (Greuel
et al., 2011). The results given in (Byrne and Mora, 2009) for when the coefficient ring is a
finite commutative ring are used to solve a key equation that appears in decoding algorithms
for alternant codes over commutative finite chain rings.

For a good exposition on Grobner bases over Noetherian commutative rings one can refer to
(Adams and Loustaunau, 1994, Chapter 4). However, the theory is limited to basic definitions
and concepts like reduction, division algorithm, etc and the validity of many key results have
not been explored (Greuel et al., 2011). For example, the following question regarding the

A-module structure of a residue class polynomial ring over a Noetherian ring is open.

Question 1.3 For a residue class polynomial ring over a Noetherian commutative ring A,

Alxy, ..., z,)/a, can we use Grébner bases to compute an A-module basis if it is free?



What is this thesis about?

The aim of this thesis is to develop an algorithmic framework for computational ideal theory
over Noetherian commutative rings using Grobner bases. Specifically, we address the following

problems in this thesis.

1. How can we characterize ideals in Alxy, ..., z,] that give rise to residue class polynomial

rings that are free A-modules?

2. For a residue class polynomial ring, A[zi,...,x,]/a, that is a free A-module, can we
determine an A-module basis, i.e. can we extend the Macaulay-Buchberger basis theorem

to rings?
3. Can we extend the concept of border bases to A[xy,...,z,]?

4. For the special case of A = Z, can univariate ideal lattices in Z[z]/a be extended to the

multivariate case, Z[z1, ..., x,|/a?

5. Can we propose algorithmic techniques to compute the Krull dimension of the A-algebra,
A[.’L’l, R ,xn]/a?

1.1 What is a Grobner Basis?

Grobner basis principles form the underlying theory of this thesis and in the previous section
we had explained broadly how Grobner basis techniques can be applied to understand the
solution space of a system of polynomial equations. We give the definition of Grobner bases
here for the case of polynomial rings over fields, k[x1, ..., z,]. We will define these concepts for
polynomial rings over Noetherian commutative rings, Alzy,...,z,], in Chapter 2. The reader
can refer to (O’Shea et al., 2007), (Adams and Loustaunau, 1994) and (Becker et al., 1993),
classic textbooks on Grobner bases for more details and applications. For a quick overview of
Grobner bases, one can also refer to (Sturmfels; 2005). A Grébner basis for an ideal is always
w.r.t. a ‘monomial order’, a total ordering on the monomials in the polynomial that satisfies
certain properties ensuring a unique leading term (lt) for the polynomial. We define it more
formally below. The total ordering is necessary because in multivariate polynomials, unlike in
the univariate case, total degree cannot give a unique leading term. Consider the polynomial
f = 2%y + xy? € k[z,y|. Both the terms in f are of degree 3 and therefore we need to impose

more conditions on the monomials.

Definition 1.4 A monomial order on k[xy, ..., x,| is a total order, < on the set of all mono-

mials which has the following two properties:



1. If 2* < 2P, then x°%7 < 2% for all o, B,y € N™.

2. 1 <a* for all o € N*\ {0}.

Once we fix the monomial order, the largest monomial of a polynomial, f w.r.t. < is called
the leading monomial, Im(f). The coefficient of the leading monomial is called the leading
coefficient, lc(f) and together the term is called the leading term, 1t(f), i.e. It(f) = le(f)lm(f).
One of the most common monomial orders is the lexicographic monomial order which orders
the monomials by comparing exponents of x;, and then in the case of a tie, exponents of x,
and so forth. It is similar to the ordering in a dictionary.

We have described the ideal membership problem and its significance in understanding the
solution space of an ideal, a in the previous section. An algorithmic solution for the ideal
membership problem in k[z] is the Euclidean polynomial division algorithm. Since k[z] is a
Principal Ideal Domain (PID), a is generated by a single polynomial, g. To determine if any
f € k[z] is in a we have to apply the division algorithm on f with g as the divisor. The

algorithm returns ¢ and r such that,

f=qg+r, deg(r) < deg(g).

If r =0, then f € a. Note that in the above equation we say that “f reduces to r” on reduction
with g and write it as ,
f i>+ T.

The “+” sign indicates that the reduction to r has proceeded through multiple steps and further
reduction is not possible. Can we extend the same algorithm to the multivariate case to solve
the ideal membership problem for an ideal, a in k[zy,...,z,]|?

Let {f1,...,fs} Ck[xy,...,z,] be the generators of a. For an f € k[xy,...,z,], our aim is
to find h; € klzy,...,z,], i =1,...,s and r € k[z1,...,x,] such that

f:h1f1+"'+h5fs+T7

and no term in r can be divided by the leading terms of fi,..., f;. We denote it as,

f {fl:-~~7fs} n r
Like in the univariate case, if the remainder, r = 0, we can conclude that f € a. Thus, r =0 is
a sufficient condition for the ideal membership problem. But the following example shows us

that it is not a necessary condition.



Example 1.5 Let fi = xy+1 and fo = y* —z and a = (f1, f2). Consider the graded lex order,

y < x. If f =axy®> — 22, by the below calculation using multivariate polynomial algorithm, we

have f ¢ a.

hy: Yy

hgi 0
firaxy+1 —
fory?—x Ty -
Y +y

On the other hand, if we use a different sequence of divisors we have zero as the remainder, as

shown below.

hll
hQI T
firxzy+1
- VT
xy? — 2
0

The first calculation shows that even if f € a, it is still possible to obtain a nonzero remainder

on division.

The “special” properties of Grobner bases ensure that once we transform the divisor set to
a Grobner basis, we can perform the division algorithm in any order of the divisors and the
remainder will still be unique. It is one of the characterizations of Grobner bases. In the above
case the Grobner basis of a is given by G = {zy + 1,5? — z, 2% + y}. One can verify that the
remainder for any sequence of divisors is 0.

Now, we define Grobner bases formally. The leading term ideal of a set, S w.r.t. a monomial
order, < is the ideal generated by the leading terms of all the polynomials in S and it is denoted
as (I1t(.9)), i.e.

(16<(5)) = ({1t<(f) | f € S}).

Consequently, the leading term ideal of an ideal, a denoted as (lt(a)), is the ideal generated by

all the leading terms of polynomials in a.

Definition 1.6 A finite subset G = {g1,...,g:} C a (a # {0}) is said to be a Grobner basis of
a if
(It(g1), .-, 1t(ge)) = (1t(a)).



A Grobner basis, G of the set of polynomials {fi,..., fin} generates the corresponding ideal

and therefore,

VH{fi - fmd) =V fm)) = V(G).

It can be shown that every ideal in k[zy,...,z,] has a Grobner basis. Grobner basis is not
unique for an ideal : if G is a Grobner basis for a, then any finite subset of a that contains G

is also a Grobner basis. As stated before ‘reduced Grobner basis’ remedies this situation.
Definition 1.7 A Grébner basis, G = {g1,...,q:}, is called a reduced Grébner basis if
1. for each g; € G,i=1,....t, lc(g;) =1,
2. for each g; € G, i =1,...,t, no monomial of g; lies in (1t(G \ {g:})).

One can show that a unique reduced Grobner basis w.r.t. a monomial order always exists for

a nonzero polynomial ideal.

1.2 Contributions of the Thesis

Our aim is to develop Grobner basis algorithms for algebraic problems in Alxq,...,z,] and
throughout this thesis our focus is on residue class polynomial rings over A, Alxq,...,z,]/a.
When A = k, we have seen how significant the k-vector space and k-algebra structures of
k[z1,...,x,]/a are in the study of polynomial equations over k. We summarize the important

contributions of this thesis below.

1. Foranideal, a C Alzy,...,xz,|, we give a Grobner basis characterization for A[zy, ..., x,]/a
to have a free A-module representation w.r.t. a monomial ordering. Note that when A =k
the residue class polynomial ring is always free. We introduce the concept of ‘short re-
duced Grobner basis’, a reduced Grobner basis that satisfies certain additional properties,
and use that to give a necessary and sufficient condition. The characterization is the most
significant result in this thesis and all the other observations we make are built from this

result.

Result 1.8 (Francis and Dukkipati, 2014, Theorem 3.12) Let G be a short reduced Grobner
basis for a w.r.t. some monomial ordering, <. Then, Alxy,...,z,]/a has a free A-module

representation w.r.t. <, i.e.
Alry, ... m,] /a2 AN for some N € N,

if and only if G 1s monic.



2. Given an A-module, A[zy,...,x,]/a, that has a free A-module representation, we give an
algorithm to compute its A-module basis. This extends the Macaulay Buchberger basis

theorem to polynomial rings over Noetherian commutative rings.

Result 1.9 (Francis and Dukkipati, 2014, Theorem 4.1) Let G = {g1,...,9:} be a short
reduced Grobner basis for an ideal a C Alxy,...,x,|. Suppose G is monic then an A-

module basis for Alxy, ..., x,]/a is given by S = {z* +a:1m(g;) 1z i=1,...,t}.

3. Border basis is a generating set like Grobner basis for an ideal in k[xy, ..., z,], but it is
numerically more stable than Grobner basis. It is defined only for ideals that give rise
to finitely generated residue class polynomial rings over fields. In this thesis, we extend
border bases to Alzy,...,xz,|, for the cases when the residue class polynomial ring is a
free A-module and when it has torsion submodules. For a free A-module, we have a direct
extension but for residue class polynomial rings with torsion we first need to generalize
the Macaulay-Buchberger basis theorem to such structures. Then border bases follow as

an application of the theorem.

4. For the special case of A =7, i.e. the coefficient ring is the ring of integers, we show that
free and finitely generated residue class polynomial rings over Z are isomorphic to integer
lattices. Therefore, ideals in Z[z1,...,z,]/a are isomorphic to integer sublattices and
are called multivariate ideal lattices. From Result 1.8, we have that if the short reduced
Grobner basis is monic, Z[zy,...,z,]|/a is a free Z-module. Thus, in this thesis we not
only characterize multivariate ideal lattices, we also describe a Grobner basis technique

to locate them. We formally state the characterization for integers below.

Result 1.10 The Z-module, Z[x1,...,x,)/a has ideal lattices if and only if the short

reduced Grobner basis of a is monic.

5. Using multivariate ideal lattices, we show how one can build collision resistant crypto-
graphic hash functions. To prove collision resistance, we first extend the Smallest Poly-
nomial Problem (SPP) proposed for univariate ideal lattices to the multivariate case.
In the univariate case, the hardness of SPP was shown by using a known hard problem
called the Shortest Conjugate Problem (SCP). To show the hardness of SPP in the
multivariate case we formulate a new problem called the Smallest Substitution Problem
(SSub) and show that SC'P can be polynomially reduced to SSub. Once we establish the

hardness of SPP we show that if there exists a polynomial time algorithm that can find
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a collision in the hash function with nonnegligible probability then SPP can be solved in

polynomial time for every multivariate ideal lattice in the ring.

. For a Noetherian integral domain, A we explore algorithmic techniques to compute the
Krull dimension of A-algebras, A[zy,...,x,]/a, that have a free A-module representation
w.r.t. either lexicographic or degree compatible monomial orders using Grobner bases. We
first extend the notion of combinatorial dimension (cdim), Hilbert series, Hilbert function
and Hilbert polynomial (p,) to Alxy, ..., 2z,]/a. We then give Grobner basis algorithms to
compute these quantities. In fields, the degree of the Hilbert polynomial, combinatorial
dimension and Krull dimension of k[z,...,z,]/a are equal to each other. In the case of
integral domains, we derive certain relations between these three quantities for residue
class polynomial rings that have a free A-module representation w.r.t. either degree
compatible or lexicographic monomial orderings. For A-algebras with a free A-module

representation w.r.t. a lexicographic ordering, we have
kdim(A[z1, ..., z,)/a) = kdim(A) + cdim(A[zy, ..., z,]/a).

For A-algebras with a free A-module representation w.r.t. a degree compatible monomial

ordering, we have

kdim(A[z1, ..., z,)/a) = kdim(A) + deg(p,).

The immediate application of these relations is that we have a uniform method, indepen-
dent of the ideal, to compute the Krull dimension of certain A-algebras. These relations
give an algorithmic interpretation for the Krull dimension of Alzy,...,z,]/a. This is
relevant because they are the first steps towards understanding the solution space of a

system of polynomial equations over integral domains.

1.3 Organization of the Thesis

This thesis can be regarded as a study of residue class polynomial polynomial rings over Noethe-

rian commutative rings. Given an ideal a C A[zy, ..., x,], we study the A-module and A-algebra

structure of Alzy,...,x,]/a. We also look at special cases of the coefficient ring, A and for

A = Z, we explore the practical applications of the residue class polynomial ring in lattice

based cryptography. We describe the chapters in this thesis below.

1. Chapter 2 describes certain preliminaries regarding Grobner bases theory for polynomial

rings over Noetherian commutative rings. We also define combinatorial dimension of

k[z1,...,x,]/a, Hilbert function, Hilbert series and Hilbert polynomial of an ideal a in
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k[z1,...,x,] and also describe Grébner basis techniques that can be used to compute
these quantities. We study ideal lattices in the univariate case and show how collision
resistant hash functions can be built from them. We also give some preliminaries regarding
border bases in k[xy,...,x,] and state some key results from the Grobner bases theory

for submodules in k[z1, ..., z,|™.

. From Chapter 3 onwards, we focus on polynomial rings over Noetherian commutative
rings. This chapter describes the characterization of free residue class polynomial rings
over Noetherian commutative rings using Grobner bases. To derive the necessary and
sufficient condition, we introduce a special type of Grobner basis called ‘short reduced
Grobner basis’. The characterization is the crux of this thesis as it enables us to extend
several properties of fields to rings for a subset of ideals for which the residue class polyno-
mial ring has a free A-module representation w.r.t. a monomial order. As an application
of the characterization we show how it can used to extend border bases to Alzy, ..., x,]
for a subset of ideals. We will see in the subsequent chapters how the characterization
enables us to locate ideal lattices in Z[xy,...,z,] and compute the Krull dimension of

Alxy,...,z,]/a that have a free A-module representation w.r.t. some monomial order.

. In Chapter 4, we look at the special case of A = Z, the ring of integers. We extend the
concept of univariate ideal lattices to the multivariate case and show that only free residue
class polynomial rings over Z can have ideal lattices. Using short reduced Grobner basis
we also show how to locate multivariate ideal lattices. Since multivariate ideal lattices
are compact representations of integer lattices, the natural question to ask is can we
have cryptographic primitives built using them. The answer is yes and we show how to

construct collision resistant hash functions using multivariate ideal lattices.

. In Chapter 5, we restrict our coefficient ring to integral domains. We explore the possi-
bility of computing the Krull dimension of A-algebras, Alzy,...,z,]/a, that have a free
A-module representation w.r.t. some monomial order using Grobner bases. For this
we introduce the concepts of combinatorial dimension of Afxy,...,x,]/a and the Hilbert
polynomial of a in Alxy,...,x,]. We also show how these quantities can be computed
using Grobner bases. We derive certain relations that connect the Krull dimension of
Alxy,...,x,]/a, its combinatorial dimension and the degree of the Hilbert polynomial of
a for A-algebras that have a free A-module representation w.r.t. either lexicographic or
degree compatible monomial orders. These relations are an elegant generalization of the

relations we have for fields.
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5. We extend border bases to residue class polynomial rings that are finitely generated but
may contain torsion submodules in Chapter 6. We first give a generalized version of the
Macaulay-Buchberger basis theorem, the weak MB basis theorem, and use that to define
border bases for ideals that give rise to residue class polynomial rings that are finitely

generated but not necessarily free.

6. We give possible future directions and concluding remarks in Chapter 7. We need to
revisit all the concepts we have introduced in this thesis for A-algebras that do not have
a free A-module representation w.r.t. any monomial order. It will be interesting to
explore how to build other cryptographic primitives like digital signatures, identification
schemes using multivariate ideal lattices. We also need to develop software packages that
can determine the A-module representation of Alxy,...,z,|/a. Once we implement it,
we can use it to locate multivariate ideal lattices. These software packages have to be
integrated to one of the computer algebra systems (CAS). These packages will simplify
computations for researchers working with either polynomial equations over integers or

parametric equations over polynomial rings.
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Chapter 2
Preliminaries

Throughout this thesis, k denotes a field, Z the ring of integers and N the set of non-negative
integers. We use A to denote a Noetherian commutative ring. In Chapter 5, A is restricted

to Noetherian integral domains. An affine space of dimension n over a field k is denoted as

Al'. A polynomial ring in indeterminates xy,...,x, over A is denoted as Alxy,...,z,]. We
represent a monomial in z1,...,z, (or 0y,...,0,) as * (or %), where a € N". The monoid
isomorphism between the set of all monomials in indeterminates x1, ..., z, and N" allows us to

denote the set of all monomials by N"*. We use Njj; and N2, to represent the set of monomials
of degree M and monomials of degree less than M, respectively. By ‘term’ we mean cx?,
where ¢ € A and ¢ # 0. We will denote all the terms in Afzy,...,2,] by Ter(A[xy,...,z,)])
and all the monomials in Alxy,...,x,] by Mon(A[z1,...,2,)). Let T C Ter(A[zy,...,z,)) be
a set of terms, possibly infinite. We define the monomial part of 7', denoted by Mon(T'), as
Mon(T) = {z* € N" : ax® € T, for some nonzero a € A}. A polynomial, f in z1,...,x, with

fzzaamaa

aEAf

coefficients from A is given by

where Ay C N” is a finite set and a, € A. Ay is called the support of the polynomial f,
denoted by supp(f). The set of monomials appearing with nonzero coefficients in f is denoted
by Mon(f). The set of all terms appearing in f is denoted by Ter(f), i.e. Ter(f) = {aoz® |
a € Ab If F C Alzy, ..., z,] is a set of polynomials then Mon(F) = ;. Mon(f). Similarly,
Ter(F) = Ujcp Ter(f). We use the notation a for polynomial ideals in Alzy,...,z,] and I or J
for ideals in the coefficient ring, A. Given a set of terms T and an ideal a in Alxy, ..., z,] the set
of residue class elements of 7" modulo a is denoted by T'+a. That is T+a = {az*+a : az® € T}.
We represent a module over a ring, A spanned by a set S as Span,(.5).

The notion of monomial order, < given in Definition 1.4 can be directly extended from
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k[z1,...,2,] to Alxq, ..., z,]. With respect to a monomial order, we have the leading monomial
(Im~), leading coefficient (lc<), leading term (1t<) and multidegree of a polynomial (multideg_,),
where 1t-(f) = le<(f)lm<(f) and multideg_(f) = max~{a € As} in Afzy,...,2,]. In certain
scenarios, we also consider another concept of degree of a polynomial which we will denote in
this thesis as deg(f). The degree of a monomial, 2%, deg(z®), is the sum of its exponents. The

degree of a polynomial, f is the maximum degree of the monomials in f, i.e.

deg(f) = max{deg(z®) : % € Mon(f)}.

A degree compatible monomlal orderlng, < is a monomial ordermg on Alzy,...,x,] such that
two monomials x 2% with z® < z® satisfy deg(z®) < deg(z® ) For a degree compatible
monomial ordering, the leading monomial will be a monomial with maximum degree. An
example of degree compatible monomial order is the graded lexicographic monomial order

which orders by total degree first, then breaks ties using lexicographic order.

Example 2.1 Let < be a graded lex order with x1 < 9 and f = 323 + 3 + 4xy € Z[x1, T5] be
a polynomial. Then 3x3 is the leading term of f w.r.t. <.

The leading term ideal (or initial ideal) of a set S C A[xy,...,x,], is (t<(5)) = {lt<(f) |
f € S}). The leading term ideal of an ideal, a is denoted as (It(a)). When there is no confusion

regarding which monomial order to consider we omit the monomial order subscript < from the

notations. Since A is a Noetherian ring, A[xq,...,z,] is Noetherian too.
2.1 Grobner Bases in k{zy, ..., 1]
In Section 1.1, we gave the definition of a Grdébner basis for an ideal in k[xy, ..., z,]. We now

look at how to compute a Grobner basis and how Grobner bases can be used as a tool to study

polynomial equations in k[z1, ..., x,].

2.1.1 Computation of Grobner bases - Buchberger’s algorithm

Buchberger (1965) gave an algorithm to compute the Grobner basis of an ideal in k[zy, ..., z,].
Consider any two nonzero polynomials, f, g € klxy, ..., z,] and let L denote the lem(Im(f),lm(g)).
The polynomial,

Spoly(f,g) = % - Mig)g,

is called the S-polynomial of f and g. The construction of this polynomial can be understood if
we study Example 1.5. The nonuniqueness in the remainder is because some term in f, cz®, is

divisible by the leading terms of two different divisors, fi, fo, which in turn implies it is divisible
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by the lem, L, of the divisors. If we reduce f using f; we get hy = f — % f1 and if we reduce f
with fo, we get hy = f — % fa. Therefore, the ambiguity in the division algorithm that leads
to different remainders is created by h; — hy = %Spoly( f1, f2). Since S-polynomials take care
of the ambiguity in the division algorithm, adding the S-polynomials to the set of generating
set of polynomials is a necessary step in computing the Grobner basis. Buchberger’s criterion
states that this necessary condition is also sufficient: computing the S-polynomials removes all

the ambiguities.

Theorem 2.2 Let G = {g1,...,q:} be a set of nonzero polynomials in K[xy,...,x,]. Then G
is a Grébner basis for the ideal, {g1,...,q:) if and only if for all i # j,

G
Spoly(gi, g;) —++ 0.

The algorithm to compute the Grobner basis follows from the the above characterization.

The algorithm, though simple to understand, is computationally expensive. It can be fur-

Algorithm 1 Computing the Grobuner basis of an ideal, a = (fy,..., fs) in k[zy,. .., 2]
Input f={f1,..., fs} Cklxy,...,z,] with f; 0 fori=1,... s
Output G = {g1,...,9:}, a Grobner basis for the ideal generated by F
G=FG={{f.fi}: i # [, [i, ]; € G}
while § # ¢ do

Choose {f,g} €9
Spoly(f,g) £>+ h, where h is completely reduced w.r.t. G
if h # 0 then
G=GU{{f,h}: forall feG}
G=GU{h}
end if
end while

ther improved to reduce the computation time by using strategies like removing unnecessary
S-polynomial calculations (Giovini et al., 1991), etc. There are also other approaches to com-
pute the Grobner basis of an ideal. For example, Faugere’s F4 and F5 algorithms (Faugere,
1999, 2002) make use of linear algebraic techniques but have the same underlying mathemati-
cal principles as the Buchberger’s algorithm. Despite that, in general, the time complexity for
Grobner basis computations is doubly exponential in the number of indeterminates. However,

they are often computable in practice and most computer algebra systems such as CoCoA!,

thttp://cocoa.dima.unige.it/
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Magma!, GAP?, Maple®, SageMath?! and Macaulay2® have routines that implement them.

2.1.2 Elementary applications of Grobner bases

The theory of Grobner bases has been the backbone of computational ideal theory. Given
an ideal a C k[zq,...,x,], one can consider the following problems (Adams and Loustaunau,
1994):

1. How to determine the coset representatives of klxy, ..., x,]/a?

2. How to compute a k-vector space basis of k[z1, ..., z,]/a?

3. How does one characterize zero-dimensional ideals using Grobner bases?

4. How does the structure of k[xy, ..., z,]|/a help us in the study of the affine variety of a?

One can see from the characterizations of Grobner bases that the remainder on reduction of an
element f € klzy,...,z,| with respect to a Grébner basis, G, is always unique. The remainder
is called the normal form of f and is denoted as ng(f). We have the following result that gives

us the coset representatives of k[z1, ..., z,]/a.

Proposition 2.3 (Adams and Loustaunau, 199/, Proposition 2.1.4) Let f,g € K[xq, ..., x,].
Then,
f=gmoda if and only if nc(f) = nc(9)-

Therefore, the set {ng(f) : f € k[z1,...,x,]} is a set of coset representatives fork[xq, ..., z,]/a.
A k-vector space basis of k[x1, ..., z,]/a is given by the Macaulay basis theorem.

Theorem 2.4 (Macaulay Basis Theorem (Macaulay, 1927)) Leta be an ideal ink[z1, ..., z,).
The residue classes of the terms ink[xq, ..., x,]/{1t(a)) form ak-vector space basis of K[z, ..., x,]/a.
That is, the k-vector space basis of k[z1,...,z,]/a is S = {z* +a:2z* ¢ (It(a))}.

The above result does not provide an algorithmic method to compute a k-vector space basis of
k[z1,...,2,]/a. Grobner bases were introduced by Buchberger (1965) to give an algorithmic

technique for computing it.

thttp:/ /magma.maths.usyd.edu.au/magma/
http:/ /www.gap-system.org/
3http://www.maplesoft.com/

4http:/ /www.sagemath.org/
Shttp://www.math.uiuc.edu/Macaulay?2/
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Theorem 2.5 (Macaulay-Buchberger Basis Theorem) LetG = {g1,...,9:} be a Grébner
basis for an ideal a C K[xq,...,x,]. A basis for the k-vector space k|xy, ..., x,]/a is given by
S={x4a:lm(g)tz*i=1,...,t}.

The following is an important result in computational ideal theory.

Theorem 2.6 (Adams and Loustaunau, 1994, Theorem 2.2.7) Let k be a field and k, an alge-
braic closure of k. Let G = {g1,...,q:} be a Grobner basis for an ideal a C k[xy,...,2z,]. The

following statements are equivalent.
1. The variety of an ideal, Vi(a), is finite.
2. For eachi=1,...,n, there exists j = 1,...,t such that lm(g;) = x¥ for some v € N.
3. The dimension of the k-vector space k|xy, ... x,|/a is finite.

We will discuss the dimension of an affine variety in Section 2.4 and show that one of the
characterizations for an affine variety to have dimension zero is that the variety is a finite
set. Therefore an ideal, a, that satisfies one of the equivalent conditions above is called a
zero-dimensional ideal. The second statement in the above theorem gives us a convenient
“triangular” form for the Grobner basis of a and we can determine the points in the variety
easily using this form. A direct consequence of the second statement is that we can order the
elements in G such that the first n elements of G will have leading terms in just one variable.
If we use lexicographic ordering we can also have an ordering such that that the first element
in G will be a polynomial only in z;, the second element, a polynomial only in xy, 2z, and so
on. Thus the problem of solving the system of multivariate polynomial equations reduces to

the problem of solving a polynomial equation in one variable.

Corollary 2.7 (Adams and Loustaunau, 1994, Corollary 2.2.11) Let a be a zero-dimensional
tdeal and G the reduced Grobner basis of a w.r.t. a lexicographic monomial order, < with
r1 < Xy < -+ < x,. Then we can order gi,...,q; such that g, contains only the variables x1,
g2 contains the variables x1 and xo and lm(gs) is a power of xa, g3 contains only the variables

x1, Ty and x3 and lm(g3) is a power of x3 and so forth until g,.

The above result illustrates how Grobner bases generalize Gaussian elimination for linear sys-
tems by generating a “triangular” system for the nonlinear polynomial system. As for positive
dimensional ideals, the dimension of the affine variety is given by the Krull dimension of the
affine k-algebra, k[zy,...,x,]/a. We will see in the succeeding sections, how Grébner basis

techniques can be used to compute the Krull dimension of k[zy, ..., z,]/a.

18



2.2  Grobner bases in k[xy, ..., z,|"

The standard basis for k[zy, ..., z,]™ is the set containing the following vectors:

e =(1,0,...,0),e = (0,1,...,0),..., & = (0,0,...,1).

A monomial in k[zq,...,z,]™ is of the form 2/, 1 < i < m, where 2% is a monomial in
k[zy,...,x,]. We denote the monomial %7€ as
Definition 2.8 Let ? = 2°€! and ? = xﬂe_; be two monomials in K[z, ..., x,]™. We say

that ? divides 7 provided i = j and x® divides 2.

Terms are defined as a vector of the type 07, where ¢ € k\ {0} and X is a monomial in
k[zi,...,2,]™ A monomial order, < is assumed on the monomials in k[xy,...,x,]" (Adams
and Loustaunau, 1994, Definition 3.5.1). It is a total order that is analogous to the monomial
order in k[zy,...,x,]. Examples for monomial order include TOP (Term Over Position )and
POT (Position Over Term) (Adams and Loustaunau, 1994, Definition 3.5.2 and 3.5.3). Now

we proceed to define Grobner bases for submodules in k[zy, ..., z,]™.

Definition 2.9 A set of nonzero vectors G = {g_1>, ceey ﬁ} contained in the submodule M 1is
called a Grobner basis for M if and only if for all ? € M, there exists 1 = 1,...,t such that
Im(g;) divides lm(?)

The concept of S-polynomials and the Buchberger algorithm to compute Grobner bases in

k[z1,...,x,] can be directly extended to k[z1, ..., z,|™.

2.3 Border Bases in k[zy,...,z,)

Border bases, an alternative to Grobner bases, described in (Kehrein et al., 2005; Kehrein and
Kreuzer, 2005) are known to be numerically more stable than Grobner bases for small perturba-
tions of the coefficients (Stetter, 2004). For a good exposition the reader can refer to (Kreuzer
and Robbiano, 2005, Section 6.4). There has been considerable interest in the theory of border
bases, from characterization (Kehrein and Kreuzer, 2005) to methods of computation (Kehrein
and Kreuzer, 2006) to computational hardness (Ananth and Dukkipati, 2012). Here we briefly

recall a few definitions related to border bases.

Definition 2.10 A finite set of monomials O C N" is called an order ideal if it is closed under

forming divisors i.e., for x* € N* if 2% € O and x®|2” then x* € O.
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Definition 2.11 Let O C N" be an order ideal. The border of O is the set 00 = (z;0 U ... U
2,0)\ O. The first border closure of O is defined as the set O U900 and it is denoted by 00.

Note that 90O is also an order ideal. By convention, for O = §) we set 9O = {1}.

Example 2.12 (Kehrein et al., 2005, Example 4.2.3) Consider the order ideal O given by
{1, z,y, 2%, 9% zy, 23,93, 22y, 4, 23y} C N2. We illustrate below the order ideal (represented in
the figure by filled circles) and its first two borders (shown in the figure using circles and cross
marks).

%

Y
X
® (0] X X
¢ o o o X
¢ ° ° ° o X

Definition 2.13 Let O = {z*1,..., 2%} C N" be an order ideal, and let 0O = {21, .. 27} be
its border. A set of polynomials B = {by,..., b} Ck[z1,...,x,] is called an O-border prebasis
if the polynomials have the form

s
B s
bj =7 — Cij T v,
=1

where ¢;; €k for 1 <i<sandl1 <j<t.

Definition 2.14 Let O = {z®,... 2%} C N" be an order ideal and B = {by,...,b} be

an O-border prebasis consisting of polynomials in a C k[xy,...,z,]. We say that the set B
1s an O-border basis of a if the residue classes of x*',... % form a k-vector space basis of
ﬂ([l‘l, R 7In]/a.
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2.4 Dimension of Ideals in klz1,...,z,

We have seen how Grobner bases can be used to characterize a system of polynomial equations
that has an affine variety of finite cardinality. The Krull dimension or simply dimension of an
affine variety generalizes the notion of cardinality to polynomial systems with infinite number
of solutions. Given an algebraically closed field, k, the dimension of an affine variety is defined
as the the maximal length, d, of chains of distinct nonempty subvarieties of V C Ap, Vo C 'V, C
... €V, Intuitively, one can see that it generalizes the notion of dimension of a vector space.
It is equal to the Krull dimension of the affine k-algebra, k[xy, ..., z,]/a, where a is the ideal
corresponding to the polynomial system and k is algebraically closed. In order to determine
techniques to compute the dimension of an affine variety we study the affine k-algebra. In the
literature, the Krull dimension of k[xy, ..., z,|/a is sometimes referred to as the dimension of
the ideal, a (Becker et al., 1993). In this thesis, we use both the terminologies interchangeably.
We review here different Grobner basis approaches to compute the dimension of an ideal. We

look at formal definitions below.

Definition 2.15 (Affine Variety) A subset V C Al is called an affine variety if V is the set
of solutions of a system of polynomial equations in K[z, ..., x,]. That is, there exist fi,..., fs €
k[z1,...,2,] such that V ={(a1,...,a,) € A} : fi(as,...,a,) =0,i=1,--- s}

Definition 2.16 (Vanishing Ideal) Let V C Al be a set of points. The vanishing ideal of V
1s defined as

IV)={f €klxy,...,z,] : flar,...,a,) =0 forall (ay,...,a,) € V}.

We recall the definition of radical ideals below.

Definition 2.17 Given an ideal I C A in a ring A, the radical ideal of I is
VI = {f € A: there exists a positive integer k such that f* € I}.

An ideal is called a radical ideal if VI=1.

Clearly, the vanishing ideal is a radical ideal.
Hilbert’s Nullstellensatz gives the relation between the vanishing ideal of an affine variety

of an ideal and the ideal itself.

Theorem 2.18 (Strong Hilbert’s Nullstellensatz) Let k be an algebraically closed field
and a CK[zy,...,z,] be an ideal. Then I(V(a)) = /a.
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Lemma 2.19 Let k be a field and V' C A} an affine variety. Then V(I(V)) =V.

Definition 2.20 Let V' C Al be an affine variety. Let J(V') C Kk[z1,...,x,] be the vanishing

ideal of V. Then the coordinate ring of V is the residue class polynomial ring,

The below result is key in understanding the relationship between the Krull dimensions of the
coordinate ring and the affine variety. This result gives the correspondence between radical

ideals in the coordinate ring and the subvarieties of an affine variety.

Theorem 2.21 (Kemper, 2011, Theorem 1.23) Let V' be an affine variety over an algebraically
closed field, k. Then there is an inclusion-reversing bijection between the set of subvarieties
W CV and the set of radical ideals J C k[V]. The bijection is given by mapping a subvariety
W CV toJ(W)/I(V) Ck[V], and mapping an ideal J C k[V] to

Vy(J)={x eV : f(x)=0 forall f € J}.

Let W be a subvariety of V and J C k[V] be the vanishing ideal corresponding to W, then
k(W] = k[V]/J, with an isomorphism given by

k[V]/J — k[W],
f+J= flw,

where flw is the restriction of f on W.
A characterization for irreducible algebraic subsets of A is given below.

Theorem 2.22 Let k be a field and V. C A} be a set of points, equipped with the Zariski
topology. Then V is irreducible if and only if the corresponding vanishing ideal, I(V') is a prime

1deal.

Definition 2.23 Let M denote a collection of sets. A chain is a subset of M that is ordered by
inclusion, C. The length of a chain, C denoted as length(C) is equal to |C| — 1. By convention,
if M = ¢, then length of C is —1.

Definition 2.24 Let A be a ring. The spectrum of A, Spec(A), is the set of all prime ideals
mn A, i.e.
Spec(A) ={P C A: P is a prime ideal}.
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Definition 2.25 (Krull Dimension) (Kemper, 2011, Definition 5.1)

1. Let V' be a topological space and M, the set of all closed, irreducible subsets of V. Then

the dimension of V' (also called the Krull dimension) is defined as

kdim(V') = sup{length(€) : € is a chain in M}.

2. Let A be a ring. Then the dimension of A (also called the Krull dimension) is defined as

kdim(A) = kdim(Spec(A)).

Remark 2.26 The dimension of a ring, A, given by kdim(Spec(A)), is equal to length(Spec(A))
since the closed, irreducible subsets of Spec(A) correspond to the prime ideals of A. Therefore,

one can also define the Krull dimension of a ring as the maximal length of a chain of prime
ideals of A.

Proposition 2.27 Letk be a field. We have that the dimension of a V C A} is the dimension
of V- with the Zariski topology. So if k is algebraically closed and V' is an affine variety, then

kdim (V') = kdim(k[V]).
Proof: From Theorem 2.22 and Theorem 2.21 we have that the closed, irreducible subsets of
V' correspond to prime ideals in the coordinate ring, k[V'], and hence the proposition follows.O

Remark 2.28 1. Note that when we equate the dimension of the coordinate ring and the
dimension of the affine variety in Proposition 2.27 we assume that the underlying field
1s algebraically closed. The result does not hold otherwise. Consider the case of an ideal
a = (2?+y?) C Rlz,y]. The Krull dimension of the affine R-algebra is 1 but the dimension
of the solution set, V = {(0,0)} C R? is 0.

2. Fvery field has Krull dimension 0.

3. The ring of integers, Z, has Krull dimension 1, with all the maximal chains of prime ideals
of the form {0} C (p), with p a prime number. Every principal ideal domain that is not
a field has Krull dimension 1.

4. A polynomial ring, K[z, ..., x,] over a field, k, has dimension n.
5. The dimension of an affine k-algebra, K[xq, ..., x,]/a, is always finite.
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Using the definition of Krull dimension one can easily prove the following characterization for

zero-dimensional sets.

Proposition 2.29 Let V C A} be a nonempty subset. Then kdim(V') = 0 if and only if V is
finite.

Definition 2.25 is not an algorithmic definition for Krull dimension and it is difficult to
compute the dimension of an affine variety from it. Therefore, several equivalent definitions
have been proposed for the Krull dimension of an affine algebra (equal to the dimension of
the corresponding affine variety for an algebraically closed field) and we look at three of these
definitions in this section. These definitions not only give us computational methods but also
provide an algorithmic interpretation for Krull dimension. For a detailed description of these
equivalent definitions and how these three different notions of dimension fit in the dimension
theory of affine varieties, the reader can refer to (Kreuzer and Robbiano, 2005, Section 5.6,
5.7).

2.4.1 Transcendence degree of an affine k-algebra

Definition 2.30 Let A be a k-algebra and d € N.

1. A subset of A, {a1,...,aq}, of size d is said to be algebraically independent over k if for
all nonzero polynomials f € K[y, ..., ya] we have f(ay,...,aq) # 0.

2. Let K/k be a field extension. A set of d elements ry,...,rq € K is called a (finite) tran-

scendence basis of K/k if {r1,...,rq} is algebraically independent over k and there exists
no element rqy1 € K\ {r1,...,rq} such that {ry,...,rqs1} is algebraically independent
over k.

Note that if a field extension K /k has a finite transcendence basis then all transcendence bases

of K /k have the same number of elements.

Definition 2.31 Let K/k be a field extension for which there exists a finite transcendence
basis, {r1,...,rq}. Then trdeg,(K) = d is called the transcendence degree of K/k . If there is
no finite basis, trdeg, (K) = co.

The result below gives the relation between algebraic independence and the dimension of an

affine k-algebra.

Proposition 2.32 Let a be a proper ideal in k[xy, ..., z,)].
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1. The mazimal number of algebraically independent elements in k|xy, ..., x,]/a over k is

equal to the Krull dimension of k[xq, ..., x,]/a.

2. If a is a prime ideal, let Quot(k|xy, ..., z,]/a) be the field of fractions of klxy, ... x,]|/a.
Then the transcendence degree of Quot(k[zy,...,z,]/a) over k is equal to the Krull di-
mension of k[xy,...,x,]/a. For an arbitrary proper ideal a, the mazimal dimension of an

isolated prime ideal associated with a gives the Krull dimension of k[xy, ..., x,]/a.

The above proposition can be proved in many ways. Kemper (2011) proves it directly by showing
that a maximal set of algebraically independent elements in k[zy,...,z,]/a over k gives rise
to a maximal chain of prime ideals in k[xy, ..., x,]/a. Whereas, Kreuzer and Robbiano (2005)
first prove that the cardinality of a maximal set of algebraically independent elements is equal
to the degree of the Hilbert polynomial of a and then show that the latter is equal to the Krull
dimension of k[zy,...,z,]/a. We will discuss the relation between the degree of the Hilbert
polynomial and dimension of an affine k-algebra in Section 5.3.

Using the notion of algebraically independent elements of a k-algebra we can characterize
zero-dimensional ideals. The following result gives a characterization for zero-dimensional ideals

in k[xy,...,z,], that they have a finite k-vector space basis for k[zy, ..., z,]/a.

Theorem 2.33 Let A # {0} be an affine k-algebra. Then the following statements are equiv-

alent:
1. kdim(A) = 0.
2. A is algebraic over k.
3. The dimension of the corresponding k-vector space is finite.

For an algebraically closed field, Theorem 2.29 is equivalent to the above result. This is the
reason why in Chapter 1 we refer to ideals with a finite set of solutions as zero-dimensional
ideals. Since the above theorem and Theorem 2.29 are equivalent to Conditions (1) and (3)
of Theorem 2.6 for algebraically closed fields, we have a Grobner basis characterization for

zero-dimensional affine varieties and affine k-algebras.

2.4.2 Combinatorial dimension of an affine k-algebra

The concepts of maximal independent sets of variables modulo an ideal and the combinatorial
dimension of the associated residue class polynomial ring give a simple yet powerful approach
to computing the dimension of affine varieties. Kredel and Weispfenning (1988) first introduced

these concepts and proposed a Grobner basis algorithm to generate the maximal independent
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sets of variables modulo an ideal. Combinatorial dimension is the largest number of elements
among the maximal sets of variables independent modulo the ideal. These concepts have
geometric interpretations for they can be used to determine independent sets and the dimensions
of isolated prime ideals associated with a. But the most important application of combinatorial
dimension is that it gives a fast and simple algorithm to compute the Krull dimension of
k[z1,...,2,]/a. In fact, the algorithm is faster than the Hilbert polynomial method that we

describe in Section 2.4.3, for Grébner bases computed from a lexicographic monomial order.

Definition 2.34 (Combinatorial Dimension) Let a C k[zy,...,z,]| be an ideal. Let X C
{z1,...,2,} be a set of indeterminates. The set X is said to be independent modulo a or an
independent set of indeterminates modulo a if a NKk[X] = {0}. The set X is called a mazimal
independent set modulo a if X is independent modulo a and there is no set’ Y C {xy,...,x,}

independent modulo a with X CY. The largest number of elements of a maximal independent

set of indeterminates modulo a is called the combinatorial dimension of k[xy,...,n]/a, denoted
as cdim(k[zy, ..., n]/a).
For an independent set Y modulo a, the canonical k -algebra homomorphism k[Y] — klzy, ..., z,]|/a

has to be injective.

Theorem 2.35 Let a be a proper ideal in kK[z1,. .., x,]. Then,
cdim(k[xy, ..., z,]/a) = kdim(k[z1, ..., z,]/a).

Kredel and Weispfenning (1988) proves this result by showing that the cdim(k[xy, ..., z,]/a) is
equal to the maximal number of algebraic independent elements in k[z1, ..., z,]/a over k which
in turn is equal to the Krull dimension of k[xy, ..., x,]/a (Theorem 2.32). It can also be proved
by using Hilbert polynomials (Kreuzer and Robbiano, 2005).

The reason to study combinatorial dimension of an affine k-algebra instead of Krull dimen-
sion is because the former can be computed using Grobner basis methods. Before we give the
algorithm, we state some results that will help us validate the steps of the algorithm. The Krull
dimension of an ideal a C k[zy,...,z,], is the maximal Krull dimension of an isolated prime

ideal associated with a. The same is true for combinatorial dimension as well.

Lemma 2.36 Let a be an ideal in k[xq,...,x,]. Then cdim(k[zy,...,z,]/a) is the mazimum

of edim(k[z1, ..., x,]/p), where p is an isolated prime ideal associated with a.

Proposition 2.37 Let a C k[zy,...,x,] be a prime ideal. Then, all mazimal set of indetermi-

nates independent modulo a have the same cardinality.
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It turns out that to apply the theory of Grobner bases to compute the independent set of
variables modulo an ideal we need to modify the concept of independence modulo a to include

monomial order.

Definition 2.38 Let S C X be a set of indeterminates and < be a monomial order ink|xq,. .., x,].
Then, k[S/(X \ S)] denotes the following set,

K[S/(X\ )] = {f € Kklz1,..., 2] : 0# f and It(f) € k[S]}.

We say that S is strongly independent modulo a, if K[S/(X \ S)]Na = ¢.

Clearly, if S is strongly independent modulo a then it is independent modulo a. But the converse

is not true.

Example 2.39 Let a = (y — x) be an ideal in k[z,y| and consider a monomial order v < y.

Then S = {y} is independent but not strongly independent modulo a.

We now seek to determine the conditions by which we can conclude that a maximal set of
indeterminates that is strongly independent modulo a is also maximal independent modulo a.
We define a special type of maximal strongly independent set, the Left Basic Set of an ideal,
a.

Definition 2.40 (Left Basic Set (LBS)) Let < be a monomial order in K[z, ..., x,] and a
be an ideal in k[xy, ..., x,]. Given the set of indeterminates, X, we define Sy C X,0 <k <mn

inductively as,

So=¢

s S U{zr}  if Sy U{ak} is strongly independent modulo a w.r.t. <
k+1 —
S otherwise.

The set S, is called the left basic set of a w.r.t. <.

S, is maximal strongly independent modulo a with respect to <. For lexicographic ordering,

we have the following result for prime ideals.

Corollary 2.41 Let a be a prime ideal in k|xy, ..., x|, < be a lexicographic ordering and S
be the left basic set of a w.r.t. <. Then S is mazimal independent modulo a and so |S| =

cdim(k[zy, ..., z,]/a).
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The idea can be extended to other proper ideals in k[z1, ..., z,].
Theorem 2.42 Let a be a proper ideal in k[xy, ..., x,] and < be a lexicographic monomial
order. Let

d =max{|S|: S C X, S is mazimal strongly independent modulo a w.r.t. <}.

Then, d = cdim(k|zy, ..., z,]/a).
We now show how Grobner bases can be used to build a left basic set.

Theorem 2.43 Let < be a monomial ordering in k[xy,...,x,] and S C X be a set of indeter-
minates. Let G be a Grébner basis of an ideal, a C K[z, ..., x,] w.rt. <. Then S is strongly
independent modulo a w.r.t. < if and only if K[S]N1It(G) = ¢.

Corollary 2.44 Let < be a monomial order in K[xy,...,x,] and G be a Grobner basis of an

ideal a C Kk[zy,...,x,] w.rt. <. Algorithm 2 determines the left basic set of a w.r.t. <.

Algorithm 2 Finding the Left Basic Set of an ideal a in k[z,. .., z,]

Input G, Grobner basis of a C k[xy, ..., z,] w.rt. <
Output 5, Left Basic Set of a w.r.t. <.
S=0¢,U={x,...,2,}
while U # ¢ do

Select x from U.

U=U\{z}
if Mon(k[S] U {z}) N1t(G) = ¢ then
S=SuU{z}
end if
end while
The below theorem illustrates how we can compute the combinatorial dimension of k[z1, ..., x,]/a

for lexicographic monomial orders. This simple Grobner basis algorithm gives us a powerful

and fast technique to compute the Krull dimension of k[xy, ..., z,]/a.

Theorem 2.45 Let a C k[zq,...,x,] be an ideal and G be its Grébner basis w.r.t. a lexico-

graphic monomial ordering, <. Let S C X be a set of indeterminates such that
Mon(k[S]) N 1t(G) = ¢,

and S has the largest number of elements among all subsets of X that satisfy the above equation.

Then S is mazimal independent modulo a and |S| = cdim(k[z, ..., z,]/a).
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2.4.3 Hilbert polynomials and Krull dimension of k[xy,...,z,]/a

From Theorem 2.33 we have that a positive dimensional k-algebra is always an infinite dimen-
sional k-vector space. We can divide this infinite dimensional vector space into pieces of finite
dimensional vector spaces, ordered by total degrees of a polynomial. The idea behind Hilbert
series is to study the structure of the residue class polynomial ring by looking at these finite
dimensional pieces. The relevance of Hilbert series is due to its links to the Krull dimension of
the affine k-algebra. Hilbert series can be computed by a Grébner basis algorithm, thus giving

us a new and fast algorithm to compute the Krull dimension of k[zy, ..., x,]/a.

Proposition 2.46 Let a C k[zy,...,z,| be an ideal and A = K[z, ..., x,]/a be the correspond-

ing affine k-algebra. For d, a nonnegative integer, define
Agd = {f+a : f € k[xl,...,mn],deg(f) < d}
Then, A<q is a finite dimensional k-vector space.

The Hilbert function, hq : Z>o — Z>y, is defined as
ha(d) = dimk(./qu).

The formal power series
Hy(t) =) ha(d)t* € Z[[1]]
d=0

is called the Hilbert series of a.

Theorem 2.47 (Hilbert series of a principal ideal) If a = (f) C k[xy,...,z,] is a principal
tdeal, then

1 — ¢des(f)
Ha(t>:m fo;«éO and
Hilt) = s 5= 0,

(1— ¢t

To give a Grobner basis algorithm to compute the Hilbert series of an ideal one needs to first
determine the relation between the Hilbert series of an ideal and the Hilbert series of its leading

term ideal.
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Theorem 2.48 Let a C k[zy,...,z,] be an ideal and < be a degree compatible monomial

ordering. Then,
Hq(t) = Hpg(a)) ().

The algorithm listed below gives a Grobner basis method to calculate the Hilbert series of an

ideal in k[xy, ..., x,].
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Algorithm 3 Computing the Hilbert series of an ideal, a in k[xy, ..., z,].

Input A degree compatible monomial ordering <,
G ={q,...,9s}, a Grobner basis of a based on the ordering, <.
Output Hilbert Series Hy(t).
Let mq, ..., ms be the leading monomials of G.
if s =0 then
Return H,(t)
else
J = (ma,...,ms) and
J = (lem(my,my),...,lem(my, my)).
Compute H,;(t) and H , (t) by a recursive call of the algorithm.
Return

_ 1
(1—t)n+l .

1 — ¢deg(m)

H,y(t) = W + Hy(t) — Hy(t).

end if

For the proof of correctness and termination of the algorithm, one can refer to (Kemper,
2011, Theorem 11.9). The Hilbert-Serre theorem follows as a natural consequence of the above

algorithm.
Corollary 2.49 (Hilbert-Serre theorem) (Kemper, 2011, Corollary 11.10) Let a C klxy, ..., x,]
be an ideal. Then the Hilbert series of the ideal has the form,

ap + ait + - -+ agt®
(1 —t)ntt ’

Ha(t) =

with k € Z>o and a; € Z. Moreover, the Hilbert function hy(d) is a polynomial for large d. The
polynomial,
k .
r+n—1
pa:ZUCLi( n )EQ[I’]

called the Hilbert polynomial satisfies hq(d) = pa(d) for sufficiently large integers, d.

We now give the key result of this section, the relation between Hilbert polynomials and the

Krull dimension of the residue class polynomial ring over k.

Theorem 2.50 Let A = K[z, ...,x,]/a be an affine k-algebra and p, be the Hilbert polynomial
of a. Then,
deg(p,) = kdim(A).

The above result can be proved using Noether normalization lemma and the notion of alge-

braically independent elements of A over k (Kemper, 2011). On the other hand, one can also
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prove the result by determining a maximal chain of prime ideals in A (Kreuzer and Robbiano,
2005).
2.4.4 Hilbert polynomials and combinatorial dimension

Let a C Kk[z1,...,2,] be an ideal. We prove the equivalence of the combinatorial dimension
of k[x1,...,2,]/a and the degree of Hilbert polynomial of a using the concept of ‘translate’
(O’Shea et al., 2007, Section 2, Chapter 9). Since the ideal, a and the leading term ideal,
(1t(a)), have the same Hilbert function, it is enough to study Hilbert functions for monomial
ideals. In a study of monomial ideals in general, it does not make sense to specify the monomial
ordering and therefore it is never stated. But the monomial ideals that we consider here are

leading term ideals and they are constructed assuming a degree compatible ordering.

Definition 2.51 For each monomial ideal a C k[xq, ..., x,)|, let
C(a) = {u € Mon(k[z1,...,2z,]) : u & a}

be the set of standard monomials of a, i.e. the set of monomials not in a.

For any two sets S1,.S2 € Mon(k[z1, ..., z,]), define the product as S1.52 = {u-v:u € S;,v €
So}.

Definition 2.52 For every integer r = 1,...,n, every set of indeterminates {x;,,...,z;.} C

{z1,..., 2.}, and every u € Mon(k[z1, ..., z,]), the set of monomials
{u} - Mon(k|[z;,, ..., x;])

is called a translate of dimension r. Also, by convention, every singleton set {u} C Mon(k[z1, ..., x,])

is called a translate of dimension 0.

We give below the key results that connect the degree of the Hilbert polynomial with the

combinatorial dimension of k[xy, ..., z,]|/a. Proofs for all these results can be found in (Winkler,
2010).
Theorem 2.53 If a C k[xy,...,2,] is a monomial ideal, then C(a) can be written as a finite

disjoint union of translates.

Lemma 2.54 Let u € Mon(k[z1,...,2,]) and t = deg(u).

(i) The number of monomials of degree < s in the translate {u} - Mon(k|[x1, ..., z,]) is equal
to the binomial coefficient, C(m + s —t,s —t), provided s > t.
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(i) For s > t, the number of monomials is a polynomial function of s of degree m and the

coefficient of s™ is 1/ml.

Theorem 2.55 Ifa Ck[xy,...,z,] is a proper monomial ideal, then for all s sufficiently large,
the number of monomials not in a of degree < s is a polynomial of degree d in s. This degree,
d is equal to the combinatorial dimension of k[xy, ..., z,]/a. Also, the coefficient of s in the

polynomial is positive.

The polynomial in the above theorem is the Hilbert polynomial and so far we have shown that
given a monomial ideal, the degree of the Hilbert polynomial is the same as the combinatorial
dimension. We have also seen that with respect to a degree compatible ordering, the Hilbert
functions of both the ideal and the leading term ideal are the same. The below result states that
for any arbitrary ideal, a, cdim(k[z1, ..., x,]/a) is equal to the degree of the Hilbert polynomial

of a.

Theorem 2.56 Let a C k[zy,...,x,] be an ideal, < be a degree compatible ordering and A
be the residue class polynomial ring, k[xy,...,z,|/a. Then, cdim(k[zy,..., x,]/a) equals the

degree of the Hilbert polynomial of a.

Proof: Let d be the combinatorial dimension of a. Let the set {x;,,...,x;,} be a set of
independent indeterminates modulo a of maximal cardinality. Let s be a nonnegative integer.
Then, the residue classes of Mon(A[x;,, ..., z;,])<s is a linearly independent subset of A<,. By
Lemma 2.54, C(d + s,s) < hqe(s). Since the binomial coefficient is a polynomial function in s
of degree d, the cdim(k[zy,...,z,]/a) is at most the degree of the Hilbert polynomial.

Let (It(a)) be the leading term ideal of a with respect to <. If X = {z;,,...,2;,} C
{z1,...,2,} is not independent modulo a, then there exists a nonzero polynomial, f € an
ki, ..., z;,]. We have, Im(f) € (It(a)) N A[z;,,...,x;]. This implies X is not independent

modulo (It(a)). Therefore, the set of independent indeterminates modulo (It(a)) is a subset

of the set of independent indeterminates modulo a. Therefore, cdim(k[xy, ..., z,]/{1t(a))) <
cdim(k(zy,...,z,]/a). By Theorem 2.48 and Theorem 2.55, we have that the degree of the
Hilbert polynomial is at most cdim(k[z1, ..., z,]/a). a

2.5 Grobner Bases for Polynomial Rings over Rings

In this section we give a brief description on how to generalize the theory of Grobner bases to
polynomial rings over a Noetherian commutative ring, A. This generalization is not straight-
forward as one needs to take into account nonunits and zero divisors in rings. Indeed, many

results do not hold in A[xq,...,z,] and basic definitions need to be modified to accommodate
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the ideals of coefficients in A. Even though several approaches have been proposed to extend
the theory of Grobner bases to polynomial rings over rings, only a small set of properties have
been studied in depth. We describe below the existing Grobner basis theory developed for
Alxy,...,z,]. For amore detailed description, the reader can refer to (Adams and Loustaunau,
1994, Chapter 4).

2.5.1 Basic definitions

The notion of “divisibility” of leading terms is inherently present in all the concepts that make
use of Grobner bases in polynomial computations. In the case of fields, divisibility does not
differentiate between dividing with leading terms or leading monomials. This is not true in the
case of Alxy,...,x,)].

Consider the reduction of a polynomial f with a nonzero polynomial g in klz1, ..., z,]. We
say that f % h if and only if Im(g) divides a term in f. By convention, reduction in rings is
confined only to the leading terms of f, i.e. we reduce f to h by g if the leading term of f is
divisible by the leading term of g, not if any term is divisible by 1t(g). This makes reduction
simpler and with this definition most Grobner basis concepts can be extended from fields to
rings without any changes except for the concept of reduced Grobner basis. For reduction in
fields it is enough to check if the leading term of f is divisible by the leading monomial of ¢
even though the actual reduction happens with the leading term of g. Clearly, in rings this
is not a sufficient condition : lc(g) may not divide le(f) even if Im(g) divides Im(f). One of
the obvious workarounds for this problem is to include a very restrictive condition that lt(g)
should divide 1t(f) to the definition of reduction. Many implementations of Grébner bases over
integers, including that of Macaulay 2 and Sage, define reduction in this way. However, such
a definition is very restrictive and a reasonable theory can be built with it only if we assume
that the ring of coefficients is a PID. Instead, we expand the definition to allow for a linear
combination of leading terms of the divisor polynomials, whose leading monomials divide the

leading monomial of f, to reduce f.

Definition 2.57 Let f,h and {f1,..., fs}, be a set of nonzero polynomials in Alxy, ..., x,].
We say that f reduces to h w.r.t. {f1,..., fs}, denoted as

if and only iof
h = f - (Clxalfl +oeee Csxasfs>7
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where ¢1,...,cs € A and for ¢; # 0, lm(f) = z*Ilm(f;), i =1,...,s and
I6(f) = crz®t(f1) + - - - + csz™1t( fs).

The above definition ensures that Im(h) < Im(f).
In this thesis, we assume some conditions about the Noetherian ring, A which are essential
to the algorithms we propose. The main idea behind these assumptions is that in the ring, A,

a system of linear equations over A is solvable (Adams and Loustaunau, 1994).

Definition 2.58 We say that a system of linear equations is solvable in A if the following

conditions are satisfied.

1. Given a,aq,...,a € A, there is an algorithm to determine whether a € {(ay,...,q;) and

if it is, the algorithm can compute by,...,b € A such that a = a1by + - -+ + a;b;.

2. Given ay,...,aq; € A, there is an algorithm that computes a set of generators for the
A-module,
Syz(ay,...,a;) = {(b1,...,b) € A" - ayby + -+ + a;by = 0}.

The ring of integers, Z, the polynomial rings over fields, k[y1, ..., ym|, Z[v/—5] are examples of
rings that satisfy these conditions.
In the above definition, the set, Syz(aq, . .., q;) is called a syzygy module. A formal definition

of syzygy module is given below.

Definition 2.59 Let A be a Noetherian ring and I = {ay, ..., as), an ideal in A. Consider the

A-module homomorphism, ¢,

The kernel of the homomorphism is called the syzygy module of the 1 X s matrix [al e as}
and satisfies,
b1a1+---+bsas:O.

Ifa=(fi,...,fs) C Alxy,...,x,] then Syz(fi,..., fs)isa Alxy, ..., x,]-submodule of A[z1, ..., z,]°.
Syz(fi,..., fs) can be viewed as the set of all solutions of the following linear equation with
polynomial coefficients, f;, 1 =1,...,s

fixi +--+ fsxs = 0.
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With the modified definition of reduction (Definition 2.57), we can now state the multivariate

division algorithm over A.

Theorem 2.60 (Adams and Loustaunau, 199/, Theorem 4.1.10) Let f, f1, ..., fs € Alxq, ..., x,)
with fi,..., fs # 0 and the set F' = {fi1,..., fs}. Then there is an r € Alxy,...,x,|, minimal
with respect to F', such that f £>+ r. Moreover, there are hy, ..., hs € Alxy, ..., x,] such that

f=hifi+-+hefs+r

with
Im(f) = max((lngakx Im(h)Im(f;)), lm(r)).
If linear equations are solvable in A, then hq, ..., hs, v are computable.
We are now equipped to give the definition of Grébner bases for an ideal in Alxy, ..., z,]| and

its equivalent characterizations.

Definition 2.61 Let a be an ideal in Alzy,...,x,] and G = {g1,...,9:} be a set of nonzero

polynomials in a. G is called a Grébner basis of an ideal a in Alxy, ..., x,] if and only if

(It(G)) = (It(a)).

Theorem 2.62 (Adams and Loustaunau, 199/, Theorem 4.1.12) Let a be an ideal in Az, . .., xy]

and let G = {q1,...,q:} be a set of nonzero polynomials in a. Then the following are equivalent.
1. G is a Gréobner basis.

2. For any polynomial f € Alzq,...,x,] we have

f€aifand only if f £>+ 0.

3. For f€a, f="higi+--+hg for some polynomials hy, ..., hy € Alzy,...,x,] such that
Im(f) = max (im(h)lm(g,)).

The Grobner basis of an ideal in A[zy, ..., x,] generates the ideal. If G is a Grébner basis and
fe(G)and f £>+ r, where r is minimal, then » = 0. However, even if the the set of divisors in
the multivariate division algorithm is a Grobner basis the remainder is not necessarily unique
unless the polynomial, f, is in the ideal. This is one of the key differences of Grobner bases

over rings from fields.
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Example 2.63 Consider the ideal, (222, 3y* + %) in Z[z,y]. The generators form a Gribner
basis, G, for the ideal with respect to deglex ordering with x < y. Let f = 62%y? — 2*. If we
reduce f with G we get two different remainders for two different sequence of divisors, which is

given below.

hl . 3y2
h2 . 0
fll 2$2
forggt e VOV
6x2y2
il
hl . 0
ho: 222
fl: 2172
forgg a2 VOV
62%y* + 22*
—3?

2.5.2 Computation of Grobner bases

We state below the Buchberger criterion for rings. The criterion is the same for rings and fields,

but in the case of rings, the syzygy modules are submodules of (A[zy, ..., z,])*%.

Theorem 2.64 (Adams and Loustaunau, 1994, Theorem 4.2.3) Let G = {g1,...,q:} be a set
of nonzero polynomials and B a homogeneous generating set for Syz(lt(g1),...,1t(g¢)). Then G
is a Grébner basis for the ideal (g1, ...,9:) if and only if for all (hy, ..., h;) € B we have

higr + -+ + hege EM 0.

For the case when A = k the above statement of the theorem for k[z1, ..., x,] is different from
the statement given in Theorem 2.2. But they are equivalent because each element of B gives
rise to an S-polynomial (Adams and Loustaunau, 1994, Proposition 3.2.3, Corollary 3.2.6). In
fields, the S-polynomials give us the homogeneous generating set of the syzygy module. Below,

we describe the construction of B for rings.

Definition 2.65 For any subset J C {1,...,s}, let 7 =lem(z% : j € J). We say that J is

saturated with respect to x*, ..., x% provided that for all j = 1,... s, if x% | 2*7, then j € J.
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The below theorem gives a construction for a homogeneous generating set for Syz(c; 2%, . .. csz®).

Theorem 2.66 (Adams and Loustaunau, 199/, Theorem 4.2.6) For each set J C {1,..., s},
which is saturated with respect to x*, ... x%, let By = {bis,...,b,,;} be a generating set for
the A-module of syzygies Syz(c; : j € J). (Each b,; is in the A-module AV). For each such
b,j, denote its j th coordinate by by, V. Set

Y natd
_ J
Spg = § bI/J( )Iaj €j,

jeJ
where s,y is an element in (Alxy,...,x,])*. Then the set of vectors s,;, for J ranging over all
such saturated subsets of {1,...,s} and 1 < v < v,, forms a homogeneous generating set for

the syzygy module Syz(cix™ ..., csx®).

The set of vectors {s,;} plays the same role over rings as S-polynomials do over fields. We give

below a basic description of the algorithm for computing a Grobner basis in Alxy, ..., z,].

Algorithm 4 Computing the Grébner basis of an ideal, a = (f1,..., fs) in A[zy,...,x,]
Input f={f1,..., fs} CA[x1,...,x,) with f; #0fori=1,...,s
Output G = {g1,...,9:}, a Grobner basis for the ideal generated by F
G=¢,G =F
while G # G’ do
G = G'. We refer to the elements of G as g1, ..., g;.

Compute B, a homogeneous generating set for Syz(lt(g;),...,1t(g:))
for each h = (hy,...,h;) € B do
Reduce hygy + -+ + higs G—/>+ r, r minimal w.r.t. G’
end for
if r # 0 then
G =G u{r)
end if

end while

Evidently, computing the homogeneous generating set, B using Theorem 2.66 is computa-
tionally the most expensive step in the algorithm. But Moller (1988) gives an efficient technique
to avoid calculating duplicate syzygies. The idea is to use the already computed syzygies to

compute the new syzygies.
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2.5.3 Coset representatives of Alxy,...,x,|/a

In this section, we give a brief outline of how to describe the coset representatives of A[zy, ..., z,]/a
given a set of coset representatives of coefficient ideals in A. Previously, we have seen that the
reduction of a polynomial with a Grobner basis in rings gives us a unique remainder only when
the polynomial is in the ideal. This is the reason why computing the coset representatives of
Alxy,...,z,]/a w.r.t. a Grobner basis of a is not straightforward.

First, we state some definitions. We say that the ring A has ‘effective coset representatives’
if for any ideal I in A, we can determine a complete set C' of coset representatives of A/I and
we have a procedure to find, for all a € A, an element ¢ € C such that a = ¢ mod I. Such rings
include Z and finite rings of the form, Z/nZ, n € N. Consider a Groébner basis G = {g1,..., g}
for anideal ain A[xy, ..., z,]. With respect to the set {1t(g1),...,1t(g:)}, consider the saturated
subsets of {1,...,t} (Definition 2.65). Then for each saturated subset J C {1,...,t}, let I;
denote the ideal of A generated by {lc(g;) : ¢ € J} (if J = ¢ then I; = {0}). Let C; denote a
complete set of coset representatives for A/I; and let J,o = {7 : lm(g;) | *} for each monomial,

«

T .

Definition 2.67 We assume the notations from above. Given a polynomial r € Alxy, ..., x,],
we say it is totally reduced if for every cx® that is a term inr, c € Cy . Given two polynomials,

f,r € Alxy, ..., x,], ris said to be a normal form for f if f =r (mod a) andr is totally reduced.

The normal form depends not only on G but also on the choices of the sets of coset represen-
tatives C'; for the set of saturated subsets J. The following theorem gives us the complete set

of coset representatives for Alxy, ..., x,]/a.

Theorem 2.68 (Adams and Loustaunau, 199/, Theorem 4.3.3) Let G be a Grébner basis for
the nonzero ideal a of Alxy,...,x,]. Assume that for each saturated subset J C {1,...,t},
we have chosen a complete set of coset representatives Cjy for the ideal 1;. Then every f €

Alxy, ...,z has a unique normal form.
Let us look at an example.

Example 2.69 Consider the ideal a in Zlx, y| with { f1, fa, f3, f4, [5} as its Grébner basis, where
fi =dxy+x, fo =322 +y, fs = bx, f1 = 4y° + vy, fs = Sy. For any monomial, z* ¢ {1,z,y},
I; . = Z and therefore C; ., = {0}. For 1, we have 1;, = {0} and C;, = Z. For z, we have
I;, = (5) and Cj, = Zs. Fory, we have I;, = (5) and C;, = Zs. Therefore the complete set of
coset representatives of Zlx,y|/{f1, f, f3: fa, f[5) ={a+bx +cy | a € Z,b € Zs,c € L5}.
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2.5.4 Reduced Grobner bases over rings

One can arrive at a definition of reduced Grobner bases over rings analogous to that of fields,
as defined in (Arnold, 2003), but it may not exist in all cases. A new definition of reduced
Grobner basis over rings is given by Pauer (2007), and it ensures the existence of a reduced
Grobner basis for any ideal in a polynomial ring over the ring, A. Henceforth, in this thesis,
“reduced Grobner basis” refers to Pauer’s definition of reduced Grobner basis unless otherwise
stated. Before we proceed further we give a brief account of this concept.

We introduce the following notations and definitions. For any ideal I in A, we select a finite
system, Gen(I) of generators of I, and a mapping 7; from A to A such that n;(0) = 0, n; is

constant for each coset of I and for any z € A we have n;(z) € z + 1.

Example 2.70 Let A =7. Let I be an ideal generated by ay, ..., a, and a = ged(ay, ..., apy).
Let z € Z. Then we can choose Gen(I) = {a} and n;(z) = zmod a.

Let a be an ideal in A[zy,...,x,] and @« € N*. Let G be a Grébner basis for a and let
Im(G) denote the set of leading monomials in G. We represent the leading coefficient ideal
of all polynomials in a of degree a as (lc(a, a)), i.e. (le(a,a)) = (le(f) : f € a,deg(f) = a).
Similarly, the leading coefficient ideal of all polynomials in a such that the leading monomial of
the polynomials divide 2% is denoted as (Ic(< «, a)). We have (le(< a,a)) = (Ie(f) : f € a,a €
deg(f) + N", a # deg(f)). We use Gen(c,a) to represent the set of all nonzero 1c(<a,a) (@),
where a belongs to the set of all generators of (lc(a,a)). We give below the definition of
Gen(a, a).

Definition 2.71 We assume notations as above. For each x® € Im(G) we define,

Gen(a, ) = {Mc(<aa)(a) : a € CGen({lc(a, )} \ {0},

As defined above, Nc(<a,a)y (@) is an element in the coset, a + (lc(< o, a)).
We proceed now to Pauer’s definition of reduced Grébner basis over rings.

Definition 2.72 (Pauer, 2007, Definition 17) A Grébner basis G of a C Alzy,...,x,] is a

reduced Grobner basis w.r.t. a monomial order < iff

(i) for all « € N™ such that z® € lm(G), the map

{g € G : deg(g) = a} — Gen(q, a)
g — le(g)
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18 bijective and

(ii) for all g = > csga” € G and all @ € N" with o # deg(g) and coy # 0 we have

BEN™
Carg = Mic(aa) (Carg) -

Theorem 2.73 (Pauer, 2007) There exists a reduced Gréobner basis for every ideal a C Alzy, . ..

It can be seen that different choices of the generators for the leading coefficient ideal of each
leading monomial in G, Gen((lc(a, a))), lead to a different Gen(«, a), which in turn lead to a
different reduced Grébner basis. Once we fix Gen(a, a) for all z* € Im(G), the reduced Grébner

basis G is unique.

Theorem 2.74 (Pauer, 2007) The reduced Grébner basis G for an ideal a C Alxy, ..., x,] is
unique upto Gen(co, a) for all z* € Im(G).

2.6 Univariate Ideal Lattices & Lattice Based Cryptog-
raphy

Lattice based cryptography is one of the most sought-after areas in mathematical cryptography
today. This is due to several reasons. It comes with strong worst-case/average-case security
guarantees. Implementing cryptographic functions in lattice cryptography requires only simple
arithmetic operations, but at the same time, it is extremely versatile, leading to several appli-
cations including the seminal cryptosystem of fully homomorphic encryption (Gentry, 2009).
The fact that some lattice-based cryptosystems appear to be resistant to attacks by quantum
computers is another reason for its appeal.

Ideal lattices, an important tool in lattice based cryptography, are ideals with point lattice
structure as well (Lyubashevsky and Micciancio, 2006). Univariate ideal lattices, ideal lattices
in Z[z|, are well studied as they provide a compact and efficient representation for integer
lattices and all the computationally hard problems in point lattice theory can be extended
to them. They have been used to build provably secure signature and identification schemes
(Lyubashevsky and Micciancio, 2008; Lyubashevsky, 2008) and collision resistant hash functions

(Lyubashevsky and Micciancio, 2006).

2.6.1 Integer lattices

Let R™ be the m-dimensional Euclidean space.
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Definition 2.75 A lattice in R™ 1is the set
L(bl, ce ,bn> = {szbz | x; € Z}
i=1

of all integral combinations of n linearly independent vectors by, ..., b, in R™(m > n).

The integers n and m are called the rank and dimension of the lattice, respectively. The
sequence of vectors by,...,b, is called a lattice basis. When n = m, we say that £ is full
rank or full dimensional. An example of n-dimensional lattice is the set Z™ of all vectors with
integral coordinates. In sequel, whenever we mention lattices we mean integer lattices, lattices
where the basis vectors have integer coordinates. Integer lattices are additive subgroups of Z%,
N € N. For a good exposition on lattices, one can refer to (Micciancio and Goldwasser, 2002).

The following parameters are associated with a lattice and describe the lattice’s properties.

The lattice computational problems are based on these parameters.

1. The determinant of a lattice given by a basis B of size n, denoted by det(L(B)), is the
n-dimensional volume of the fundamental parallelepiped P(B) spanned by the basis vectors.
The determinant is a lattice invariant, i.e. it does not depend on the basis with which we
computed the determinant. If the lattice is full rank then the determinant of the lattice is
the absolute value of the determinant of the basis matrix, i.e. det(£(B)) = det(B). For

integer matrices, the determinant is an integer. In general, we have

det(L(B)) = \/det(BTB).

In this case, it is not necessarily an integer.

2. The successive minima of a lattice, A1, ..., \, is defined as follows. Given a m-dimensional
open ball of radius r centered at 0, B,,(0,r) = {z € R™ : ||z|| < r}, the ith minimum,
Ai, is the radius of the smallest open ball B,,(0,r), containing ¢ linearly independent lattice

vectors.

Ai(L) = inf{r : dim(span(£ N B,,(0,7))) > i}.

3. The minimum distance is the length of the shortest nonzero lattice vector and is the same
as the minimum distance between any two distinct lattice points. It is the special case of

the successive minima with 7 = 1.

(L) = wmin Nl — ol =
1(£) = min flo -yl = min |
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4. The covering radius of a lattice, p(£), is the smallest real number such that the closed
spheres of radius p centered around all lattice points cover the entire space, i.e. any point

in span(B) is within distance p from the lattice.
The following observations can be easily proved.

Remark 2.76 For any lattice L and target point t (in the span of the lattice) there is at most
one lattice point within distance (strictly less than) N(L)/2 from t.

Remark 2.77 For any lattice £ and target point t (in the span of the lattice) there is at least

one lattice point within distance p(L) from t.

Remark 2.78 For any n-dimensional lattice, the successive minima Ay, ..., \, and the cover-

ing radius are related by the chain of inequalities
M << <20 <V,

An important result in lattices that gives a relation between the successive minima and the

determinant of the lattice is the famous Minkowski inequality.

Theorem 2.79 (Minkowski Inequality) For any lattice L,

n 1/n

ML) < (TTNL) < vAudet(£)'",

=1

where v, < n s a function of the dimension and does not depend on the specific lattice.

2.6.2 Computational problems for lattice based cryptography

Among the four fundamental parameters of the lattice, only the determinant of the lattice can
be computed efficiently. Determining the minimum distance, successive minima and covering
radius of a lattice efficiently are well-known hard problems. The algorithms that compute
them approximately and run in polynomial time give rise to approximation factors that are
exponential in the dimension of the lattice. The famous LLL-algorithm (Lenstra et al., 1982)
runs in polynomial time but gives an approximation factor of 2(*~1/2 for the shortest vector
problem (SV P). The most recent algorithm to solve SV P (Ajtai et al., 2001) also achieves
only an exponential approximation factor of 20 n/Inn) "Tp fact the cryptographic functions
based on lattices are built under the assumption that there exists no efficient algorithm that

O(

can achieve polynomial approximation factors at most v(n) = n®W" | at least in the worst case.
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A problem is said to be hard in complexity theory if it is hard in the worst case instance.
But in cryptography it is hard only if it is hard in the average case. This ensures that when
we consider a key at random, no polynomial time algorithm can break the scheme with non-
negligible probability. The possibility of having cryptographic applications based on lattice
problems was brought to light by Ajtai (1996). The paper shows how to build cryptographic
functions that are on an average as hard to break as the worst case instances of certain lattice
problems. It is important that the average case hardness of the cryptographic function is based
on the worst case instance of the lattice problem since many lattice approximation algorithms
perform much better on an average than their worst case bounds.

We give below certain lattice problems, the hardness of solving these problems form the crux
of lattice based cryptography. The approximation versions of these problems return solutions

that are within some specified factor, v, from the exact solution.

Definition 2.80 (Shortest Vector Problem (SV P)) Given a lattice £, find a nonzero lat-
tice vector x such that ||z|| < ||y|| for any other y € L.

Definition 2.81 (Approximate SV P) Given a lattice £, find a nonzero lattice vector x such
that ||z|| < 7llyll, v € C for any other y € L.

We will mention from now onwards either the exact or the approximate version of the com-
putational problem depending on the context. Note that the only difference is the factor of

approximation, -y.

Definition 2.82 (Closest Vector Problem (CV P)) Given a lattice £, a target point t and
a distance bound d, the closest vector problem (CVP) asks for a lattice point v € L at distance
|t —v|| < d from the target, provided such a lattice point exists. In the exact version of CVP,

the distance bound is d = mi£1||t — v|| between the target and the lattice. In the approrimate
ve

problem CV P, one sets d = - mi21||t —||. Two special versions of the CVP are:
ve

1. the bounded distance decoding problem (BDD) where d < \/2, and

2. the absolute distance decoding problem (ADD) where d > p.

In the first case when d < /2, if a solution exists it will be unique (See Remark 2.76). In the
second case when d > p, a solution is always guaranteed but it is not generally unique (See

Remark 2.77).

Definition 2.83 (Shortest Independent Vector Problem (SIV P.)) Given ann-dimensional
lattice, L, find n linearly independent lattice vectors, by, . .., b, € L such that max||b;|| < cA,(L).

The case ¢ =1 corresponds to the exact solving of the problem.
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Note that the n linearly independent lattice vectors are not necessarily a basis for the given
lattice. There are lattices such that all its bases must necessarily contain vectors that are longer
than \,. In most applications it is enough to have a set of short linearly independent vectors
and therefore this distinction is not a major concern.

A lattice based cryptosystem can be intuitively described as follows. The public key is a

lattice basis B containing long vectors and the secret key S is the set of short lattice vectors.

e Encryption. A message m is encoded as an integer vector x. The function takes x and a
small perturbation vector r» and outputs t = Bx +r. The vector r should be short enough
so that we can recover Bx from t using the secret basis, S. The vector z is chosen in such

a way that Bz looks like a random lattice point.

e Decryption. It is based on C'V P approximation algorithms. Given ¢, one can easily
compute S~!t. Round each coordinate to the closest integer and multiply the result by

S. Since the vector r is chosen to be short enough, the recovered vector is x itself.

2.6.3 Univariate ideal lattices

When Ajtai (1996) introduced the concept of building cryptographic functions that were hard
in the average case based on the worst case assumptions of lattice problems, it was considered a
breakthrough. But Ajtai’s discovery and subsequent work were interesting only from a theoret-
ical point of view because of the inefficiency of the cryptographic functions built from lattices.
The problem was in describing lattices as n Xxn matrices and that resulted in a computation time
that was at least quadratic in n. Micciancio (2002) introduced efficiently computable one-way
functions for a certain class of lattices called cyclic lattices (See Definition 2.85, Lemma 2.86).
The algebraic representation of cyclic lattices is more compact and therefore the computation
time is almost linear in n. But one-way functions are of limited use since they can only be
used to prove the existence of cryptographic primitives like digital signatures and private key
encryption. Lyubashevsky and Micciancio (2006) introduced the concept of ideal lattices (in
one variable) and described how to create collision resistant hash functions with them, a much
more useful cryptographic primitive.

An ideal lattice is an integer lattice £ C Z that is also an ideal in Z[z]|/(f) for some monic

polynomial f € Z[z]. We now formally define ideal lattices in one variable.

Definition 2.84 Given a monic polynomial f € Z[z], an ideal lattice is an integer lattice
L CZYN such that it is isomorphic, as a Z-module, to an ideal A in Z[z]/{f).
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The following Z-module homomorphism between Z[x]/(f) and Z~, where f is a monic polyno-

mial of degree N, further elucidates the definition of ideal lattices.
¢: Z[z]/(f) — Z"

aiz’ + (f) — (a0, -+, an-1).

Clearly, ¢ is an isomorphism that implies all Z-modules (including ideals) in Z[x]/(f) are
isomorphic to sublattices (subgroups) of Z". Therefore, all ideals in Z[z]/(f) are ideal lattices.

A special class of ideal lattices is cyclic lattices.
Definition 2.85 A set £ in ZY is a cyclic lattice
(i) for allv,w € L, v+ w is also in L,
(i1) for allv € L, —v is also in L, and
(111) for allv € L, a cyclic shift of v is also in L.
One can easily verify the following fact.
Lemma 2.86 A set £ in Z" is a cyclic lattice if p~1(L) is an ideal in Z[x]/{z" — 1).

2.6.3.1 Computational problems for ideal lattices

For any ideal 20 C Z[z]/(f) we use A\;”(2) to indicate A\;”(L(2)). The following norms can be
defined on Z[z]: the infinity norm, [|g||__ that takes the maximum coefficient of all the terms
in the polynomial, and the norm with respect to an ideal (f) C Z[z], [|g||;, that takes the
maximum coefficient of all the terms in the polynomial reduced modulo the ideal, (f).

Given a monic polynomial, f and the corresponding residue class polynomial ring, Z[x]/(f),
the following properties are essential for the security proofs of the hash function: (i) f should
be irreducible which ensures that every ideal in Z[z]/(f) is a full rank lattice, and (ii) the norm
of any polynomial g with respect to the ideal (f), [|g[;, should not be much larger than [|g|| .

The second property is formally captured with a parameter called the expansion factor.

Definition 2.87 Let f € Z[z]|. The expansion factor, € of f is defined as

gl
max TR
g€Zlaldeg(g)<k deg(H)-1 || g ||

E(f k) =

where k € N.
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We give the bounds for the expansion factor of certain polynomials in Z[z]. The proofs have

been skipped for brevity.

Theorem 2.88 1. E(x"—1,k) <k, 2 &(a" '+a2" %4 --+1,k) <2k, 3 E(z"+1,k) <k,
where k € N.

Definition 2.89 The approzimate Shortest Polynomial Problem (SPP,(2l)) is defined as fol-
lows: given an ideal A C Z[x|/(f), where f is a monic polynomial, determine a g € A such
that g # 0 and [|g[| ; < yA™ ().

We will use the notation f — SPP for SPP restricted to ideals of the ring, Z[x]/(f). The f —
S PP problem for any monic, irreducible f is the worst case problem studied in (Lyubashevsky
and Micciancio, 2006), upon which the security of the hash functions is based. Well-known
hard problems can be reduced to SPP, thus showing its hardness. Let L£(f) denote the set
of all lattices associated with Z[z]/(f), where f is a monic polynomial. Then one can find a
direct reduction from L(f) — SV P, to £(f) — SPP, (and also the other way around). Another
hardness result gives a reduction from (2" —1) — SPP,, to (z" ' 42" ?+...+1)— SPP,. This
is useful because then we can establish the security of hash functions using the hardness of the
shortest vector problem for cyclic lattices of prime dimension, a complexity assumption used in
(Micciancio, 2002) to build one-way functions. Another problem that is reduced to SPP is the
problem of finding complex numbers with small conjugates in ideals of subrings of a number

field called the Smallest Conjugate Problem (SCP).
2.6.3.2 Hash functions using ideal lattices

Hash functions are keyed functions that take long strings as inputs and output short digests
that have the following property : it is computationally hard to find two distinct inputs x # y
such that f(z) = f(y) where f is the hash function. In (Lyubashevsky and Micciancio, 2006),
a hash function is designed for ideal lattices in the ring, R = Z,[z]/(f) where f € Z,[z] is a
monic, irreducible polynomial of degree n and p is an integer of order approximately n?. Let
D ={g € R: |gllf <d} be a strategically chosen subset of R. The hash function family is
given by H(R, D,m), where m € N. Let the expansion factor, £(f,3) < n, for some n € R.
Select m random elements ay, . .., a,, to form an ordered m-tuple, (ai,...,a,) from R. Then
the hash function h maps the elements of D™ to R as follows: if b = (by,...,b,) € D™, then

h(b) = > ", a; - b;. We have |D™| = (2d + 1) and R = p", and therefore if m > 11)Ogg2121 then

h € H will have collisions. The paper shows that if there is a polynomial time algorithm that
can find with nonnegligible probability a collision then SPP can be solved in polynomial time

for every lattice in the the ring, R.
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Theorem 2.90 Let H(R, D, m) be the associated hash function family as mentioned above with
R = Z,[z]/{(f), m > lgoggﬁl and p > 8ndmn'\/logn. Then, for v = 8n*dmnlog’n, there is a
polynomial time reduction from f — SPP,(2), for any ideal, A C R, to Collisiong(h) where bh

1s chosen uniformly at random from 3.

Let € be an oracle such that when given a uniformly random h € H, C(h) returns a solution to
Collisiongc(h) with nonnegligible probability in polynomial time. The paper then proceeds to
give an algorithm to solve f — IncSPP, when given access to the oracle, €, where IncSPP is
an incremental version of the SPP problem. It can be shown that f — SPP, < f — IncSPP,
and therefore we have a reduction from f — SPP(2) for any ideal 2 to Collisions () for any

random b.
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Chapter 3

Reduced Grobner Bases and
Macaulay-Buchberger Basis Theorem

over Noetherian Rings

We have seen in the earlier chapters how the residue class polynomial ring over a field, k, with
its vector space and algebra structure, plays an important role in developing computational
tools for algebraic problems in k[z1, ..., x,]. In this chapter, we study the A-module structure
of residue class polynomial rings over a Noetherian commutative ring, A. The first question
that arises is whether the residue class polynomial is a free A-module or not. When A = k, the
corresponding residue class polynomial ring is always free but for a general Noetherian commu-
tative ring it may not be so. Here, we give a Grobner basis characterization for the residue class
polynomial ring have a free A-module representation. The characterization allows us to extend
the Grobner basis method of computing a k-vector space basis of residue class polynomial
rings over a field k (Macaulay-Buchberger basis theorem) to rings, i.e. Alzy,...,x,]/a, where
a C Alzy,...,x,] is an ideal. We give some insights into the characterization for two special
cases, when A = Z and A = k[6y,...,60,,]. We also look at extending this characterization to
submodules of Alzy,...,z,|™, m € N. The characterization we give is the foundation of this
thesis and all the other results we give rely on the free A-module structure of Az, ..., z,]/a.
The results given in this chapter are also described in (Francis and Dukkipati, 2014).
In Section 3.1, we give a necessary and sufficient condition for the quotient ring, Alxq, ..., z,]/a

to have a free A-module representation w.r.t. a monomial order. In Section 3.2, we give the
Macaulay-Buchberger basis theorem for A[zq,...,z,]/a that have a free A-module representa-

tion and also give an algorithm to compute an A-module basis. We study two special cases
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of the coefficient ring, A in Section 3.3. We generalize the theory of Grobner bases described

above for polynomial rings over A to submodules in A[xy,...,z,|™, m € N in Section 3.4. In
Section 3.5, we extend border bases to A[xy,...,z,] directly, the characterization enables us to
do so.

3.1 Characterization of Alxy,...,z,|/a

Consider an ideal a C Alzy,...,2,). Let G = {g; : i = 1,...,t} be a Grébner basis for a
w.r.t. a monomial order, <. We recall a few definitions from Section 2.5. We have that,
Jpo = {1 :1m(g;) | 2%, 9; € G} and I;, = ({lc(g;) : i € Jpo}). We refer to I, as the leading
coefficient ideal w.r.t. G. Consider A/I; .. We assume that the coefficient ring A has effective

coset representatives. Let C; , represent a set of coset representatives of the equivalence classes

in A/I; .. Let f € Alxy,...,2,]. On reducing f with G we get f = ) a;2* mod (G), where
i=1

a; € A. It Alzq, ..., 2,]/(G) is a finitely generated A-module of size m, then corresponding to

coset representatives, Cy ., ...,C},q,, , there exists an A-module homomorphism,

¢ Alxy, .., x0)/(G) — AL 0 X - X AL,

n (3.1)

Zaix‘” +(G) — (c1+1ja v vem+15a,),

i=1
where ¢; = a; mod I ,, and ¢; € Cy ,,. Note that ¢ depends on the choice of coset represen-
tatives, Cj o, ,...,CJ,q, and the monomial order, <.

Given a Grobner basis G and the set of coset representatives C'; for the saturated subsets

J, every f € Alxy,...,z,] has a unique normal form (Theorem 2.68). This shows that the
map, ¢, is well-defined. The mapping ¢ is surjective by construction.mConsider f+ag+

a where f,g € Alxy,...,z,]. On reducing f,¢g with G, we get f = > a;z* mod (G) and
i=1

g = 3 bz mod (G), where a;,b; € A. Let ¢(f) = (1 + Lpays- s + Ly ) and é(g) =
(dy —I—Zilljmal vooosly + 17, ), Where ¢; = a; mod I ,,, d; = by mod I; .. and ¢;,d; € C; ... Let
¢; =d;mod Ij,, foralli=1,...,m. Then ¢; = d; since the set of coset representatives, C ,,
is fixed. This implies, f — ¢ is an element of a and f + a = g + a. Hence, ¢ is injective and an
A-module isomorphism.

We refer to A/I; ., % --- x A/l;., as the A-module representation of Alzy,...,z,]/a
wrt. G (or wrt. <). If I; . = {0}, we have C;,, = A, foralli = 1,...,m. This implies
Alxy, ..., z,)/a = A™ ie. Alxy,...,x,]/a has an A-module basis and it is free. We say that

Alxy,...,z,]/a has a free A-module representation w.r.t. G (or w.r.t. <). Note that every
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basis of a finitely generated free A-module is finite. If the A-module is infinitely generated,
we say that it has a free A-module representation w.r.t. G (or w.r.t. <) if I, , = {0} for all
z* ¢ (Im(a)) and I, = {1} for all 2* € (Im(a)).

We give below the definition of standard monomials in Alxy, ..., z,]|, w.r.t. an ideal a C
Alxy, ..., xy).
Definition 3.1 Let a C Alzy,...,x,] be an ideal. We call a monomial x in Alxq,...,x,], a

standard monomial w.r.t. a if none of the leading terms of the ideal divide the monomial, i.e.

x* ¢ (1t(a)).

We present below the sufficient condition for A[zy,...,x,]/a to have a free A-module represen-

tation w.r.t. G.

Theorem 3.2 Let a C Alxy,...,x,] be a nonzero ideal. Let G be a Grébner basis for a w.r.t.
a monomial ordering, <. If G is monic then Alxy, ..., x,])/a has a free A-module representation
w.r.t. G.

Proof: Let G ={g;:i=1,...,t} be a monic Grobner basis of the ideal. For a monomial x%,

Jpo = {i : g; € G,Im(g;) | z*}. For a monomial z® such that lm(g;) 1 =%, for all g; € G, we
have J,« = ¢. Therefore, the leading coefficient ideal corresponding to those x%s, I; ., is {0}
and the set of coset representatives C; , for A/I; , is the entire ring, A. For a monomial z*
such that for some g;, Im(g;) | 2®, we have J,« # ¢. Since all the g; € G are monic, I; , = {1},
and therefore the set of coset representatives consist of only 0. The only monomials that are
part of the generating set therefore are monomials x such that lm(g;) t =%, for all g; € G. Let
S ={z*+a:lm(g)1tz* Vg € G}. Let S be any subset of S. Consider,

Z bj(.Taj + Cl) = O, bj S A, bj 7& 0.
%7 +aes’

This implies,

> bia+a=0.

% +aes’

Z bjxaj € a.

%I +aeS’

Therefore we have,

But that means 1t(g;) | % for some j and for some g; € G, which is a contradiction. Therefore,
S is a basis for A[xy,...,2,]/(G). Thus the A-module, A[xy,...,z,]/a is free and has a free

A-module representation w.r.t. G. ]
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Note that in the above theorem A[xy, ..., x,]/a need not be finitely generated. If Alxy, ..., x,]/a
is finitely generated and the Grobner basis of a is monic, then there exists a N € N such that
A[[L’l, R ,QTn]/Cl = AN.

For the necessary condition we introduce the concept of short reduced Grobner basis.

Definition 3.3 Let a C Alxy,...,x,) be an ideal. A reduced Grébner basis G of a is called
a short reduced Grébner basis if for each x® € Im(G), the length of the generating set for its

leading coefficient ideal, Gen(a, a) is minimal.

Note that the reduced Grobner basis mentioned in the above definition is Pauer’s reduced
Grobner basis (Pauer, 2007), the structure of which is described in Section 2.5.4.

Example 3.4 Consider the ideal a for which G = {3z%, 522, y} is a Grobner basis. Let us calcu-
late a short reduced Grobner basis. For the leading monomial %, Gen((2,0),a) = {ged(3,5)} =
{1} is the generating set of minimal length. For the leading monomial y, Gen((0,1),a) = {1} is
the generating set of minimal length. The short reduced Grobner basis for the ideal is therefore
G = {2y}

Now for the same ideal a, let us assume that Gen(({lc(a, a))) is taken as the same set of
generators given in the basis and not their ged. Therefore, for the leading monomial 2,
Gen((2,0),a) = {3,5} and for the leading monomial y, Gen((0,1),a) = {1}. For each de-
gree a € {(2,0),(0,1)}, if we look at the map between {g € G : deg(g) = a} and Gen(«, a)
given by each element g mapping to its leading coefficient, it is a bijective map. Therefore
G = {322 52%,y} is a reduced Grobner basis w.r.t. this definition of Gen((lc(a,a))). Thus,

Gen(a, a) is a factor that determines the reduced Grébner basis.
We prove a lemma below that leads us to the necessary condition.

Lemma 3.5 Let a C Alxy,...,x,] be a nonzero ideal and G be a short reduced Grébner basis
for a. All the leading coefficient ideals associated with G are either trivial or the entire ring A,

if and only if G is monic.

Proof: Let G = {g; : i = 1,...,t} be a short reduced Grobner basis of the ideal, a. Let
the leading coefficient ideals associated with G, I, be either trivial or (1). Suppose G is not
monic. Choose g € G such that ¢ is not monic and for all g; € G such that Im(g) # lm(g;), we
have Im(g;) { Im(g). This is assured since if g; € G and lm(g;) | Im(g) then either lc(g;) = 1
or lc(g;) # 1. If le(g;) = 1 then g can be removed from the reduced basis, this contradicts
the uniqueness of the reduced Grobner basis. If g; is not monic then we can choose g; as g.
Let Im(g) = r. By assumption, I; = (1) or {0}. Since J. # ¢, we have I, # {0}. This
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implies, (le(g;) : gi € G,g: | r) = (1). By choice of g the ideal consists of only the leading
coefficients of generators g; such that lm(g;) = r. Thus, we have the leading coefficient ideal
of generators with the same degree as g, (lc(deg(g),a)) = (1). The generating set of minimal
length for (lc(deg(g),a)), Gen((lc(deg(g),a))) = {1}. This implies Gen(deg(g),a) = {1}, since
any other set of elements from A that generate (1) is of size strictly greater than 1 and its length
is not minimal. To construct the short reduced Grébner basis we assumed that Gen(a, a) is a
generating set of minimal length. Therefore, Gen(deg(g),a) = {1} and g is a monic polynomial,
which contradicts the fact that the basis G is not monic.

To prove the other direction, suppose G is monic. For a monomial %, we have J,« =
{i : g; € G,Im(g;) | z*}. For a monomial z* such that Im(g;) 1 2%, for all g; € G, we have
Jye = ¢. This implies that the leading coefficient ideal, I, , = {0}. For a monomial z* such
that Im(g;) |  for some i = 1,...,t, we have Jyo # ¢ and I, = (Ic(g;) : i € Jyo). Since G is
monic this implies, I, , = (1). O

We are now ready to give the necessary condition of the characterization for a finitely

generated residue class polynomial ring.

Theorem 3.6 Let a C Alxy,...,x,]| be a nonzero ideal such that Alzy,...,x,]/a is a finitely
generated A-module and G be a short reduced Grébner basis for a. If Alxq,...,x,]/a has a free

A-module representation w.r.t. G, then G is monic.

Proof: Let G = {g; : i = 1,...,t} be a short reduced Grobner basis of the ideal, a. Since

Alxy,...,z,]/a has a free A-module representation w.r.t. G, there are only two possibilities for
the leading coefficient ideals associated with G, I; , = {0} or I; , = (1). From Lemma 3.5, G
is a monic basis. |

We state the characterization result as follows.

Proposition 3.7 Let a C Alxy,...,x,] be a nonzero ideal such that Alxy, ..., x,|/a is finitely
generated. Let G be a short reduced Grobner basis for a w.r.t. some monomial ordering <.

Then, Alxy,...,x,]/a has a free A-module representation w.r.t. G,
Alxy,...,zn)/a=2 AV, for some N € N
if and only if G is monic.

The necessity for Gen(c, a) to be of minimal length can be illustrated by the following example.

Example 3.8 Consider Example 3.4. We have a C Zx,y| given by its Grébner basis, G =
{3z%,522%,y}. The Grobner basis G = {3z% 522, y} is a reduced Gréobner basis for the ideal
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when we select the generators for the leading coefficient ideal for each leading monomial in G,
Gen((Ic(a,a))) as the same set given in the example. It is not a monic basis. But one can
see that Z|x,y|/(G) is free. A short reduced Grébner basis for the same ideal a, determined by
considering the gcd of the generators of the leading coefficient ideal of each monomial in G, is
{2%,y}. The generating set Gen(a, a) is of minimal length when the ged of the generators is
considered. The short reduced Grobner basis is monic and leads us to the correct conclusion
that Z[z,y]/(G) is free.

We give the necessary condition for a residue class polynomial ring that is not finitely generated

as an A-module.

Theorem 3.9 Leta C Alxy,...,x,] be a nonzero ideal and G be a short reduced Grébner basis
of a. If Alxq,...,x,]/a has a free A-module representation w.r.t. G, then G is monic.
Proof: By definition, if Alxy,...,z,]/a has a free A-module representation w.r.t. G then

I;. = {0} for all z* ¢ (lm(a)) and I;, = {1} for all z* € (Im(a)). That is, all the lead-
ing coefficient ideals associated with G are either trivial or the entire ring, A. Therefore by
Lemma 3.5, G is monic. O

Thus we have the characterization result for both finite and infinitely generated residue class

polynomial rings.

Theorem 3.10 Let a C Alxy,...,x,] be a nonzero ideal and G be a short reduced Grébner
basis of a. Alxy,...,x,|/a has a free A-module representation w.r.t. G if and only if G is
monic.

3.2 Macaulay-Buchberger Basis Theorem Over Rings

The Macaulay basis theorem can be extended directly from fields to rings, i.e. S = {z* +
a : z% is a standard monomial, i.e. z® ¢ (It(a))} is an A-module basis for Alzy,...,z,]/a if

Alxy,...,z,]/a is free. We extend below the Macaulay-Buchberger basis theorem over rings.

Theorem 3.11 (Macaulay-Buchberger Basis Theorem Over Rings) LetG = {g1,...,0:}
be a short reduced Grébner basis for an ideal a C Alxy,...,x,]. Suppose G is monic then an
A-module basis for Alxy,...,x,]/a is given by S = {z* 4+ a:1m(g;) t z*, i =1,...,t}.

Proof: From the characterization result we have that Alzi,...,z,]/a has a free A-module
representation w.r.t. G if and only if the short reduced Grobner basis for a is monic. The proof

is along the same lines as Theorem 3.2. O
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In the above theorem the necessity for G to be a short reduced Groébner basis can be
explained as follows. Unlike in the case of fields, for any Grobner basis G in Alzy, ..., z,] and
any x® € N", 2% € (It(a)) does not imply 1t(g;) | , for some g; € G. If G is the short reduced
Grobner basis and Az, ..., x,]/a has a free A-module representation w.r.t. G then each g; € G
is monic. We then have z® € (It(a)) if and only if 1t(g;) | =%, for some g; € G.

This is explained in the following example.

Example 3.12 Consider an ideal a C Z[x,y] generated by the Grébner basis, G = {322, 52% y}.
It can be seen that 3x* cannot be reduced further by {5z* y}. Similarly, 5x* is minimal w.r.t.
the set {3z*,y} and y is minimal w.r.t. {3x* 52%}. Therefore G is a minimal Grobner basis.
Consider the monomial z*. It is in the ideal, (1t(a)) since 2> = (2)(5)z? — (3)(3)z%. But none
of the leading terms divide z*, 5x* { 22, 32% t 2 and y 1 x*. Now consider a short reduced
Grobner basis of the ideal, {x*,y}. A Z-module basis of Z|z,y|/a is the set of residue classes
of {z*: 2*f 2%yt 2°} = {1 +a,z + a}.

In the zero-dimensional case, Grobner basis generalizes the notion of Gaussian elimination
by generating a maximum possible triangular system of polynomial equations over a field (The-

orem 2.6). We can extend this result to the case of polynomials over rings too, as shown below.

Theorem 3.13 Let a be an ideal in Alxy,...,x,] and G = {g1,...,9:} be a monic short
reduced Grobner basis for a w.r.t. a monomial order, <. We have from the characterization
that Alxq,...,x,)/a has a free A-module representation w.r.t. G. The following statements are

equivalent.
(i) For eachi=1,...,n, there exists j = 1,...,t such that Im(g;) = z¥ for some v € N.
(i) The rank of the free A-module, Alxy, ..., x,|/a is finite.

Proof: (i)= (ii). The short reduced Grobner basis of the ideal a is monic implies that the A-

module A[zy, ..., 2,]/ais free and the basis is the set of cosets of monomials such that none of
the leading monomials of the Grobner basis divide the monomial. Since for every i =1,...,n,
there exists j = 1,...,t such that Im(g;) = 2 for some v € N, there are only finitely many

power products which are reduced w.r.t. G and hence the dimension of the free A-module is
finite.
(il)= (i). We have that the rank of the free A-module A[z,...,z,]/a is finite. Assume

for some ¢ = 1,...,n there is no j = 1,...,¢ such that Im(g;) = z¥ for some v € N. Then the
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powers of z;, 1,x;, 27, ... are linearly independent and therefore contradicts the finite rank of
the A-module, A[zy,...,z,]/a. O

Our characterization (Proposition 3.7) and the Macaulay-Buchberger basis theorem (Theo-
rem 3.11) give rise to an algorithm to compute an A-module basis of a free residue class ring,
Alxy,...,z,]/a, when it is finitely generated. The correctness of the algorithm directly follows
from the characterization of a free Alxy,...,z,|/a and the Macaulay-Buchberger basis theo-
rem. The termination of the algorithm is ensured since we have a finitely generated and free

A-module, Alzy,...,x,]/a, which implies it has a finite basis.

Algorithm 5 Finding the A-module basis of finitely generated residue class polynomial rings

over rings
Input Alxq,...,x,]/a,

G={q,...,q:}, ashort reduced Grébner basis of a,
S - A[I‘l,...,flfn]/a,

M C N,
Output S = A-module basis of A[zy,...,z,]/a.
S=¢,M=2¢
if G is not monic then
Exit.
else

while N*\ M # ¢ do

for each monomial z* € N*\ M

if lm(g;) | z* for some i = 1,...,¢ then
M=MuU{zf e N*: 2| 2°}.

else
S =SuU{z*+a},
M = MU {z*}.

end if

end while
end if

3.3 Special cases, A =7 and A =Kk[0y,...,0,]

Now we look at two special cases A = Z and A = k[fy,...,0,,]. In the case of A = Z we
make use of the fact that the ring is a PID in the proof and in the case of A = k[f,...,0,]

we rely on the existence of a unique strong reduced Grobner basis for any ideal in k[fy, ..., 0,,]
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(Nabeshima, 2009).

3.3.1 Special case : A=7Z

For general rings, we arrived at the conclusion that if a finitely generated A-module, A[z1, ..., x,]/a,
has a free A-module representation w.r.t. a monomial order, < then its short reduced Grobner
basis G w.r.t. < is monic, by finding a contradiction to the minimality of the length of the
generating set. But here we argue that if the reduced Grobner basis is not monic then there
exists some g such that (Ic(deg(g),a)) = (c), where ¢ € Z and ¢ # 1. But this means that

the set of coset representatives for the monomial Im(g), Cy, . can never be zero. This is a

contradiction to our assumption that Z[z; ..., z,]/a 2 ZN wr.t. G.
An example which illustrates the characterization is the case when the ideal in Z[z1, . .., x,]
is a lattice ideal. A lattice ideal, a; in klzy, ..., z,| is defined as the binomial ideal generated

by {#*" —z*" } where v and v~ are nonnegative with disjoint support and v* — v~ € £, where
L is a lattice. Lattice ideals in polynomial rings over Z can be defined in the same way. In this
case, the binomial ideal is generated over the polynomial ring, Z[z,...,x,]. The generators
of the ideal are binomials with the terms having opposite sign and the coefficients of both the
terms equal to absolute value 1. When we compute the Grobner basis of the ideal, at every
stage of the computation — S-polynomial calculation and reduction — we add generators that
are binomials with terms having opposite sign and coefficients of absolute value 1. Therefore
the Grobner basis is monic which implies that the short reduced Grobner basis of the ideal is
also monic. From the characterization we have that the quotient ring Z[xy,...,x,]/a; is free.

We will now formally state the result.
Theorem 3.14 Let £ be a lattice and ag, the associated lattice ideal. Then, the quotient ring
Zlzy,...,x,) 0z is a free Z-module.

Another application of the characterization is that we can identify ideals in Z[xq,. .., x,] for
which all the ideals in the corresponding residue class polynomial rings are integer lattices, i.e.
all ideals are ideal lattices. We formally state that below. We will discuss this in detail in
Chapter 4.

Theorem 3.15 Let a C Zxy,...,x,] be an ideal. All ideals in Z[xy,...,x,])/a are integer
lattices if and only if the short reduced Gréobner basis of a for some monomial order, <, is

monic.

3.3.2 Special case : A =Kkl[0,...,0,]

We now consider the next special case where the coefficient ring is itself a polynomial ring
over the field k, k[f1, ..., 60,,]. We consider here the definition of strong reduced Grobner basis
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defined in (Nabeshima, 2009) and give an alternate characterization for this definition as well.
The strong reduced Grobner basis defined in (Nabeshima, 2009) is specific to polynomial rings
over polynomial rings.

For ease of notation, we denote the indeterminates 6,,...,60,, as © and xy,...,z, as X.
In the polynomial ring k[fy, ..., 0,][z1, ..., x,], we define leading monomial, leading coefficient
and leading term w.r.t. the monomial ordering on X indeterminates and we denote them as

Imy, lcx and 1t y.

Definition 3.16 (Strong Reduced Grobner Basis (Nabeshima, 2009)) Let

<x.0:= (<1,=<2) be a block ordering, a an ideal in k[0, ..., 0,][x1,...,z,] and G a subset of
k[01,...,0m][x1,. .., 2,]. Fore € lmx(G), let Ge = {f € G | lmx(f) = e}. Then a strong re-
duced Grébner basis G for a w.r.t. to <y and <5 is a Grébner basis for a ink[6y, ..., 0]z, ..., z,)

such that for all p € G,
(1) no term in p lies in (It(G\{p})) in k[01,...,0m, 21,..., 2, wrt <xeo,
(i1) no term in p lies in (Itx(G\{p})) in Kk[bh,...,0n][x1,...,z,] wrt. <,

(111) fore € lmx(G), lex(Ge) is the reduced Grobner basis for an ideal generated by itself w.r.t.
=<y in the quotient ring k[0, ..., 0,]/Je where J. is an ideal generated by £ = {lex(g) |
g € G\G, such that lm(g) | e}.

We give below the necessary and sufficient condition for a finitely generated k[fy, . .., 0,,][z1, ..., x,]/a

to be a free k[f, ..., 0,,]-module, in terms of strong reduced Grobner basis.

Theorem 3.17 Let a Ck[0y,...,0u][x1,...,2,) be a nonzero ideal such that
k[0, ...,0m][x1,. .., x,]/a is finitely generated. Let <x o:= (<1, <2) be a block ordering and G
be the strong reduced Grébner basis for a w.r.t. <y and <o. Then, k[0y,...,0y][x1,...,2z,]/a

has a free k[0, ..., 0,]-module representation w.r.t. G if and only if G is monic.

Proof: The proof for if G = {g; : i = 1,...,t} is a monic Grobner basis of the ideal, a w.r.t.
<y and <9 then k[0, ...,0,][x1,...,2,]/a has a free k[6y, ..., 0,,]-module representation w.r.t.
G is same as Theorem 3.2, with A =k[fy,...,0,,]. The set, S = {z*+a:1m(g;) f %, Vg; € G}
forms the A-module basis. Note that in the proof, k[0, ..., 0,][z1, ..., z,]/a need not be finitely
generated. If k[0, ..., 0]z, ..., 2,]/a is finitely generated, then there exists a N € N such
that k[0, ..., 0,][x1, ..., 2] /a 2 K[0,...,00]".

Conversely, let a C k[0, ...,0,][x1,...,x,] be an ideal such that k[6;, ..., 0,][x1,...,z,]/a
is a finitely generated k[6, . .., 0,,]-module and let G be the strong reduced Grébner basis for a.
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Assume k[0, ..., 0,][z1,...,2,]/a has a free k[0, ..., 0,,]-module representation w.r.t. G, we
have to prove that G is monic. In Definition 3.16 of strong reduced Grobner basis, consider the
third condition. We have, for any monomial 2% in the strong reduced Grobner basis, ley (Gya ) is
the reduced Grobner basis in the ring k[6y, ..., 0,,]/Jza. Suppose the strong reduced Grébner
basis G is not monic. Then, there exists a ¢ € G such that g is not monic w.r.t. <; and
Im(g;) {Im(g), for all g; € G, such that Im(g;) # lm(g). Let Imx(g) = r. Since g is not monic,
(lex (Gr)) # 1in k[by, ..., 0m] /3. But K[, ..., 0m][x1, ..., 2.]/(G) 2 K[6:,....60,]", N €N,
implies that I; = (1). This means (Icx(g;) @ ¢; € G,1m(g;) | 7) = (1). But (lex(g:) : ¢; €
G,lm(g;) | r) = (lex(G,)) + J. We have (Iex(G,)) +J, = (1). This means (lcx(G,)) = (1) in
k[0y,...,0m]/J, which contradicts the fact that G is not monic. Therefore G is a monic basis.
O

Example 3.18 Consider the ring k[a][z]. We have a Grébner basis G = {fi, fa} where f1 =
a’r —a, fo = (a®> — 1)z — a® + 1. The set of all leading monomials in G is {x}. We have
G, = {1, fo} and lcgy(G,) = {a?,a® — 1}. Since there are no other monomials other than
x we have £ = ¢, which implies k[a|/J. = kla]. So now as per the third condition in the
definition we have that lc,y (G) should be a reduced Grébner basis in kla]. The reduced Grobner
basis of {a? a®> — 1} = {1}. Therefore, we compute a new polynomial g such that (g) = (G),
(Imyzy(9)) = (Imy(G)) and lepy(g) = {1}. This g = afi — fo = x — 1. Thus {g} is the strong

reduced Grébner basis and it is monic. This implies kla][x]/(G) is a free k[a]-module.

Now, we proceed to study how strong reduced Grobner bases are related to short reduced
Grobner bases. Let <x ¢:= (<1, <2) be a block ordering and a an ideal in k[6;, . .., 0,,][x1, . . ., 2,
For each % € a, we can construct a generating set of minimal length for Gen(c, a) by taking
the reduced Grobner basis w.r.t. <g as the set of generators for any ideal I in k[fy,...,0,,]
and for any polynomial h € k[f, ..., 60,,], by considering the mapping 7;(h) as the normal form
of h wr.t. I and <. The corresponding Pauer’s reduced Grobner basis is the short reduced
Grobner basis. One can see from the below result that short reduced Grobner basis is also the

strong reduced Grobner basis.

Proposition 3.19 Let <x o:= (<1, <2) be a block ordering and

a Cklby,...,0n][x1,..., 2, be an ideal. Let G be the short reduced Grébner basis of a con-
structed by taking the reduced Grobner basis w.r.t. <o as the set of generators for any ideal I
in k[01,...,0,] and for any polynomial h € k[b1,. .., 0,], by considering the mapping nr(h) as

the normal form of h w.r.t. I and <5. Then G is the strong reduced Grobner basis.

Proof: We have to prove that the short reduced Grébner basis of a, G = {g; : i = 1,...,t}

satisfies that the three conditions mentioned in Definition 3.16.
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(i)

(iii)

Suppose a term in p € G lies in (t(G\{p})) in k[01,...,0m,21,...,2,] Wrt. <xeo. Let
that term be af®z®, where a € k, 67 is a monomial in 6;,...,0,,, B € ZZy and o € N"™.
The coefficient of the term, a@°z® in k[0y,...,0,,][x1,...,2,] is af’. We have, 0° €
(Iex (IL(G\{p}))). Since (lex (1t(G\{p}))) is a monomial ideal, §° is divisible by lcx (1t(g;))
for some g; € G\{p}. Since we have a block ordering with ordering of {z1,...,x,}
variables taking precedence over the {6,...,0,,} variables, it can be seen that lcx (1t(g;))
is the leading monomial of the polynomial lex(g;) in k[fy,...,0,,]. Let us first look at
the case when af” is a term in the leading coefficient, lcx (p). We have that lex(p) is an
element of the reduced Grobner basis of the ideal (Icx(deg(lex(p)),a)) and therefore no
term in lcx (p) (including a#®) can be reduced by the leading monomials of the polynomials
in the reduced Grobner basis other than itself. We therefore have a contradiction. Now
we consider the case when af® is not a term in the leading coefficient. Then we have
from the definition of reduced Grobner basis that 67 is the normal form w.r.t. the ideal
(Ic(deg(6”),a)) and <,. But since 6° € (lex(1t(G\{p}))), we have that the normal form

is zero which is a contradiction.

Suppose a term in p € G lies in (Itx(G\{p})) in k[b1,...,0u][z1,...,z,] wrt. <;. Let
h(0) € k[by,...,0,] be the coefficient of that term in k[, ..., 0,][x1,...,z,]. We have,
h(0) € (lex(Itx(G\{p}))). Let us first look at the case when h(0) is the leading coefficient
of p, lex(p). We have that lcx(p) is an element of the reduced Grébner basis of the
ideal (lcx(deg(lcx(p)),a)) and therefore cannot be reduced by the leading monomials of
the polynomials in the reduced Grobmner basis other than itself. We therefore have a
contradiction. Now we consider the case when h(6) is not the leading coefficient. Then we
have from the definition of reduced Grébner basis that h(6) is the normal form w.r.t. the
ideal (lc(deg(h(f)),a)) and <. Since h(f) € (lex(1t(G\{p}))), we have that the normal

form is zero which is a contradiction.

In short reduced Grébner basis, for each e € Imx(G) we choose the reduced Grébner
basis for the ideal, (Icx(g;) : ¢; € G,1m(g;) | e) in k[0, ..., 0,,] as its generators. We have
lex(Ge) = {lex(g:) = g; € G,lmx(g;) = e}. Since lex(Ge) is a subset of Gen({lex(g;) :
g; € G,lm(g;) | €)), it is the reduced Grobner basis of the ideal generated by itself in
k[6;,...,0,]. In the short reduced Grobner basis G over k[0y,...,0,][z1,...,x,], the
coefficient of each term of a basis element is the normal form w.r.t. the ideal formed by
the leading coefficients of all g; € G such that Im(g;) divides the term. Therefore, lcx(G.)
is the reduced Grobner basis of the ideal generated by itself in k|6, ..., 6,,]/J. where J.
is an ideal generated by £ = {lex(g) | g € G\G. such that lm(g) | e}.
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Thus the short Grobner basis G satisfies the three conditions of Definition 3.16, hence it is the

strong reduced Grobner basis. O

Proposition 3.20 Let <xeo:= (<1, <2) be a block ordering and a C Kk[by, ..., 0]z, ..., 2]
be an ideal. Let G be the strong reduced Grobner basis for a w.r.t. <xeo. Then G is the short

reduced Grobner basis for a.

Proof: For every ideal a in k[fy,...,0,][z1,...,z,] there exists a short reduced Grébner
basis. We have shown in the above proposition that the short reduced Grobner basis is a
strong reduced Grobner basis. We have that strong reduced Grobner basis for an ideal a in
k[01,...,0m][x1,. .., 2,] is unique (Nabeshima, 2009). This implies that the strong reduced
Grobner basis G is the short reduced Grobner basis. O

We would like to mention here that Nabeshima’s strong reduced Grobner basis should not
be confused with the concept of strong Grobner basis defined for ideals in polynomial rings over
PIDs (Adams and Loustaunau, 1994). To avoid confusion, we mention the former as strong
reduced Grobner basis and the latter as strong Grobner basis. We give below the definition of

strong Grobner basis.

Definition 3.21 Let G = {¢1,...,9:} C Alz1,...,x,] be a set of nonzero polynomials. G is
said to be a strong Grobner basis for the ideal a it generates, if for each f € a, there exists a
gi € G such that 1t(g;) | 1t(f).

The definition does not require A to be a PID but it can be easily shown that strong Grobner
bases exist only if A is a PID. In a PID, strong Grobner bases coincide with the short reduced
Grobner bases. We give below an example to illustrate the difference between strong Grobner

basis and short reduced Grobner basis.

Example 3.22 Consider the polynomial ring, Klay,as][z]. Let G = {a3x, a3z} be the set of
generators of an ideal in K[ay, as][z]. G is the short reduced Grébner basis for the ideal since
{a? a3} is the reduced Grobner basis of the ideal it generates in Klay, as]. Consider f = (a3 +
a3)x. We have, 1t(G) = {a}x,a3x} and W(f) = (a3 + a3)x. There exists no g € G such that
It(g) | 1t(f). But, It(f) € (It(Q)). Therefore, G is not a strong Grobner basis.

3.4 Grobner Basis Algorithms for Modules over Noethe-
rian Rings

We generalize the theory of Grobner bases described above for ideals in polynomial rings over A
to submodules in Az, ..., z,]™, m € N. We extend Pauer’s reduced Grobner bases to submod-

ules in A[zy,...,z,|™ and using that define short reduced Grdobner bases for submodules. This

61



structure is extremely useful in identifying submodules, M of A[xq,...,z,]™ that give rise to
A-modules, Alxy,...,x,]™/M that have a free A-module representation w.r.t. some monomial
order, <. The generalization is an interesting mix of techniques from the theory of Grobner
bases over rings and the techniques for submodules in k[z1, ..., x,]™.

The concepts of monomial, term order and divisibility of monomials can be carried forward

from k[zy, ..., z,|™. Terms are of special significance in Alzy,...,z,|. It is defined as a vector
of the type ¢X where ¢ € A \ {0} and X is a monomial in Alxy, ..., z,|™ The divisibility
for terms needs to be addressed separately. Given 7 — cz*e! and = dxﬁe_;, terms in

Alxy, ..., z,|™, we say that X divides Y if i = j and cx® divides dz”.

— S
Definition 3.23 Given ?, h € Alxy,...,x,]™ and a set of nonzero vectors F = {fi,... fs}
%
in Alxy,...,z,|™ we say that 7 reduces to h modulo F' in one step denoted by
%
VN
if and only if
— — —
B =T = (e i+ +ca™F)
. . -
where ¢y,...,cs € A, %, ..., x% are monomials in Alxy,..., x,], hn(?) = z%lm( f;) for all

i=1,...,s such that ¢; # 0, and lt(?) = claro‘llt(ﬁ)) +- 4 cs$a51t(ﬁ>).

The main difference in the definition of reduction from the case of fields is that here when
we consider the sum that eliminates the leading term of the vector we have to consider the
coefficients of the monomial vectors as well. If we compare it with the theory of Grobner
bases over rings, the difference is that the elements that eliminate the leading term vector in
Alxy, ..., z,|™ come from the ring, A[xq, ..., x,]. We can easily extend the concept of reduction
to multiple steps. Analogous to the concept of completely reduced in the case of ideals and
modules over fields here we have the concept of minimal. The difference is that here we do not
need all the term vectors to be reduced, only the leading term vector.

We give below the division algorithm for polynomial modules with coefficients from Noethe-

rian rings.

— — -
Theorem 3.24 Let F' = {fi,..., fs} with f; # ﬁ,i =1,...,s be vectors in Alzy,...,x,]™.

Then, there is an T € Alxy, ..., x,]™, minimal w.r.t. F such that

F
FEN
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Moreover there are hy, ..., hy € Alxy, ..., x,| such that
— —
?:hlfl +"'+hsfs+7>>
with tm( 1) = max(max (n(hi)lm( £;)), (7).

We now define Grobner basis for modules over rings.

Theorem 3.25 The following statements are equivalent for a submodule M C Alxq, ..., x,])™
andG:{g_f,...,ﬁ}gM with@;«éﬁ,l <i<t:
(Z) SpanA[:vl ..... xn}(Lt(G)> = SpanA[xl ..... zn](Lt(M))
(i1) For any vector ? € Alzy, ..., x,]™ we have
7 eEM = 7 E>+ ﬁ
(i1i) For all 7 € M there exist hy, ..., hy € Alzy,...,x,] such that
T =hg+ b
and Im( 1) = max(Im(h)lm(g))).
1<i<t
Definition 3.26 A set of nonzero vectors contained in a submodule M C Alxy, ..., z,|™ is

called a Grobner basis for M provided G satisfies any one of the three equivalent conditions of

the theorem abowve.

The concepts of S-polynomials and Buchberger algorithm to compute Grobner basis in Afxq, . .., ;]

can be directly extended to Alzy,...,z,|™.

3.4.1 Short reduced Grébner bases in Alzy,...,z,]™

Below, we extend Pauer’s reduced Grobner basis in Alxy, ..., z,] to Alzy, ..., z,|™. We intro-
duce the following notations and definitions. For any ideal I in A, we select a finite system,
Gen([I) of generators of I, and a mapping n; from A to A as described in Section 2.5.4. Let
M be a submodule in Afzy,...,z,]™ and o € N*. Let G be a Grobner basis for M and let
Im(G) denote the set of leading monomials in G. We represent the leading coefficient ideal of
all polynomial vectors in M such that its leading monomial is of the form Z as <lc(z, M)),
i=1,...,mie. <IC(Z, M)) = (1(3(7) : 7 e M, hn(?) = z) Similarly, the leading coefficient
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ideal of all polynomials in M such that the leading monomial of the polynomials divide Z is
denoted as (le(< Z, M)). For each Z € lm(G) we have,

Gen(X}, M) = {1 any (@) + @ € Gen({1e(X;, M)} \ {0}

We proceed now to extend Pauer’s definition of reduced Grébner basis to submodules in

Alxy, ..o x|™

Definition 3.27 A Grébner basis G of M C Alzy,...,x,)™ is a reduced Grébner basis w.r.t.

a monomial order < iff

(i) for all Z eNvel, i=1,...,m such that 2 € lm(G), the map

(7 €G:m(F)=X,} — Gen(X,, M)
7 —1e(9)

18 bijective and

(ii) for all § == Y e;9X, € G, r € Nand alli = 1,...,m such that X, # Im(F) and
j=1
¢ g 7 0 we have ¢; 5 = W<1C()’(;7M))<Ci,7)'

Theorem 3.28 There exists a reduced Grébner basis for every submodule M C Alxq, ..., x,])™.
Proof: The proof follows from Proposition 19 in (Pauer, 2007). O

Just like in rings, different choices of the generators for Gen((lc(?, M))), lead to different
Gen(?, M), which in turn lead to different reduced Grébner bases. But the following result

ensures that we can have uniqueness once we fix Gen(?, M).

Proposition 3.29 The reduced Grébner basis G for a submodule M C Alxy, ..., x,|™ is unique
upto Gen(?, M) for all X € lm(G).

Definition 3.30 Let M C Alxy,...,x,]™ be a submodule. A reduced Grébner basis G of M is
called a short reduced Grobner basis if for each 7 € lm(G), the length of the generating set for
its leading coefficient ideal, Gen()_g, M) is minimal.

We will see in the next section that short reduced Grobner basis helps us characterize submod-
ules M that give rise to free A-modules, A[zy, ..., z,]™/M.
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3.4.2 Characterization of Alzy,...,z,|"/M

In this section we look at one of the main applications of Grobner bases over modules - providing
a characterization for a finitely generated A[xy,. .., x,]™/M to have a free A-module representa-
tion and determining its A-module basis. For the characterization we need the concept of short
reduced Grobner basis described in Definition 3.30. Consider a submodule M C Alxy, ..., z,|™.
Let G = {@) :4=1,...,t} be a Grobner basis for M w.r.t a monomial order, <. We have,
Jy = {i: Im(g;) | 7, 7 e GY, I, = {le(qf) i € J3}) and Cy, represents a set of coset rep-
resentatives of the equivalence classes in A/I J5- Werefer to I, as the leading coefficient ideal
wr.t. G. If Alzy,...,x,]™/M is a finitely generated A-module of size s, then corresponding to

coset representatives, C Jrs oo ,C s there exists an A-module isomorphism,
1 s

gb : A[xl,,xn}m/M _>A/IJ)T, X - X A/IJ?
1 s
m (3.2)
Zaiz—l-Ml—) R N ]
i=1
where ¢; = a; mod IJ)?> and ¢; € C])?. We refer to A/IJ? X - X A/[]? as the A-module
(3 [3 1 s
representation of Alxy,...,z,|™/M wr.t. G (or <). We present below two results that give
a necessary and sufficient condition for a finitely generated Alxq,...,z,]™/M to have a free

A-module representation w.r.t. a Grobner basis (or a monomial order).

Theorem 3.31 Let M C Alxy,...,x,]" be a nonzero submodule. Let G be a Grébner basis for
M w.r.t. a monomial ordering, <. If G is monic then Alzy,...,x,]" /M has a free A-module

representation w.r.t. G.

Proof: The proof is along the lines of the proof of Theorem 3.2. O
Note that in the above theorem Alzy,...,z,]™/M need not be finitely generated. If
Alxy, ..., x,|™/M is finitely generated and the Grébner basis of M is monic, then there exists

a N € N such that Alzy,...,z,]"/M = AV,

For the necessary condition we need the concept of short reduced Grobner basis.

Lemma 3.32 Let M C Alxy,...,2z,|™ be a nonzero submodule such that Alxq, ..., x,)™/M is
a finitely generated A-module and let G be a short reduced Grébner basis for M. All the leading
coefficient ideals associated with G are either trivial or the entire ring A, if and only if G is

monic.

Proof: The proof is along the lines of the proof of Lemma 3.5. a

We are now ready to give the necessary condition of the characterization.
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Theorem 3.33 Let M C Alxy,...,z,|™ be a nonzero submodule such that Alzy, ..., x,]™ /M
is a finitely generated A-module and let G be a short reduced Grébner basis for M w.r.t. <. If

Alxy, ...,z /M has a free A-module representation w.r.t. <, then G is monic.

Proof: The proof follows the proof of Theorem 3.6. a

We state the characterization result as follows.

Proposition 3.34 Let M C Alzy,...,x,]"™ be a nonzero submodule such that Az, ..., x,]™ /M
1s finitely generated. Let G be a short reduced Grobner basis for M w.r.t. some monomial or-

dering, <. Then, Alzy,...,z,|"/M has a free A-module representation w.r.t. G,
Alxy, ..z, /M =2 AN, for some N € N
if and only if G s monic.

3.4.3 Macaulay-Buchberger basis theorem for modules over rings

Section 3.2 illustrates how the Macaulay-Buchberger basis theorem can be extended to rings.
We extend both the Macaulay basis theorem and Macaulay-Buchberger basis theorem to sub-

modules over rings.

Theorem 3.35 (Macaulay Basis Theorem for Modules over Rings) S = {7 + M
X ¢ (6(M)) Afzr,....zn) } 95 an A-module basis for Az, ..., x,]" /M if Alxy, ... x,]" /M is free.

.....

Note that for every )_(> +Me€S, ? is called a standard monomial w.r.t. M C Alzy,...,z,|™.

Theorem 3.36 (Macaulay-Buchberger Basis Theorem for Modules over Rings) Let
G = {gi...., @} be a short reduced Grobner basis for a submodule M C Alxy, ..., x,]™.
Suppose G is monic then an A-module basis for Alxy,...,x,)™/M is given by S = {7 + M :
m(g) 1 X,i=1,...,t}.

3.5 An Application of the Free A-module Representation

- Border Bases

The Grobner basis characterization of Alzy,...,x,]/a with a free A-module representation
given in Proposition 3.7 allows us to study residue class polynomial rings over Noetherian
commutative rings as two different classes: Alzy,...,z,]/a with a free A-module representation
w.r.t. some monomial order and Alzy,...,z,]/a with no free A-module representation w.r.t.

any monomial order. This thesis focuses mainly on residue class polynomial rings over A with a
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free A-module representation. Many properties of these structures are similar to the properties
of residue class polynomial rings over fields. This implies that many of the techniques that we

use in fields can be directly applied to these structures allowing us to extend several concepts and

algorithmic techniques from fields to rings atleast for a certain subclass of ideals in A[xy, ..., z,].
In this section, we look at how to extend the concept of border bases to ideals in Alxy, ..., z,],
given Alzy,...,x,]/a is finitely generated and has a free A-module representation.

Border bases have proven to be a numerically more stable tool to describe zero-dimensional
ideals in k[zq, ..., z,| than Grébner bases (Kehrein and Kreuzer, 2005; Stetter, 2004). For a
brief description of border bases in k[z1,...,x,], the reader can refer to Section 2.3. In this
section, based on the characterization given in Proposition 3.7, we extend border bases to
polynomial rings over A.

We first define the order ideal and the border of an order ideal in the same way as in

klzy, ...,z

Definition 3.37 A finite set O© C N" is called an order ideal if x* € O and z° | * where
% € N implies 2° € O.

Definition 3.38 Let O C N” be an order ideal, then the border of O is defined as

00 = (110 Uz,0U---Ux,0)\ O.

We now define O- border prebasis. The only difference we have here is that the coefficients

come from a Noetherian commutative ring, A.

Definition 3.39 Let O C N*, O = {z™,... 2%} be an order ideal and 0O = {z°,... 2%}
be the border of O. Then a finite set of polynomials B = {by,..., b} C Alxy,...,x,] is said to
be a O- border prebasis if {b1,...,b;} are of the form,

s
bi = Iﬂi — E Cijl'aj,cij € A.
Jj=1

Given an ideal a C Alzy,...,x,] if B C a then B is said to be an O-border prebasis of a.

Once we have an O-border prebasis with coefficients from the ring the definition of border basis

directly follows.

Definition 3.40 Let O C N*, O = {z*,..., 2%} be an order ideal and B = {by,..., b} C
Alxy, ...,z be an O-border prebasis. Let a C Alzy, ..., x,] be an ideal such that A[zy, ..., x,]/a
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is finitely generated and has a free A-module representation w.r.t. some monomial order,
<. Then B is said to be an O-border basis if B C a and O = {z* : lm(g) { z*, Vg €

G, where G is a monic short reduced Grébner basis of a w.r.t. <}.

We give below certain results associated with border basis in k[zi,...,z,] that are valid
in Alzy,...,z,] as well. The proofs of these theorems are exactly in the same lines as in
k[z1,...,x,] and hence we skip them here. Note that in fields, border basis is defined only for
zero-dimensional ideals. In rings, O-border basis exists if and only if Alxy,...,x,]/a is finitely
generated and has a free A-module representation w.r.t. some monomial order, <, i.e. if the
short reduced Grobner basis of a w.r.t. < is monic.

We have the following theorem that illustrates how border bases generalize the notion of

Grobner bases.

Theorem 3.41 Let O = {z®,... 2%} be an order ideal and B C Alxy, ..., x,] be an O-border

basis of an ideal a C Alzy,...,x,]. Then B generates a.
The uniqueness of the O-border basis can be extended easily to rings.

Theorem 3.42 Let O = {z™,... 2%} be an order ideal and let a C Alzy,...,x,) be an ideal
such that Alxq, ..., x,)/a is finitely generated and has a free A-module representation w.r.t. <.
Assume that O = {z* : lm(g) 1 x%,Yg € G, where G is a monic short reduced Grébner basis of
a w.r.t. <}. Then there exists an unique O-border basis, B of A.

The below theorem illustrates the uniqueness of the remainder when we reduce it with an
O-border basis.

Theorem 3.43 Let B = {by,...,b0} C Alxy,..., 2, be an O-border basis of an ideal a C

Alxy, ...,z Let f € Alxy, ..., xz,)], then remainder of f when we reduce it with B is unique.

Example 3.44 Let O = {1,2} be an order ideal in Z[z,y|. The border of O, 00 = {22y, zy}.
Then B = {2*> — 1,y — 1,2y — x} is an O - border prebasis. Consider the ideal a generated by
{z* =1,y — 1,2y — x}. Clearly, B C a. Consider, Z[z,y|/a. First, we have to determine if it
has a free Z-module representation and we use our characterization result for that. Then, we
need to determine if the order ideal O is a Z-module basis of the quotient ring. Consider the
generator set B = {z? —1,y— 1,2y —x}. A Grobner basis of this ideal is {x* — 1,y — 1} for the
monomial order, x < y. Since it is monic, Zlx,y|/a is free. The order ideal O = {1,z} forms
a Z-module basis of Z|x,y]/a. This means B = {z* — 1,y — 1,2y — x} is an O-border basis of
the ideal, a.
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Chapter 4

Multivariate Ideal Lattices and its
Applications in Lattice Based
Cryptography

We have already seen how the Grobner basis characterization of A[xy,...,x,|/a with a free
A-module representation (Proposition 3.7) and short reduced Grébner bases (Definition 3.3)
can be used to locate ideal lattices in Z[z1, ..., x,] (Theorem 3.15). We discuss them in more
detail in this chapter. In the second half of this chapter, we establish the existence of hash
functions based on multivariate ideal lattices and prove that they are collision resistant. This
class of generalized hash functions includes hash functions based on univariate ideal lattices
that were previously studied in cryptography. We propose certain worst case problems, based
on which, we establish the security of these hash functions. We show the hardness of these

problems for some special cases.

4.1 Multivariate Ideal Lattices

Ideals in the residue class ring, Z[z|/(f), for any monic polynomial f € Z[x], are integer lattices
as well and hence are known as ideal lattices. This is because Z[x]/(f) is isomorphic to Z" (as
a Z-module) if and only if f is monic. The presence of both ideal and lattice properties make
ideal lattices a powerful tool in lattice based cryptography. The reason for the popularity of
ideal lattices in lattice cryptography is that they provide a compact representation for integer
lattices. In fact, ideal lattices have been used to build several cryptographic primitives that
include digital signatures (Lyubashevsky and Micciancio, 2008), hash functions (Lyubashevsky
and Micciancio, 2006) and identification schemes (Lyubashevsky, 2008). Recall that in Sec-
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tions 2.6.1, 2.6.2 we discuss basic concepts in lattice based cryptography and in Section 2.6.3
we describ univariate ideal lattices. We also give a brief overview of collision resistant hash
functions that are built using univariate ideal lattices in Section 2.6.3.2.

Here, we study how one can extend ideal lattices to the multivariate polynomial ring,
Z|zy, ..., x,]. We show that in the study of multivariate ideal lattices, the theory of Grébner
bases plays an important role. Given an ideal a in Z[z1, ..., x,], we study the cases for which
ideals in Z[zy,...,x,]/a are also lattices. First, we define cyclic lattices in the multivariate
case. We show that ideal lattices exist if and only if the corresponding residue class polynomial
rings over Z have a free Z-module representation, for which we give a characterization based
on short reduced Grobner bases. For the construction of many cryptographic primitives, full
rank lattices are essential and we derive the condition for a multivariate ideal lattice to be full
rank. We also give an example of a class of binomial ideals in Z[z1, ..., x,], that gives rise to

full rank integer lattices.

4.1.1 Multivariate cyclic lattices

Cyclic lattices in one variable are ideals in Z[z]/(xz" — 1), for some N € N. Univariate ideal
lattices are a generalization of univariate cyclic lattices. Here, we define multivariate cyclic
shifts, a generalization of univariate cyclic shifts and show that the multivariate cyclic shifts of
an element in an ideal in Z[zy, ..., x,]/(x;"™ — 1,--- ,2,”» — 1) is also in the ideal. Therefore,
all ideals in Z[zy, ..., z,|/{(x;"™ — 1,--- 2, — 1) are multivariate cyclic lattices.

Consider Z[xy, ..., z,)/{xs™ — 1,--+ 2, — 1), for some rq,...,r, € N. Let a = (21" —
1,--+,x,—=1) and ry xrg X -+ - Xr, = N. Then, Z[xq,...,x,]/ais a free Z-module, isomorphic
to ZY with B = {2, ... 2, +a:ap=0,...,7— 1,k =1,...,n} as a Z-module basis. Given

an element of the residue class polynomial ring,

14 Qn g
E :a(au ----- ) L1 T

where ag; = 0,...,7, — 1 and q(
7 xTn defined as Ay,

tensor A. Now consider Z" and suppose 71,...,7, € N such that r; x ry x --- x 7, = N. Given

a1jymam;) € Z. This can be represented using a tensor, A €

= A(i,-1,.in—1), Where A; ; denotes (iy,...,7,)-th element in the

seeeyln,

a lattice £ C Z%, where ZV = Z™>*"™ it is easy to see that a one-to-one correspondence
exists between a vector in £ and a tensor in Z™ > %",

Let A be a tensor in Z™**™. We define a (n — 1)™ order tensor for each i = 1,...,n and
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denote it as A;(j), where A;(j) € Zm 72X xTimaxripixeXrn g — () r; — 1. We have,

Ai(j)(kl""’kifl’k”l’""kn) = ‘A(kl,~~-,k1‘717j7ki+17--~7kn)7 J=0,....,m— 1
We construct the following ordered set of (n — 1)™ order tensors for each i = 1,... n,
Ai = (A(0), Ai(1), -+, Ay(ri — 1)),

Using this set, we introduce a notion of multivariate cyclic shifts.

Definition 4.1 Let L C ZN = Z" <> be g lattice and A € Z™ %< q tensor in L. The

i"-multivariate cyclic shift of A, 0;(A) is a cyclic shift of elements in the ordered set, A;.

Observe that multiplying an element in Z[xy, ..., x,]/{x1™ — 1, -+ jx,"™ — 1) with z; results in
a cyclic shift in the ordered set, A;, i = 1,...,n. This is also equivalent to a cyclic permutation

yth

in the n'" order tensor along the ¢*" direction.

We now formerly define multivariate cyclic lattices.

Definition 4.2 A lattice £ in ZN = Z"**" {s a multivariate cyclic lattice if for all v € L,

a i -multivariate cyclic shift of v is also in £ for alli=1,...,n.

Example 4.3 Consider the case when n = 3 and we have r1 = 2, r9 = 2 and r3 = 3. The
residue class ring associated to it is Z[xy, vo, x3)/(x1% — 1, 29% — 1, 23> — 1). It is isomorphic to
the space of 3™ order tensors, Z2***3(= 7'?). The following set of monomials form the set of

coset representatives for a Z-module basis,
n 2 2 2 2
y L1,L2,X3,T3 ,T1T2, 13, T1T3 , XT3, T2X3 ,T1X2T3,T1T2T3 }

Any element in the residue class Ting can be represented as a 3™ order tensor, A € Z2*?*3. Let

aza be the coefficient of the basis element, x“. We can represent A as follows,
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Az zox3?

/TN

Agixoxs Qo zq2 Ay 732
A= A2y Axozs Az 23

Danig
N

ai
The following tensors represent As(0), As(1) and A3(2) respectively.

Ay zoxs2
Az xoxs Qgorq? Qg 52
Ay Qgozg Qg4

NN
AN

ai

A3(0), A3(1) and As(2) represent 2™ order tensors corresponding to x3 =0, x3 = 1 and x3 = 2
respectively. Similarly, A3(0) and Ag(1) represent 2" order tensors corresponding to xo = 0 and
x9 = 1 and A1(0) and Ai(1) represent 2™ order tensors corresponding to x1 = 0 and z; = 1.

Multiplying with x5 here results in a cyclic rotation of A3(0), As(1) and As(2).

Multiplying with a monomial x;* ---x,%" in the general case results in a composition of «;
shifts in A; for each 7+ = 1,...,n. The commutativity of multiplication is taken care of as the
shifts act on an independent set of subtensors and this makes the order of the composition of
cyclic shifts irrelevant. That is, the order in which we perform the cyclic shifts between A; and

A; does not matter for 7,j =1,...,n.
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Proposition 4.4 Fvery ideal in
Zlzy, ... xp) /(1™ — L™ — 1, Jx,™ — 1)
15 a multivariate cyclic lattice.

4.1.2 Multivariate ideal lattices and short reduced Grobner bases

Now we give the formal definition of multivariate ideal lattices.

Definition 4.5 Given an ideal a C Zlxy,...,x,|, a multivariate ideal lattice is an integer

lattice L C ZN that is isomorphic, as a Z-module, to an ideal A in Zlxy, ..., z,]/a.

In sequel, by ideal lattices we mean multivariate ideal lattices.
The Z-module structure of Z[xy, . .., x,]/a is crucial in locating ideal lattices in Z[xy, . . ., x,]/a.

In this section, we study the case when the residue class polynomial ring over Z has a free Z-

module representation w.r.t. a monomial order, i.e. Z[zy,...,x,]/a = Z™, for some m € N.
In that case, corresponding to every ideal, 2 in Z[xq,...,x,]/a, there exists a subgroup in
Z™. Hence the ideals in Z[z1,...,x,]/a are indeed ideal lattices. One can use short reduced

Grobner bases (Definition 3.3) to find the different Z-module representations of Z[z1, ..., z,]/a.
Section 3.1 gives a detailed description of how to determine these representations for residue
class polynomial rings over a Noetherian commutative ring, A. When A = Z, in the definition
of short reduced Grobner basis the generator of the leading coefficient ideal is taken as the ged
of all generators. The short reduced Grobner basis is unique for a particular monomial order
and hence once we fix a monomial order, Z[z1, ..., x,]/a has a unique Z-module representation.

From Proposition 3.7 we have, the following result for the case when A = Z.

Corollary 4.6 If the short reduced Grébner basis of an ideal, a C Zlxy, ..., x,| w.r.t. some

monomial ordering is monic, then every ideal in the Z-module, Z|x1, . .., z,]|/a is an ideal lattice.
We illustrate the above result by an example.

Example 4.7 Let a = (322,52%,y) be an ideal in Z|x,y]. The short reduced Grobner basis for
the ideal w.r.t. lexicographic order y < x is G = {x?,y}. Since G is monic, Zlx,y]/a has a
free representation and hence the Z-module is free and isomorphic to Z?. All ideals in Z[xz,y]/a
are ideal lattices. For exzample, the ideal generated by 6x + (x?,y) is isomorphic to the lattice,
L([(0,6)]). Note that here L([(0,6)]) denotes the subgroup generated by (0,6) in Z>.

Below we show that if Z[xq, ..., x,]/a is not a free Z-module then it does not contain any ideal

lattices.
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Proposition 4.8 If a finitely generated Z-module, Z|x1, ..., z,]|/a is not free then no ideal in

Zlxy, ..., x,]/a is an integer lattice.

Proof: We have the following structure theorem over a principal ideal domain (PID),
Ly, ... x,) 0 = 7' Z](wy) ® - B L) (wy).

Clearly, if there is a nonzero torsion part in the above direct sum decomposition then

Z[zy,...,x,)/a will not have a free Z-module representation w.r.t. any Grobner basis. Also,
we assume w.l.o.g. that the free part is nonzero. Let G be the Grébner basis of the ideal, a
w.r.t. to some monomial ordering. Consider the isomorphism in (3.1) w.r.t. G. Assume there
exists an ideal, 2 C Z[xq,...,x,]/a such that it is an integer lattice. Let 2" + a € 2 be an
element such that the leading coefficient ideal of z®" in Z, I, ,, is equal to {0}. This implies
that the set of coset representatives, C; ., = Z, and therefore the monomial corresponds to the
free part in (3.1). Consider the ideal generated by z®" + a. Since the Z-module is not free we
have I Joa; # {0} and C T # 7 for some monomial % in the isomorphism. Let ¢ € C Ty
Since ¢;x% + a € Z[zy,...,x,]/a, cx®z® + a € (x* + a). This implies, the ideal generated
by a free element contains torsion elements. Thus the Z-module, 2 has torsion elements and is

not isomorphic to an integer lattice, which is a contradiction. O

Corollary 4.9 Ewvery ideal, a in Z[z1,...,x,] is an ideal lattice if and only if Z[z4, ..., x,]/a

1s a free and finitely generated Z-module.

4.1.3 Full rank lattices in Z[zy,...,z,]/a

We recall that in the definition of ideal lattices in Z[x] the choice of the polynomial f in
Z[z]/(f) is restricted to monic polynomials. But in the construction of many cryptographic
primitives like collision resistant hash functions f is assumed to be an irreducible polynomial.
This condition ensures that the ideal lattice is full rank and hence prevents easy collision
attacks (Lyubashevsky and Micciancio, 2006). In the multivariate case, we derive a necessary

and sufficient condition for full rank ideal lattices.

Proposition 4.10 Let {g1,...,9:} be a monic short reduced Grébner basis of an ideal a in
Ly, ..., x,) such that Z]xy, ..., z,]/a 2 ZN for some N € N. All ideals in Z[zy, ..., x,]/a are

full rank lattices if and only if a is a prime ideal.

Proof: Let a = (g1,...,9:) be a prime ideal. Consider an ideal 2 = (f; +a,..., fs + a) in

Zlxy, ..., 2,/ a, where fi,..., fs € Z[xy,...,3,]. Since Z[xy,...,x,|/a = ZY we have a finite
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basis, B = {b; + a,...,by + a}. We have to prove that there are N linearly independent
vectors in A. Consider fiby,..., fiby. Let ¢ fiby + -+ 4+ exnfibn € (g1,...,9:). This implies
fi(eiby + -+ enbn) € {(g1,---,9¢). Since {(g1,...,9;) is a prime ideal, either f; € (g1,..., )
or (e1by + -+ + enby) € {(g1,-..,9:). But both cases cannot happen. Therefore ¢; = 0 for all
¢t =1,...,N. This implies that fib; + a,..., fiby + a are linearly independent and the ideal
lattice is full rank.

Conversely, assume that a is not a prime ideal. Then there exists [, h € Z[z1, ..., x,] such
that lh € (g1,...,q:) but I & (g1,...,9.) and h & (g,...,g;). This implies, | = SV ¢;b; and
h = Zf\il d;b;, where b; + a € B, the basis for Z[z1,...,x,]/a and ¢;,d; € Z. Consider the
ideal lattice (I + a). We have lh € (g1, ..., g;) and this implies [ >~ dib; € (g1,..., ;). But
I & {g1,...,9:) and Zi\; dib; & {g1,...,9:). The set {lby + a,...,lby + a} contains linearly
dependent vectors and the rank of the ideal lattice (I 4+ a) is < N. Therefore, if the ideal a is
not a prime ideal then there exist lattices in Z[xy, ..., x,]/a that are not full rank. O

Determining if an ideal is prime or not is important for many practical applications. An
algorithm for primality testing in polynomial rings, over any commutative Noetherian ring, A
can be found in (Gianni et al., 1988).

We now give an example of a class of binomial ideals that is prime and gives rise to free
residue class polynomial rings. Given an integer lattice, £, a lattice ideal, a; in klxy, ..., z,] is
defined as the binomial ideal generated by {z°" — ¥ } where v and v~ are nonnegative with
disjoint support and v — v~ € L (Katsabekis et al., 2010). Lattice ideals in polynomial rings
over Z can be defined in the same way. In this case, the binomial ideal is generated over the
polynomial ring, Z[z1, ..., x,]. The generators of the ideal are binomials with the terms having
opposite sign and the coefficients of both the terms equal to absolute value 1. One can show
that the short reduced Grobner basis of the lattice ideal is monic (Section 3.3.1). In this case,

by Proposition 3.7, Z[z1,...,x,]/a; is free. Hence, we have the following fact.
Theorem 4.11 FEvery ideal in Zlxy, ..., x,|/as, where ag is a lattice ideal, is an ideal lattice.

The saturation of an integer lattice, L C Z™ is a lattice, defined as
Sat(L) ={a € Z™ | doa € £ for some d € Z,d # 0}.

We say that an integer lattice £ is saturated if £ = Sat(£). It can be easily shown that the
lattice ideal a; is prime if and only if £ is saturated. Note that in the commutative algebra
literature prime lattice ideals are also called toric ideals (Bigatti et al., 1999). Thus, toric ideals

in Zlxy,...,x,| give rise to full rank integer lattices.
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4.2 Hard Problems for Multivariate Ideal Lattices

We now look at how to build cryptographic hash functions based on multivariate ideal lattices.
Firstly, we define some hard computational problems that are specific to multivariate ideal

lattices and using these hardness results prove the collision resistance of the hash functions.

4.2.1 Expansion Factor

Given f € Z[xy,...,x,], the following norms can be defined on Z[z1, ..., x,]: the infinity norm,
| f]l, that takes the maximum coefficient of all the terms in the polynomial and the norm w.r.t.
an ideal a and a monomial order <, || f||, . that takes the maximum coefficient of all the terms
in the polynomial reduced modulo a w.r.t. <.

Given a finitely generated residue class polynomial ring Z|[x1, . . ., z,,|/a with a free Z-module
representation w.r.t a monomial order <, the ideal a should satisfy the following properties that
are essential for the security proofs of the hash function: (i) the ideal a should be a prime ideal,
which ensures that every ideal in Z[zy, ..., x,]/a is a full rank lattice, and (ii) the norm of any
polynomial f w.r.t. the ideal a and monomial order <, || f[|, . should not be much larger than
| fllo.- The second property is formally captured with a parameter called the expansion factor
that we define for the multivariate case below.

For a given finite set of generators, maxdeg, (a) denotes the maximum degree of a variable
x; among the generators of the ideal a. We represent the maximum degree of a variable z; in

a polynomial g as maxdeg, (g).

Definition 4.12 Let a = (f1,..., fs) C Zlzy, ..., x,] such that Z[z,, ..., x,]/a is finitely gen-

erated and has a free Z-module representation w.r.t. <. The expansion factor € of a is defined

" Il
9 a,<
E(a, <, (k1,..., k) = :
(a7 7( 1 9 n)) maxdegzi(g)gllg()r(naxdegzi(a)) ngoou
Vi=1,...,n
QEZ[$17...,CC71,]

where k; e N, 1 =1,2,...,n.

We give a result that bounds the expansion factor of ideals for which the residue class

polynomial ring is finitely generated and has a free Z-module representation.

Theorem 4.13 Let G = {g1,...,9s} be a short reduced Gréobner basis of an ideal a w.r.t. a
monomial order < such that Z|xy, ..., x,|/a is finitely generated and has a free Z-module repre-
sentation w.r.t. < (i.e. G is monic). Then for any f € Z[x1, ..., zn], [[fllo 2 < Ifllo(2 (HgHoo)max)k,

where (||9| ), denotes the mazimum norm among the generators of the ideal and k is of the

order Of(deg( )" (ax deg(9)").
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Proof: First we reduce f with the generators {g¢i,...,gs}. Let g; be the generator such that
Im(f) = 2%lm(g,) for some z* Then, fi = f —lc(f)x*g;. Since G is monic, during the

reduction process one needs to consider only one generator of the ideal at a time. We have,

[filloo < 1 lloe + 1 loollgslloo < 201 loclg5lloo
< 20| Flloe (N9l o) mmax

Next we can reduce f; by any of the generators in the Grobner basis to get fo and continue this
process. This process will terminate after k steps, where k is of the order O((deg(f))"(max deg(g;))")
(Thieu, 2013). The exact number of iterations cannot be determined unless we know the exact

structure of the ideal and the polynomial. Hence,

1 o < M Noe(2 (9lloe) )™

Unlike in the univariate case, here we cannot bound the expansion factor tightly because
both the structure of the ideal and the polynomial being reduced have a role to play in the
number of iterations in the reduction. In the univariate case an intuition can be given on how
to select an ideal with a “small” expansion factor (Lyubashevsky and Micciancio, 2006). Tt

would be an interesting problem to come up with similar observations in the multivariate case.

4.2.2 Worst Case Problems

For any ideal A C Z[z1, ..., z,]/a we use A\, (2A) to indicate \,"(£(2()), where \; represents the

i-th successive minima w.r.t. the ¢, norm.

Definition 4.14 The approzimate Shortest Polynomial Problem (SPP,(2)) is defined as fol-
lows: given an ideal A C Z[zy,...,x,]/a, where Z|xy,. .., x,]/a is finitely generated and has
a free Z-module representation w.r.t. <, determine a g € 2 such that g # 0 and [|g[, , <

YA (L), where Ay represents the minimum distance.

We use the notation £(a) to denote the set of all lattices associated with Z[xy,...,z,]/a and
use a — S PP when we consider SPP for ideals in Z[x1, ..., x,|/a, where a is as described above.
In Section 4.3, we show how well known hard problems can be reduced to a — SPP,.

We give below a lemma that relates A;* with Ay for an ideal 2 C Z[x1, ..., x,]/a, where
a is a prime ideal and Z[z1, ..., x,]/a is free and finitely generated of dimension N. It shows

that Ay> cannot be much bigger than \;* if the ideal is prime.
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Lemma 4.15 For every ideal A C Z[zy, ..., x,]/a, where a is a prime ideal and Z[z1, . .., x,]/a

1s finitely generated of size N and has a free Z-module representation w.r.t. <, we have
)\NOO(Q[) < S(Cl, =, (2, e ,2)))\100(20

Proof: Let g be a polynomial in 2 reduced w.r.t. a such that ||g]lcc = A\ (). Let B =
{b1,...,by} be the basis for Z[z1,...,x,]/a. Then {gby, ..., gby} is a linearly independent set
because a is a prime ideal. Also, maxdeg, (gb;) < 2-maxdeg, (a). Fori=1,..., N,

1gbilla< < E(a, =, (2,...,2))||lgbilloc < E(a, =, (2,--,2)) ][9]0,
= &(a, =, (2, 2)A ().

Now, we define an incremental version of SPP.

Definition 4.16 The approzimate Incremental Shortest Polynomial Problem (IncSPP, (2, g))
is defined as follows: Given an ideal A C Z[zy,...,z,)/a and g € A such that ||g|la< <
YA (), determine an h € A such that ||h|la< # 0 and [|h|la< < ||g]la</2-

The following result directly follows.

Lemma 4.17 There is a polynomial time reduction from a — SPP, to a — IncSPP,.

4.3 Hardness Results

Let a and o' be ideals in Z[zy, ..., x,] defined as a = (21" — 1,252 —1,...,2,"» —1),r; € N,i =
1,2,...,n,and @ = (" a2 4o H 1L 2 4 oo + 1), We prove that
solving SPP, in an ideal in Z[x,...,z,]/a is equivalent to finding the approximate shortest
polynomial in Z[zy,...,z,]/a. Note that if each 7; is a prime number then @’ is a prime ideal
and we have full rank lattices. It also means that each of the generators is irreducible. If one
can solve the approximate shortest polynomial problem in the ideal lattices of Z[zy, ..., z,]/d
then one can also solve the approximate shortest polynomial problem in multivariate cyclic

lattices (where each r; is prime), that we conjecture is a hard problem.

Lemma 4.18 Let A be an ideal in Zlxy,...,x,]/a such that the residue class polynomial ring
s finitely generated of size N and has a free Z-module representation w.r.t. <. Given the

generators for A, there is a polynomial time algorithm to find the basis for the lattice of A,

L(2).
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Proof: Let A = {g; +a,...,gnm + a}. Let the residue classes of B = {b,...,bx} be a basis
for Z[xy,...,xz,]/a. Consider the set G = {g1b1 +a,...,¢1bnv +a,...,gmb1 +a,..., gnbn + a}.
All the elements of 2l can be written as an integer combination of elements in G and therefore
2l is a Z-module. Using Hermite normal form one can determine the basis of the Z-module as

an additive group in polynomial time. O

Lemma 4.19 Let a and o be ideals as defined as above. Given a multivariate cyclic lattice
A in Zlzy,...,x,]/a of dimension N, there is a polynomial time reduction from the problem
of approximating the shortest vector in 2 within a factor of 2v to approximating the shortest

vector in an ideal in the ring, Z[x,, ..., x,)/a within a factor of .

Proof: Let f be a polynomial of smallest infinity norm such that f+a € 2 and f+a is reduced
modulo a w.r.t. some monomial order, <. If f ¢ a', [ fllo < < 2[|fllo, since its residue class is
reduced w.r.t. a'. There exists a nonzero polynomial in 2 whose infinity norm is at most 2| f|| ...
Thus the algorithm for approximating the shortest polynomial in Z[x1,...,z,]/a to within a
factor of v will find a nonzero polynomial of infinity norm at most 2v||f||,,. Every nonzero
polynomial in Z[x1,...,x,]/a is nonzero in Z[zy,...,z,)/a. If f € a', we have f € a N2
Since f is reduced w.r.t. a, f is a sum of integer multiples of the generators of a’. We can find
a basis for the one dimensional lattice a’ N2 and the generator will be the shortest polynomial.
O

Conjecture 4.20 Approzimation problems like SV P, are computationally hard in multivariate

cyclic lattices with prime powers.

The conjecture is based on the assumption that the SV P, problem is hard for univariate cyclic

lattices of prime powers (Micciancio, 2002). Given,
Zlxy, ..., xn] /(1™ — L™ — 1, ™ — 1), 1, €N,

where each r; is prime, the multivariate cyclic lattice in n indeterminates is equivalent to n
independent univariate cyclic lattices of prime powers. This is because the multivariate cyclic
shifts in the n™ order tensor A; for each i = 1,...,n are independent of each other (see
Section 4.1.1). This implies, the assumption that the SV P, problem is hard for univariate
cyclic lattices of prime powers can be applied for each i = 1,2,...,n individually. Therefore, if
the approximation problems are hard for univariate cyclic lattices with prime powers then they
are computationally hard for multivariate cyclic lattices with prime powers as well.

We now give the hardness results for multivariate ideal lattices based on results from function

fields of algebraic varieties. A function field of an affine variety V is the quotient field of the
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coordinate ring k[zy, ..., z,|/J(V), often described as the field of rational functions on V. Note
that in the univariate case, the SPP problem can be reduced to the problem of finding small
conjugates in ideals of subrings of a number field which is a hard problem (Lyubashevsky and
Micciancio, 2006).

To prove the hardness of SPP we define the following problem. Let a be an ideal in
Zlxy, ..., x,] such that Zlzy, ..., x,]/a is free and finitely generated. Consider the variety of a
in C", V¢(a). Then for every (aq,...,a,) € Vc(a) the following mapping

Vi Za, ... a,] — Zlxy, ... 20 /Va

: . . l , . (4.1)
E o;ar’t . Lay™ — E a1 x4V,
i=1

where | € N and /a is the radical of the ideal, is an isomorphism. When Z[zy, ..., z,]/v/a is
free and finitely generated, V¢ (a) is a finite set. For ease of notation we will omit the subscript
C and denote the variety as V(a).

For (a1,...,a,) € V(a) and o = Y\ a;a4™ ---a,', a polynomial in Z[ay,...,a,], we

define maxCoeff(,, 4.\ () as ma<xl(\ «; |). Let ¢; be the isomorphism defined as in (4.1) for

..... ma
each element of the affine variety, V(a). Given an ideal I in Z[ay,...,a,)], (a1,...,a,) € V(a),

l . . .
for an element o = >, _, a;a;" ... a,' in I, we define

maxsub(a) = max {Z aia D" a, D" (a1, .. a,9) € V(a)}.

Definition 4.21 (Approzimate Smallest Substitution Problem (SSub)) Let a C Z[z1,...,x,]
be an ideal such that Z[xq, ..., x,]/a is free and finitely generated. Let the finite variety, V(a)
be of cardinality N. Given an ideal I in Zlay, ..., a,], (a1,...,a,) € V(a), the approximate
smallest substitution problem, SSub,(I) is defined as follows: find an element o € I such that

maxsub(a) < ymaxsub(a'), for all o' € I.

It is important to note that formulation of the smallest substitution problem in the mul-
tivariate case is quite different from the univariate case. In the univariate case, the problem
that is mapped to SPP is the smallest conjugate problem (SCP). For any « in the ideal I,
first a function called maxConj analogous to the maxsub is defined. The function returns the
maximum of the zeroes of the minimum polynomial of o over Q. SCP poses the problem of

finding an « € I such that it has the least maxConj among all the elements in /. This relates to
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the problem of isomorphism of number fields for which no polynomial time algorithm is deter-
mined (Cohen, 2013, Polynomial Reduction Algorithm). The hardness of SC'P is discussed in
(Lyubashevsky and Micciancio, 2006). We argue that the smallest substitution problem, SSub,
relates to the problem of isomorphism of function fields, the multivariate extension of number
fields and a hard problem (Pukhlikov, 1998). We show below that SC'P is a special instance of
the SSub problem. That is, SC'P is polynomially reducible to S.Sub.

Theorem 4.22 Given an monic irreducible polynomial f € Zlx| of degree N, let a = (f) be

an ideal in Zlz)|. There is a polynomial time reduction from a — SCP to a — SSub.

Proof: Let V be the variety associated with a of cardinality N. For a € V, we have the
isomorphism, 1 given by (4.1), Z[a] = Z[z]/a. An algorithm for a — SSub,, returns an a € Zal,
a € V(a) such that maxsub(a) < ymaxsub(a), for all o' € Z[a]. Let @ = ag + aya + --- +

an_1a¥ 1 and

maxsub(a) = 1I<r;a<>]<v{z ;" a9 € V(a)}.

Since the set, {320 ,' a;a j)i} is the set of zeroes of the minimal polynomial of « over Q, we
have maxsub(a) = maxConj(c). Therefore, « is the solution for a — SCP, as well. O

We proceed to find a relation between the maximum coefficient of an element « in the
ideal 2 in Z[z1, ..., x,]/a, and the value of maximum substitution of o under the isomorphism
described by (4.1). This will help us to prove that SPP is polynomially reducible to SSub as
the problem of finding an element with the smallest norm in an ideal, 2 in Z[zy,. .., x,]/V/a is
equivalent to the problem of finding an element « in the ideal ¢! (2) in Z[ay, . . ., a,] with the
smallest maxCoeff(,, . 4. ().

The following result is easy to see.

Lemma 4.23 Let a C Zlxy,...,x,| be an ideal such that Z[z, ... ,x,]/a is finitely generated
and has a free Z-module representation w.r.t. a monomial order, <. Let the finite set of
zeroes, V(a) be of cardinality N. Let B be the canonical basis of the free residue class ring
constructed using Theorem 3.11. Let o € Zlay,...,ay], (a1,...,a,) € V(a). Let ¢ be the
isomorphism given by (4.1) and corresponding to each element in V we have 1;, 1 < i < N.
Let t = irggg(maxsub(w_l(xﬁ))). Then,

maxsub(a) < Nt maxCoeff, o), )(a),
where (a;", ..., a, ") corresponds to v;, i=1,...,N.
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The above result allows us to upper bound the maximum substitution w.r.t. a factor (polyno-
mial in N) of the maximum coefficient. To prove that SPP can be polynomially reduced to
SSub and vice-versa, we need to give an upper bound for the maximum coefficient w.r.t. the
maximum substitution value. We first give a result that upper bounds the maximum coefficient
value to a factor (that is not a polynomial in N) of the maximum substitution value. Then for

the specific case of
a= (" P, 1D,

we give an upper bound to a factor of N.

Lemma 4.24 Let G be a short reduced Grobner basis of an ideal a C Zxy, ..., x| such that
Zlxy, ..., x,]/a is finitely generated and has a free Z-module representation w.r.t. G. Let the
finite set of zeroes, V(a) be of cardinality N and B be the canonical basis of the free residue
class ring. Let o € Zlay, . .., ay], (a1,...,a,) € V(a). We have maxsub(a) € C. We denote the
;rﬁlae%(maxsubw_l(xﬂ))) by t. Let 1; be the N distinct isomorphisms in (4.1) for each element
m V. Fori=1,...,n, let

ri = max{v: v € N, It(g) = z;", g € G}.

Suppose the following conditions are satisfied.

(1) There exists an integer tuple (mq,...,my,), m; € N, m; > r; such that for all1 < k < N

and for (ji,...,jn) such that j; < m; — 1 we have,

(a) 1< a,®7 g, 07

<t and

(b) for every (a1 ™, ..., a, ™) € V(a),

N

S WO (a2
k=1

(2) There ezists a constant ¢ such that for all (ji,...,Jn), where j; # Omodm; and for k =

1,..., N, we have,

N
(Z (@™ (6@ < e < 1.
k=1
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Then for all a € Q, we have

Nt

maXCoeff(al(l)7_._7an<1)) (Oé) S <W> maxsub(a) .

c
Proof: The existence of r;,i = 1,2,...,n is assured by Theorem 3.13. For each (ji,...,j,)
such that 0 < j; < r; — 1, we have the following set of N inequalities, 1 <k < N

k)mlfrl‘i’jl (k)mnf'rn“l’]n

%(Oé)ch( ceeay,

< maxsub(a)t.

This is because by definition |¢y(a)| < maxsub(«) and by (1.a),

m1—r1+j1 Mp—Tn+]
la, ®) Ca, T <t

We look at the the system of inequalities for a specific (i, . . ., jn). Leta = 3.~ Qi i) 01" -

We have,

in
a,".

where (a,), ..., a,%) € V(a). For k =1,..., N we have,

Lymi—rit+ji EYMn—Tn+tjn
vrl) (@™ o a,® )
kymi—rit+i kYMn—Tn+Jn
= ‘04(0,0,...,0)%( ) -a,® +oe
kymi k)Mn Lymitiji—1 kYMn+in—1
+ a(mfjl,...,rnfjn)a'l( ) S an( ) +-+ a(rlfl,...,rnfl)al( ) o an( )

< maxsub(a)t.

Let A = sz\il a(h,...,in) and S(jl,.--,jn) = Z’f\il al(i)ml—rl+j1 e an(i)mn—’l“n'an‘ Then,
N‘Oérlfj1w~77‘n*jn| - C(A - ’Oé"’lfjlymﬂ‘n*jnb
= N, —jy,rn—ijn| — cl|,...0)| + -+ =1, —ju—1)]
+ Qg4 1 rn—ju )| O 1))
<y —j1reern—in) Strrseeen) = (0,00 SGirgd |+ Q=11 S 11— 1) |

|y — 141 irm =G DS (1 L4 1) | 0 Q=141 —1450) )
mi1—ri1+j1 m1—r1+J1 My, —Tn+J
< [y (a)a; P ceay, (V) ()T

(1)mn—”'n+]n’ et ’¢N<Oé)a1 ay,
< Nt maxsub(a).
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This implies,

(N + ¢)|otr =gy rn—in| — cA < Ntmaxsub(a)
Ntmaxsub(a) + cA
N +c '

|y 1 rm—in| <

Let B = M#W. Since A = Zi\; iy,..in) We get A < NB. We have,

(N + ¢ —nc)B < Ntmaxsub(a).

We have |ay,—j,..rn—j.| < B, which implies,

Nt

maxCoeff , 1), (@) < m

maxsub(a).

O
The above lemma gives the bound that is similar to the univariate case. We now study the

above lemma for the specific case of
a= <mlr1—1 + $1T1_2 + 0+ 17 L ’:L,nm—l + xnrn—2 NI 1>‘

In this case, maxCoeff is bound by a factor of N.

Proposition 4.25 Let
a= (" TP+ L, e, 1)
be an ideal in Z[zy, ..., x,]. Then,
V(a) = {(a1,...,a,) € Ac" :a; is a zero of ;" + x4+ 1i=1,...,n}.
Proposition 4.26 Let
a= (o " e e, R R D

be an ideal in Z[xw1,...,x,], V be the finite set of zeroes of cardinality N and (a,V, ..., a,")
be one of the zeroes. Let o € Z[xy,...,x,]/a. Then,

maxCoeff , o), m)(a) < N maxsub(a)
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and

maxsub(a) < NmaxCoeff, o), ().

Proof: By (4.1), Z|xy,...,x,|/a is isomorphic to Z|ay, . .., a,|, where (a4, ...,a,) € V(a). We

have from Lemma 4.23 that
maxsub(a) < Nt maxCoeff , ), @)(a).

The zeroes of this ideal are the zeroes of each individual generator (Proposition 4.25). Each
individual generating polynomial is a cyclotomic polynomial and therefore all the zeroes of the

generators are of norm 1 and so we have t = 1 and the following inequality,
maxsub(a) < NmaxCoeff, o), ().

Now to prove that maxCoeff, o), (@) < Nmaxsub(a). If the conditions in Lemma 4.24

are satisfied we have that

Nt

—_— b(a).
NI—o7 maxsu (a)

maXCOeﬁ‘(al(l)7.”7an(1))(Oé) <

Now we show that the conditions in Lemma 4.24 are indeed satisfied. We have t = 1 and

m; = r;. We need to determine if

N
‘ Z o™ a0, 0™ > N,
i=1
and if we can find a ¢ such that
N
‘ Zal(”“ a, " <e<1

We have