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Quick Recall and Today's Roadmap

>> CPA & CPA-mult security
>> Equivalence of CPA and CPA-mult security
>> El Gamal Encryption Scheme

>> Hybrid Encryption (PKE from PKE + SKE with almost the same efficiency of SKE)
>> Key Encapsulation Mechanism (KEM): Little sister of PKE
CPA Security
>> CPA-secure KEM + COA-secure SKE => CPA-secure PKE
>> CPA-secure KEM from HDH Assumption (close relative of DDH assumption)
>> CCA Security for PKE
>> Single message CCA implies Multi message CCA
>> CCA KEM
>> CCA KEM + CCA SKE => CCA PKE (Hybrid encryption)



Two worlds: PKE, SKE

PKE

SKE

Best of the Both Worlds
No shared-key assumption

>> No assumption of s}

>> Very expensive

imption needed
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Hybrid Encryption= PKE + SKE
Genrke Encrke Decrke Genske Encske Decske
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sk

pk , CPKE
| Encrxe

CPKE DecPke

K > (CPKE, CSKE)

\ 4

GenSKE

m i EnCSKE

CSKE

SKE

> DecSKE




Advantage of Hybrid Encryption

EnCPKE

G| - [cere

cPKE

GenSKE

m | Encsee

CSKE

CPKE ‘ DeCPKE —_—

sk

(CPKE, CSKE)

Im|>>>>> |k| = n

If PKE isused: «

If Hybrid PKE is used:

no+lmlp  na

¥ m
CSKE
> DecSKE

o : Cost of encrypting 1 bit message using PKE
B : Cost of encrypting 1 bit message using SKE
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" " Ciphertext Expansion??



Hybrid Encryption using KEM & DEM
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Hybrid Encryption using KEM & DEM

nc decr |

sk
pk c k
Encaps ¢ | Decaps
(C, CSKE)
Jvk > " ‘
CSKE :
m > EncSKE CSKE > DecSKE




KEM: Syntax

O KEM is a collection of 3 PPT algorithms (Gen, Encaps, Decaps)

n n : - n
1 Con pk, sk € {0, 1}> Syntax: (pk, sk) < Gen(1")

Randomized Algo

pk
i l K Syntax: (c,k) < Encapspk(ln)
—_— EHCGPS L)

Randomized Algo

Syntax: k= Decgy(c)
lsk Deterministic (w.l.0.g)

_C>Decaps k_>
Except with a negli%ible probability over (pk,
sk) output by Gen(1"), we require that if

Encaps(1") outputs (c,k) then
Decg(c):= k



CPA Security for KEM

cpa
Indistinguishability experiment  KEM ATl (n) IT = (Gen, Encaps, Decaps)
(c.k) < Encapspk(ln)
‘ ok k' < k if b=0
) < uniform random
(K) string, b =1
CI %
< b < {O/ 1} \\)/
C——
b'e{0, 1}
> ~ pk, sk
I can break I1 Let me verify €— Gen(1")

(Attacker's guess about encapsulated key)

p
v Game Output X
25 SN Y J

1 -—- attacker won O --- attacker lost

IT is CPA-secure if for every PPT attacker A, the probability that A wins the experiment is at most
negligibly better than %

cpa
PriKEM = (n) =1 | < % +negl(n)
A, Il



CPA-Secure KEM + COA-Secure SKE -> CPA-secure PKE

TTSKE = (GenSKE, EncSKE, DecSKE)
[1HYb = (GenHyb, EncHyb, DecHyb)

Genhvb = | Gen
ok sk
—
———>| Encaps |-& c| Decaps k
(c, c35) N
1K =
m SKE
II =(Gen, Encaps, Decaps)

Theorem (Blum Goldwasser CRYPTO'84): 11 is CPA-security KEM
& I1SKE js COA-secure SKE — IIHYP is CPA-secure PKE

Proof: Yet another Hybrid argument based Proof

(pk.c, Enc,5K&(mo))

Indistingui
shable due
to CPA-
security of
KEM

(pk,c, Enc,SXE(my))

Indistingui
shable due
to COA-
security of
SKE

(pk,c, Enc,SXE(m;))

Indistingui
shable due
to CPA-
security of
KEM

(pk.c, Enc,S¥E(m,))



CPA-Secure KEM + COA-Secure SKE -> CPA-secure PKE

Theorem: IT is CPA-security KEM & TT5KE is COA-secure SKE — T1Hv® is CPA-secure PKE

Encapsulated key or Random Key?

(pk.c.k) Pk
) meA1
(¢,c5*E = Enc, SKE(m)) ‘
PPT Adv , ]
breaking b€ {0, 1}
— KEM .
b security
Encapsulated key or Random Key?
(pk,c k) ; pk
\,gl mey A1
n—o
(c,cSXE = Enc, SXE(m)) :
PPT Adv ,
breaking b’ {0, 1}
G— KEM )

b security

PPT Adv

PPT Adv

(pk.c, Enc,5K&(mo))

(pk,C, Ean'SKE(mo))

(pk,C, Ean'SKE(ml))

(pk.c, Enc,>K&(my))



CPA-Secure KEM + COA-Secure SKE -> CPA-secure PKE

Theorem: IT is CPA-security KEM & TT5KE is COA-secure SKE — T1Hv® is CPA-secure PKE

(pk.c, Enc,5K&(mo))

‘Pr [A(pk,c, Enc,SX€(my)) = 1] =  Pr [A(pk,c, Enc,SKE(my)) = 1] | € negl(n)

coa cpa
Privk  (n) PubK ~ (n)
A, TISKE Al
Encyption of myor m;?
pk

mo, m1 F )
R ~mg, mE A, [mo| = |my|
> v .
(c,c3F)

(pk,sk) <- Gen(1")

P (c.k) <- Encaps,(1") b'€ {0, 1}

(pk,c, Enc,SXE(my))

PPT Adv
(pk,C, Ean'SKE(ml))

‘Pr [A(pk,c, Enc,SX€(m)) = 1] =  Pr [A(pk,c, Enc,S¥E(m,;)) = 1] | € negl(n)

(pk.c, Enc,SK&(m,))



CPA-Secure KEM + COA-Secure SKE -> CPA-secure PKE

Theorem: IT is CPA-security KEM & TT5KE is COA-secure SKE — T1Hv® is CPA-secure PKE

(pk.c, Enc,5K&(mo))

‘ Pr [A(pk,c, Enc,5KE(my)) = 1] =  Pr [A(pk.c, Enc,S¥E(my)) = 1] ‘ < negl(n)

+ (pk,c, Enc,SXE(my))

‘Pr [A(pk,c, EncS<E(my)) = 11 =  Pr [A(pk.c, Enc, SXE(m;)) = 1] ‘ < hegl(n)

(pk,c, Enc,SXE(m;))

‘ Pr [A(pk,c, EncSX€(m)) = 1] =  Pr [A(pk,c, Enc,SXE(m,)) = 1] ‘ < negl(n)

(pk.c, Enc,SK&(m,))



El Gamal like KEM

Gen(1") Gen(1")
(6.0.9.9) (6.0.9.9)
h = g% For random x h = g% For random x
pk= (6,0,9.9,h), sk = x pk= (6,0,9.9,h), sk = x
Enc,(m) Encaps,,(1")
¢,= g’ for randomy c= g’ for randomy
c; = he.m k = hv= g

c= (cy.c2) (c.k)

Dec,(c) Dec,(c)

o /(e = ¢p . [(c)]! k=cx=gv




El Gamal like KEM

Gen(1M)

(6.0.9,9)

h = g* For random x
pk= (6,0,9.9.h), sk = x

Enc,(m)

¢,= g’ for random y - Need to choose m
randomly

c;=hr.m - Multiplication

c= (c1.c5) - Ciphertext= 2 elements

Decsk(c)

c /(e =¢y . [(e)XIt | - Multiplication

Security: DDH Assumption

- No need of that

- No Mulftiplication,
hashing

- Ciphertext= 1 element

- No Multiplication,
hashing

Security??

Gen(1M)

(6.0.9.9)

h = g* For random x
pk= (6,0.9.9.hH), sk = x

Encaps,(1")

c=g¥ for randomy
k = H(hv) = H(g*"")
(c.k)

Decsk(c)
k = H(c* )= H(g™)



El Gamal like KEM

CPA-secure KEM +

Gen(1n
( Ge”( ) ) COA-secure SKE => Soc (c)

.9.49.9 CPA-secure PKE @ - ) x V= H(ax
h = g~ For random x | COA-secure SKE KE e

pk=(6,09.9.h H), sk ="

HDH (Hash Diffie-Hellman) Assumption

HDH problem is hard relative to (G, 0) and hash function H: G -> {0,1}™ if for every PPT A (it is hard
to distinguish H(gXY) from a random string r from {0,1}™ even given g%, g)):

|PP[A(G,o,q,g,g",gy,H(g"y))=1] - Pr[A(6.0,q9.9.9%,9",r)=1] Isnegl()

HDH assumption is that there exists a group and hash function H so that HDH is hard relative to
them

It is weaker than DDH but stronger than CDH when Hash function is implemented using known
practical hash functions.

Theorem: HDH assumption holds — 11 is a CPA-secure KEM

Proof: Easy




CCA Attacks in Public-key World

O CCA attacks --- attacker gets access to decryption oracle
> More powerful than CPA attacks

QO Launching CCA attacks in the public-key world is relatively easier

» Inthe symmetric-key setting, a message encrypted with the (secret) key k can originate only from a
source who has the key k

» In the public-key world, an entity can receive encrypted messages from multiple sources who knows
the public key for that entity



CoAT ity
cca Encryption oracle does

CCA experiment PubK (n) gz’lfol'i‘;ify*:rg’;é‘g; IT = (Gen, Enc, Dec)

A, Il
. Pk
Cl, 62, ey Cq R ‘ﬁ %
«— &0' M
MMy, M M, = Decgy(C) o Y
mo, ml, Imo|:|m1| -
c* < Enc,, (M) V D < pk. sk Gen(1")
. pk\™b Let me verify P
I can break I1 Cq,Cyp, .., Cg R i@
) Ml' M2, ey Mq MI = DeCSk(Ci)
b'e {0, 1}

\ 4

Game Output
{ 1,ifb =b
0, otherwise
cca

ITis CCA-secure if: Pr | PubK (n) =1 | < 3 + negl(n)
A, Tl



Non-malleability : An Issue Related to CCA Attacks

An encryption scheme (symmetric/asymmetric) is malleable if the following is possible:

» Given an encryption c of an unknown message m

> Possible o compute a ciphertext ¢’ from c which is
an encryption of an unknown m’, but which is
related to m in a known fashion C Known f

Ex:

C C
If an encryption scheme is CCA-secure — it is hon-malleable and vice versa

> Otherwise an attacker in the CCA game on receiving challenge ciphertext c* <- Enc(m) can query
the decryption oracle on ¢’ <= Enc(f(my)) and obtain f(my)

Malleability has both advantages as well as disadvantages

> Disadvantage: consider an e-auction among two bidders,

< A malicious bidder can always win without even knowing the other bid

> Advantage ?

% Think of it. Will see in the next course



El Gamal is malleable (NOT CCA-secure)

Public Key pk = (6,0,9,9,h=g%)

i m,pk= (G,O,q,g,h=9x) Encpk(m)
Pl g s ¢ =g for randomy

C c,sk=x Decgy(c)

>/ ()= ¢y [l )]

Cz = hy'. m

Q Given El Gamal encryption (cq, ¢,) of m under the public key h, can you come up with an encryption of
2m ?

> What will (cq, 2¢,) correspond to ?

QO Can you compute a different ciphertext (c'q, ¢',) for 2m, where ¢ = ¢'{ ?



CCA Multi-message Security

cca-mult IT1 = (Gen, Enc, Dec)
CCA experiment PubK (n) (Mo 1, My 1)
0,1, "1
ATl ’ LRpk,b
) pk @\a-b
<€ %(\CIV‘
Cl' Cz, vy Cq . x < ﬂ
' <« &0 ! lﬁ \3/;\
) Ml, Mg, vy Mg Mi = Dec§k(Ci) / zé
(Mo 1, My 1)
” (M G 1n
< C*z < Enci(mp ) Let me verify 2t
) V4
I can break I1 Cq,Cy, .., Cq ‘ %/?
M1 My, ... M M; = Decg(C;)
b' {0, 1}

Game Output

{ 1,ifb =b
0, otherwise



CCA Multi-message Security

cca-mult IT1 = (Gen, Enc, Dec)

CCA experiment PubK
experiment Pu A,rﬁn) (Mg 2, My 5)

pk
€1, Cp, ... Cg

*
x
(94
U
t;
\ N

NI
MMy, M M; = Decg (C)) ey o — X

(mo,zf m1,2)

\ pk, sk
» €— Gen(1M)

Let me verify

c*, < E”Ck(mb,z)

a

V4
I can break I1 Cq,Cy, .., Cq ‘ %/?
) Ml' M2, ey Mq MI = Decsk(Ci)
b' {0, 1}

Game Output

{ 1,ifb =b
0, otherwise



CCA Multi-message Security

cca-mult IT1 = (Gen, Enc, Dec)
CCA experiment PubK n
P A Iﬁ ) (Mo4, My4) ”
pK,
) pk /‘“’b
- e(\c\#
Cl, 62, vy Cq . x ﬂ
' «— &0 ! lﬁ e
) Ml, Mg, vy Mg Mi = Dec§k(Ci) ‘Bé / 2@
(M4, My4) %
” ) (M G (1“)
* 4 en
« 7y = Enclmyy) Let me verify P
I can break I1 Cq,Cy, .., Cq ‘ %)?
) Ml' M2, ey Mq MI = Decsk(Ci)
b'e {0, 1}

Game Output
{ 1,ifb'=b
0, otherwise
cca-mult

ITis CCA-secure if: Pr | PubK (n) =1 | < 3 + negl(n)
A, Tl



(Single vs Multi-message CCA Security)

Theorem: single-message CCA security — multi-message CCA security.

Proof: The very same proof for CPA security using hybrid argument will work with minor necessary

changes
PKE
COA| =~ |CPA CCA COA| b [cpa CCA
COA-mult CPA-mult CCA-mult COA-mult CPA-mult CCA-mult




Implication of Single message Implies multi-message
Security

O Given CCA secure scheme I1 for bit/small messages, construct CCA-secure PKE for long message

I I I I I I
\ \ \ \ \

ot Tle P8 PR 1

Q Is ' CCA-secure?

C1Cp...Cq < Encpk(m)

> Nol Truncate and take DO service

QO CCA secure scheme 1 for bit/small messages - CCA-secure PKE for long message- Very non-trivial
construction

Term Paper: Steven Myers, Abhi Shelat: Bit Encryption Is Complete.
FOCS 2009: 607-616




Hybrid Encryption using KEM

= | Gen
[ Ence | N
pk
——| Encaps |-< c| Decaps k
Ik 1
' m
= L [Encee | €€ K [ hecske —s
I1 =(Gen, Encaps, Decaps)

HSKE = (GenSKE EncSKE DecSKE)
% = (Gentb, EncHb, DecHb)

CPA World

CCA World

IT CPA-secure

—> [IHY® CPA-secure

[1SKE COA-secure

If IISKE is malleable (think of PRG/PRF based
schemes), then irrespective of 11, ITHYb is
malleable too!

(c (KEM ciphertext), 6(k) + m (SKE ciphertext))



Hybrid Encryption using KEM

= | Gen
sk
pk
——| Encaps |-< c| Decaps k
(c, c3KF) N
Pk = m
m KE
I1 =(Gen, Encaps, Decaps)
HSKE = (GenSKEl EncSKEI DecSKE)
ITHYb = (GenHyb, EncHyb, DecHYb)
CCA World

CPA World

If I1is malleable, then I1HYt can malleablel!

IT CPA-secure

—> [ty _
[1SKE COA-secure [IY> CPA-secure
(c (KEM ciphertext), 6(k) + m (SKE ciphertext))




Hybrid Encryption using KEM

Gen
sk
pk g
———>| Encaps |-< | Decaps (K
Ik — .
i Encste | €2 K [ 5ecske —s
I1 =(Gen, Encaps, Decaps)
HSKE - (GenSKEI EncSKEI DecSKE)
ITHYb = (GenHyb, EncHyb, DecHYb)
CPA World CCA World

IT CPA-secure

—> [IHY® CPA-secure
[1SKE COA-secure

IT CCA-secure

I1SKE CCA-secure

—

ITHYb CCA-secure







