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1 Overview

In this lecture, we formally prove that the counter mode of operation is secure against
chosen-plaintext attack. We begin with a background of the concepts discussed in class -
the notion of CPA indistinguishability experiment and formal definition of CPA security .
We discuss the randomized counter mode and highlight how it overcomes the shortcomings
of the other modes of operation. Finally we shall see a rigorous proof of CPA security of
the counter (aka CTR) mode.

2 Chosen Plaintext Attack (CPA)

The basic idea behind a chosen-plaintext attack is that the adversary A is allowed to ask for
encryptions of multiple messages that it chooses ’on-the-fly’ in an adaptive manner. This
is formalized by allowing the adversary to interact with an encryption oracle, viewed as a
black box that encrypts messages of A’s choice.

This interaction can be captured in the following experiment. Consider the private-key
encryption scheme Π = (Gen,Enc,Dec), any adversary A, and any value n for the security
parameter. The CPA indistinguishability experiment PrivKcpa

A,Π(n) is as follows:

1. A random key k is generated by running Gen(1n).

2. A is given access to the encryption oracle which computes Enck . A can adaptively
submit polynomial number of queries and receive their encryption .

3. Challenge Phase: A submits two equal length challenge plain texts of his/her own
choice, one of which is randomly chosen, encrypted and sent to A. A random bit
b ∈ 0, 1 is chosen, and the ciphertext c = Enck(mb) is computed and sent to A. We
call c the challenge ciphertext.

4. Post-Challenge Training Phase: A adaptively submits queries and receives their en-
cryption.The adversary A continues to have oracle access to Enck.

5. Response Phase : A outputs the bit b0 —the guess regarding which plain-text message
was encrypted in the challenge phase. A wins if the guess is correct. The output of
the experiment is defined to be 1 if b0 = b, and 0 otherwise.

6. In case PrivKcpa
A,Π(n) = 1, we say that A succeeded.
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3 CPA Security

The definition of security requires that A should not be able to distinguish the encryption
of two arbitrary messages, even when A is given access to an encryption oracle.

Definition 1

A private-key encryption scheme Π = (Gen,Enc,Dec) is said to be CPA-secure if for all
probabilistic polynomial-time adversaries A, there exists a negligible function negl such
that Pr[PrivKcpa

A,Π(n) = 1] ≤ 1
2 + negl(n) ♦

4 CPA Modes of operation :

Given any CPA-secure fixed-length encryption scheme Π = (Gen,Enc,Dec) it is possible
to construct a CPA-secure encryption scheme Π′ = (Gen′,Enc′,Dec′) for arbitrary-length
messages quite easily with Enc′k for message m having length l′ defined as

Enc′k(m) = Enck(m1), . . . ,Enck(ml) where l = l′

n where n is the fixed length of encryption
scheme Π. m is divided into blocks, mi, having fixed length n.

This construction is based on the significant property that CPA security for a single en-
cryption automatically implies CPA security for multiple encryptions. In case of multiple
encryptions, the CPA indistinguishability experiment deals with vectors of plaintext mes-
sages rather than single message. Thus by dividing the arbitrary length messages into
blocks of fixed-length , we can view an arbitrary-length message as a vector of plaintext
fixed-length messages. Since Π is CPA secure fixed-length encryption scheme, it is also
multi-message secure. This implies Π′ as constructed above is CPA secure as well.

A mode of operation is essentially a way of encrypting arbitrary-length messages using a
pseudorandom function. Some modes based on their nature of encryption may work only
with psuedorandom permutation (aka PRP) or strong psuedorandom permutation (aka
SPRP).

Following are some of the CPA modes of operation:

• Theoretical construction

• Electronic Code Book (ECB) mode

• Cipher Block Chaining (CBC) mode

• Output Feedback (OFB) mode

• Counter mode
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Counter (CTR) mode

Figure 1: Counter mode of encryption

In this mode of operation, first, a random string IV of length n is chosen which is denoted
as ctr. Then, a stream is generated by computing ri := Fk(ctr + i)

Cipher text is computed as c = 〈ctr, c1, . . . , ck〉 where ci = ri⊕mi. The message is decrypted
by computing m = 〈m1 . . .ml〉 where mi = Fk(ctr + i)⊕ ci.

This mode needs an initial random string of length n. Length of cipher text is n (for IV)
+ l ∗ n (n for each of the l blocks). The ciphertext can be computed in parallel. Thus this
mode has desirable properties of less randomness usage, less cipher text length and parallel
computable. Now we proceed to the proof of checking whether this mode is CPA secure.

5 Proof of security

Let the security parameter be n. So the length of the random string ctr is n.

We first consider the scheme Π̃ which uses a truly random function, F in the Enc algorithm.
In the training phase, let the adversary have made k queries. Let the random counter
chosen in the ith query be ctri. Let the length of those messages be li. Now after the
training phase, the adversary knows the value of the function F at ctri + j ∀i ≤ k, j ≤ li.
Since the adversary runs in polynomial time, k and li are bounded by polynomials in n, say
q(n). Hence, the total number of values in the domain at which the adversary knows the
value of F is at most q(n)2.

When the adversary wishes to attack the encryption scheme, he sends two messages M0

and M1 of length l. We can assume q(n) > l by suitably redefining q(n). Now a random
counter ctr∗ is chosen and a random bit b is chosen and the message is encrypted. Now the
ciphertext is encrypted using the value of the function at ctr∗ + j, 0 ≤ j < l.

Case 1: Suppose one of the strings ctr∗ + j(j < l) is such that F (ctr∗ + j) is known and
m0,j+1 6= m1,j+1. Since ctr∗ is a part of the cipher text and the adversary can see it, he
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can evaluate F (ctr∗ + j) ⊕ mb,j+1 for b = 0, 1. Using these two different ciphertexts he
can distinguish between the cipher text of M0 and M1. Hence the adversary wins with
probability 1 in this case.

Case 2: Suppose for all j such that m0,j+1 6= m1,j+1, the value of F (ctr∗ + j) is not known.
Since the function F is truly random, this encryption scheme works exactly like the one
time pad for those blocks that differ in the two messages. We already know that the one
time pad is perfectly secure. Hence, in this case, the probability of the adversary winning
is at most negligibly more than 1/2.

Now we try to find the probability that the two cases occur. Since a block with the same
message in both M0 and M1 does not help the adversary distinguish between the two strings,
we shall assume that every block of the messages M0 and M1 differ as well.

By the union bound we have that,

Pr[ One of the F (ctr∗ + j) is known)] ≤
l−1∑
i=0

Pr[F (ctr∗ + i) is known]

Since for at most q(n)2 strings, the value of F is known,

Pr[F (ctr∗ + i) is known] ≤ q(n)2

2n
∀i

Also l ≤ q(n). So,

Pr[ One of the F (ctr∗ + j is known] ≤ q(n)3

2n

Since q(n) is a polynomial in n, this probability is negligible.

Pr[ A wins the game] = Pr[Case 1 occurs].Pr[A wins|Case 1 occurs]

+ Pr[Case 2 occurs].Pr[A wins|Case 2 occurs]

≤ q(n)3

2n
× 1 + 1× 1

2

≤ 1

2
+

q(n)3

2n

Hence this encryption scheme Π̃ is CPA secure.

An alternative analysis : Now we give an analysis of the security that gives a tighter
bound on the probability.

Define overlapi to be the event that the challenge cipher text C has at least one counter
string in common with those used in the ith query. Let the number of blocks in the two
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messages be q(n). For the event overlapi to occur, the ctr∗ chosen randomly to encrypt the
challenge message must be in the range (ctri − q(n) + 1, ctri + q(n)− 1). The overlap in the
two extreme cases is depicted below:

When ctr∗ = ctri − q(n) + 1 :

. . . ctri ctri + 1 . . . ctri + q(n)− 1 . . .

. . . ctr∗ ctr∗ + 1 . . . ctr∗ + q(n)− 1 . . .

When ctr∗ = ctri + q(n)− 1 :

. . . ctri ctri + 1 . . . ctri + q(n)− 1 . . .

. . . ctr∗ ctr∗ + 1 . . . ctr∗ + q(n)− 1 . . .

For this event to occur, ctr∗ can be any of the 2q(n)− 1 values. Thus the probability that

overlapi occurs is <
2q(n)

2n
.

The security can be breached only if the value of ctr∗ + j is known for some j, that is overlapi
has occured for some i.

Once again by the union bound we have that,

Pr[ One of the F (ctr∗ + j) is known] ≤
q(n)∑
i=1

Pr[overlapi occured]

Pr[ One of the F (ctr∗ + j) is known] ≤ Pr[overlapi occured for some i]

≤
q(n)∑
i=1

Pr[overlapi occured]

≤
q(n)∑
i=1

2q(n)

2n
]

≤ 2q(n)2

2n

By a similar analysis as above, Pr[ A wins the game] ≤ 1

2
+

2q(n)2

2n

Now we return to the encryption scheme Π. The intuition behind this proof is that replacing
a random function with a pseudorandom function should not alter the security guarantee.
We prove this by reducing the security of Π to the pseudorandomness of Fk.

Theorem 1 If Fk : {0, 1}n → {0, 1}n is a PRF indexed by the key k, then Π = (Gen,Enc,Dec)
is a CPA-secure SKE for arbitrary length messages.
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Proof Suppose A is a PPT TM such that for some polynomial q(n) and M0 and M1

chosen by A,

|Pr[A(C) = 1|C = Enc(M0)]− Pr[A(C) = 1|C = Enc(M1)]| > 1

q(n)
for infinitely many n

Now we construct a distinguisher D for the pseudorandom function Fk.

• D has oracle access to a function f . This function may have been chosen truly
randomly or pseudorandomly.

• D plays the CPA security game with the adversary A.

• A queries the ciphertext of messages Mi =< mi,1,mi,2, ...,m1,l >. D picks a random
string ctri. It uses the function f to evaluate Ci =< f(ctri) ⊕ mi,1, f(ctri + 1) ⊕
mi,2, ..., f(ctri + l− 1)⊕m1,l >. It sends Ci to A.

• A sends two strings M0 and M1 to D.

• D tosses a bit b, computes Enc(Mb) and sends it to A

• A can once again query ciphertexts of different messages and D responds as before.

• A outputs b′

• If b = b′, D outputs 1 else it outputs 0.

Suppose the function was a truly random function F . Then the game between D and
A is based on Π̃. So Pr[b = b′|f is truly random] = 1/2. Suppose the function was a
pseudorandom function Fk, the the game between D and A is based on Π. So Pr[b =
b′|f is pseudorandom] > 1

2 + 1
q(n) for infinitely many n.

Hence |Pr[DFk(1n) = 1] − Pr[DF (1n) = 1]| > 1/2 + 1/q(n) − 1/2 ≥ 1/q(n) for infinitely
many n. Hence the probability of distinguishing is not negligible. This implies that Fk is
not a pseudorandom collection of functions.

Thus Π is not CPA-Secure =⇒ Fk is not a PRF. Since Fk is a PRF, Π is CPA-secure.
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