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1 Introduction

Let G be a group(under multiplication operator) of known order q. An instance of Discrete-
Logarithm problem specifies a base g ∈ G and an element h ∈< g >, where < g > is the
subgroup generated by g and our goal is to find out an x such that gx = h.

In general, g need not be the generator of the group but in most of the discrete logarithm
problems of cryptographic interest, we are given with a cyclic group G and the generator
of the group is given as g. In this case, < g >= G and the problem is to find out an x ∈ Zq

such that gx = h.
Here x is called the discrete logarithm of h with respect to g, for the group G. The name

Discrete Logarithm follows from the fact that x is a log(x = logg h) and discrete because
this log takes the values in a finite specific range(h ∈ G).

In general, Discrete Logarithm problem is believed to be hard and no efficient algorithm
exists for the same. The most naive way to solve the problem is to check for all the values of
x, which can be done in time O(q). So, we will see some algorithms that can do something
better than Brute force.

2 Algorithms for computing Discrete Logarithm

We will illustrate three algorithms for computing Discrete logarithm, named as follows :

1. Pohlig-Hellman Algorithm

2. Baby-step/Gaint-step Algorithm

3. Hash Function based Algorithm

2.1 Pohlig-Hellman Algorithm

This is not actually an algorithm to compute discrete-logarithm, it only tells how we can
divide the problem of computing discrete-logarithm for a large group into the problem of
computing the discrete-logarithm for groups of smaller order, thus speeding up the compu-
tation.

This Algorithm applies to the Groups of order q where q 6= prime.
Before writing the algorithm we will first prove a lemma and state a well known Theo-

rem called Chinese Remainder theorem. Recall that the order of an element a of a group
is the smallest positive integer i such that ai = 1. Also, the order of a group is same as the
order of the generator g i.e. gq = 1.
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Lemma(1) : Let ord(g) = q and p divides q. Then ord(gp) = q/p.

Proof : First notice that (gp)q/p = gq = 1 (as ord(g) = q, given)
So ord(gp) ≤ q/p. Let i > 0 such that i < q/p and (gp)i = 1, which means gpi = 1. But

as q is the order of g, so i ≥ q.
Which is a contradiction.

So, q/p is the smallest positive integer such that (gp)q/p = 1 i.e. ord(gp) = 1.

Chinese Remainder theorem : if q = q1 × ....qk and qi’s are relatively prime i.e.
gcd(qi, qj)=1 ∀i 6= j, then :

Zq ' Zq1 × .....×Zqk

and
Zq
∗ ' Zq1

∗ × .....×Zqk
∗

i.e. there is a one-one correspondence between the elements x and (x1, ..., xk).

Now we describe the Pohlig-Hellman algorithm :
We are given a generator g and h ∈ G and we need to find out x such that

gx = h⇒ (gx)q/qi = hq/qi ⇒ (gq/qi)x = hq/qi

Let gi = gq/qi and hi = hq/qi . then (∀i = 1, 2, ..., k) we have :

gi
x = hi

This is an instance of the discrete-logarithm problem for a group with generator gi. Lets
find out the order of these groups:

Order of the group Gi = ord(gi) = ord(gq/qi) = q/(q/qi) = qi. (using the lemma(1)
which we proved earlier)

Thus we have now k instance of discrete-logarithm problem in smaller groups of order
qi. So, discrete logarithm of each of these smaller groups Gi belong to Zqi respectively.
So we solve the discrete-logarithm problem for these smaller groups using any method and
then apply the Chinese Remainder Theorem to map these values (x1, x2, ...., xk) back to x.

2.2 Baby-step/Giant-step Algorithm

The baby-step/giant-step algorithm requires the O(
√
q) number of operations, where q is

the order of the group.
As we know that G is a cyclic group and g is its generator so

g1, g2, ....gq

constitute all the elements of the group. Also if we are given some hεG then it must always
lie in the cycle

g0, g1, ....., gq
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where g0 = gq = 1.
So instead of computing all the elements og the group, we compute elements at intervals
t =
√
q i.e.

g0, gt, g2t, ...., g
q
t
t

Now h must lie in between these elements somewhere. Also note that the gap between any
two elements here is t. These steps are called the ”Giant-steps”.
Now if we calculate

h.g1, h.g2, ....h.gt

These are called the ”Baby-steps”. I claim that at least one of these values will collide
with one of the above calculated values. Because h lies between any of the big gaps and
in the baby steps we are shifting h by g one time. so in atmost t steps we will find h.gi = gkt.

⇒ gkt−i = h

We now compute x = logg h = (kt− i) mod q.

The complete algorithm can be summarized as follow :

• calculate t =
√
q.

• for i=0 to q/t

– calculate gi = gi.t.

• sort the elements (i, gi) according to their second component

• for i=1 to t

– calculate hi = h.gi

– if hi = gk for any value of k, then return [(kt− i) mod q]

.
Time Complexity : We need O(

√
q) multiplications in the very first for loop of the al-

gorithm. And we are sorting O(
√
q) pairs, which will take time O(

√
q. log q). Now as we

have sorted the pairs, so we can use binary search to check if hi equals some gk and it will
take time O(log q) for each of the hi, so the last for loop in our algorithm takes total time
t.O(log q) i.e. O(

√
q. log q). So overall algorithm runs in time O(

√
q. log q).

Note : If we had not used sorting of pairs then in the last for loop of algorithm we
could not have used binary search and the comparison would have taken time O(

√
q) for

each hi because in that case we would compare hi with each of the qk’s. Thus the whole
loop will take time t.O(

√
q) i.e. O(q). So sorting is indeed necessary.

Space Complexity : we need to store each of the gi’s for comparision so the space
needed to store these id t.O(log q) as there are q

t =
√
q gi’s and constant space is needed to

store each of these.
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2.3 Hashing Based Algorithm

As already mentioned earlier, finding Discrete Logarithm is Hard. For a given group G and
its generator g and an element h ∈< g >, there exists some x such that

gx = h⇒ x = logg h

We need to find this x , also called the Discrete Logarithm.

We can improve the computing time of finding Discrete Logarithm x than what is needed
by Brute Force computation.

A Discrete Logarithm problem can be reduced to a problem of finding Collision in a
Hash function. Then the solution for finding Hash collision problem would also work for
problem of finding Discrete Logarithm problem.
As it is known that Birthday Attack can find a collision in a Hash function (under certain
assumptions) , in the end we will conclude an upper bound for computing time for finding
Discrete Logarithm.

Let’s go through the reduction first:

We need to define,first, the structure of our Hash function we will be addressing for our
Collision finding problem.

Define : Let Gen() be a poly time algorithm which on input 1n outputs the description
of a cyclic group G, its order q (with |q| = n ), and a generator g. And F : G→ Zq × Zq

Define a fixed-length hash function (Gen,H) as follows:

• Gen: on input 1n, obtains (G,q,g) and then selects a uniform h ∈ G. Outputs
s := (G, q, g, h) as the key.

• H: given a key s = (G, q, g, h) and for some x ∈ G , input F (x) = (x1, x2) ∈ Zq × Zq.
Outputs Hs(x1, x2) := gx1.hx2 ∈ G.

Next is the actual reduction:
Say there are two distinct inputs x and x′ to Hash function Hs and

Hs(x) = Hs(x
′)

This implies the collision for two different inputs.
So by construction of our hash function as above:

Hs(x) = Hs(x
′)

Hs(x1, x2) = Hs(x
′
1, x
′
2)
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gx1 .hx2 = gx
′
1 .hx

′
2

gx1−x′1 = hx
′
2−x2

Since each element in the group has its inverse ,

g(x1−x′1)(x′2−x2)−1
= h(x

′
2−x2)(x′2−x2)−1

g(x1−x′1)(x′2−x2)−1
= h

Thus (x1 − x′1)(x
′
2 − x2)

−1 gives the solution for Discrete Logarithm problem. This com-
pletes the reduction process.
Now let us move to the algorithm for finding the solution of Hash collision problem de-
scribed above . This will provide the solution for Discrete Logarithm problem too.
We are going to discuss the Birthday Attack Problem with some constraints which makes
us call it as Small Space Birthday Attack. The Birthday Attack is a Collision finding algo-
rithm which has very large memory requirements. Small Space Birthday Attack does the
same with moderately large but constant amount of memory needs.

Let us write what Birthday problem actually is.

If q people are in a room, what is the probability that two of them have the same
birthday? (Assume birthdays are uniformly and independently distributed among the 365
days of a non-leap year.) This is exactly analogous to our problem: if yi represents the
birthday of person i, then we have

{y1, ..., yq} ∈ {1, ..., 365}

chosen uniformly, and matching birthdays correspond to distinct i,j with yi = yj (i.e.,
matching birthdays correspond to collision in our Hash function).

It has been shown that for y1, ..., yq chosen uniformly in 1, ..., N , the probability of a collision
is about 1/2 when q = Θ(N1/2). In the case of birthdays,for 23 people the probability that
any two of them have same birthday is greater than 1/2. This implies that when the hash

function has output length l, then taking q = Θ(2l/2) provides a collision with probability
roughly 1/2.

The birthday attack described above require a large amount of memory; specifically, they

require the attacker to store all Θ(q) = Θ(2l/2) values yi, because the attacker does not
know in advance which pair of values will yield a collision.

Small Space Birthday Attack has similar time complexity and success probability as be-
fore, but uses only constant memory.Here is the algorithm for Small Space Birthday Attack.

Small Space Birthday Attack :

Input:A hash function H : {0, 1}l→ {0, 1}l
Output: Distinct x,x’ with H(x) = H(x′)
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x0 ← {0, 1}(l+1)

x′ := x := x0
for i = 1, 2, ... do:
{
x := H(x)
x′ := H(H(x′))
// now x = H i(x0) and x′ = H2i(x0)
if x = x′ break
}
set x′ := x, x := x0

for j = 1 to i :
{
if H(x) = H(x′) return x,x’ and halt
else x := H(x), x′ := H(x′)
}
// now x = Hj(x0) and x′ = H(i+j)(x0)

—————————————————————–

Analysis :
Number of iterations of the first for loop before x′ = x :
Consider the sequence of values x1, x2, ..., where xi = H i(x′) as defined before. If we assume

H as a random function, then each of these values is uniformly distributed in {0, 1}l until
the first repeat occurs. Thus, we expect a repeat to occur with probability 1/2 in the first

q = Θ(2l/2) terms of the sequence. We show that when there is a repeat in the first q
elements, the algorithm finds a repeat in at most q iterations of the first loop.

Claim :
Let x1, ..., xq be a sequence of values with xm = H(xm−1. If xI = xJ with 1 ≤ I < J ≤ q,
then there is an i < J such that xi = x2i.

PROOF : The sequence xI , xI+1, ... repeats with period D, defined as D = J-I.
That is, for all i ≥ I and k ≥ 0 it holds that

xi = xi+k.D

Let i be the smallest multiple of D that is also greater than or equal to I. We have i < J
since the sequence of D values I, I + 1, ...I + (D− 1) = J −1 contains a multiple of D. Since
iI and 2i− i = i is a multiple of D, it follows that xi = x2i.

Thus, if there is a repeated value in the sequence x1, ..., xq, then there is some i < q for
which xi = x2i. But then in iteration i of our algorithm, we have x = x′ and the algorithm
breaks out of the first loop. At that point in the algorithm, we know that xi = xi+i.
The algorithm then setsx′ := x(= xi) and x := x0, and proceeds to find the smallest j ≥ 0
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for which xj = xj+i.
It outputs xj−1, xj+i−1 as a collision.

This completes the proof.

This way we have shown the mechanism to solve the Finding the Collision in Hashing
Problem which may further be used to solve to find the Discrete Logarithm Problem.
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