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Introduction

Factorisation of large integers has been a widely studied topic mainly because of its practical
applications in cryptoraphy. The security of some of the most prominent cryptosystems in
Public key cryptography such as RSA rely on the assumption that factorisation is hard.
However difficulty of factorisation of integers has not been proven and hence there has been
a lot of work done in coming up with fast algorithms for factorisation. Here we will talk
about a few such factorisation algorithms which take lesser operations than the brute force
algorithm to compute factors:-

• Pollard’s p-1 algorithm

• Pollard’s rho algorithm

• Quadratic Sieve algorithm

The Fermat’s Little Theorem is at the core of these algorithms.

Theorem 1 Fermat’s Little Theorem : Let p be a prime number and a ∈ Z be relatively
prime to p then ap−1 ≡ 1(modp).

We will be considering factorisation of integers of type N = pq where p and q are prime
numbers and p < q.

1 Pollard’s p-1 Algorithm

1.1 The Main Idea:

Let us consider an integer m s.t. (p − 1) | m but (q − 1) - m. Now choose an xN ∈ Z∗N
uniformly randomly and compute y = (xmN − 1)mod N . Then according to the Chinese
Remainder Theorem we can find xp ∈ Z∗p and xq ∈ Z∗q such that we have,

y ↔ (xp, xq)
m − (1, 1)

= (xmp − 1 mod p, xmq − 1 mod q)

Using the fact that (p− 1) | m and the Fermat’s Little Theorem we get,

y = (0, xmq − 1 mod q)

If xmq 6= 1 mod q then we can see that p | y but q - y. This in turn inplies that gcd(y,N) = p.
So by simply doing one gcd computation we can obtain the prime factor of N . However
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there are two problems we still need to deal with 1.) How to select m, 2.) Once we have
selected m s.t (p− 1) | m but (q − 1) - m, will xmq 6= 1 mod q hold with high probability?
Lets address the second question first. We will show that indeed if (p−1) | m but (q−1) - m,
then xmq 6= 1 mod q holds with high probability.

1.2 The Algorithm works!(with high probability):

If (p− 1) | m and (q− 1) - m then as long as xq is a generator of Z∗q , from Proposition 2 we
can see that xmq 6= 1 mod q.

Proposition 2 Let G be a finite group, and g ∈ G an element of G of order i. Then for
any integer x, we have gx = g[x mod i].

Now all we need to do is analyse the probabilty that xq is a generator of Z∗q . Since Z∗q is
a cyclic group from Theorem 3, the number of generator elements would be ϕ(q − 1) since
q − 1 is the order of this group.

Theorem 3 Let G be a cyclic group of order q > 1 with generator g. There are ϕ(q)
generators of G, and these are exactly given by {gx | x ∈ Z∗q }.

Also as xN was chosen uniformly random from Z∗N and as the chinese remainder theorem
gives us a bijection from Z∗N to Z∗p ×Z∗q we can say that xq is also uniformly distributed in

Z∗q . Thus probabilty that xq is a generator element is ϕ(q−1)
q−1 = Ω(1/ log q) = Ω(1/n), from

Theorem 4. Here n is the length of q.

Theorem 4 For N ≥ 3 for length n, we have N
ϕ(N) < 2n.

Now by chosing multiple values of x we can boost this probability. Now let us look at how
to select an m such that (p− 1) | m but (q − 1) - m.

1.3 Selecting appropriate m:

One possible solution is to select m =
∏k

i=1 p
bn/ log pic
i for some k where pi denotes the ith

prime. Here n is the length of p. Then notice that bn/ log pic is the maximum power pi can
have to possibly divide p−1. If p−1 can be written as

∏k
i=1 p

ei
i , where ei ≥ 0 then (p−1) | m.

On the other hand if q−1 has any prime factor greater than pk then (q−1) - m. Increasing
the value of k would make computing m more expensive and this would make the algorithm
impractical. Thus for the Pollard’s p-1 algorithm to work efficiently it is important that
p-1 have only small prime factors. We will look at another algorithm namely Pollard’s Rho
Algorithm which removes this assumption.

2 Pollard’s Rho Algorithm

This algorithm can be used to compute factors of any arbitrary integer N = pq. In this
approach we find two disctinct elements x, x′ ∈ Z∗N such that x mod p = x′ mod p. We call
such a pair a good pair. It is clear that for such a good pair gcd(x−x′, N) = p. So computing
the gcd gives a non-trivial prime factor. However the catch is how can we come up with
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such a good pair? Suppose we choose k elements x(1), ..., x(k) chosen uniformly at random
from Z∗N , where k = 2n/2 = O(

√
p). According to the chinese remainder theorem these can

be written as (x
(1)
p , x

(1)
q ), ..., (x

(k)
p , x

(k)
q ). Here we can see that x

(i)
p is uniformly distributed

in Z∗p . Thus according to the birthday bound we can say that with high probability there

exist distinct i, j such that x
(i)
p = x

(j)
p . Thus with high probability we can obtain a good

pair x(i), x(j). Now let us analyse the time complexity of such a scheme. For generating k
uniform elements of Z∗N the time complexity will be O(N1/4). Testing all pairs in order to
identify a good pair will take time O(N1/2). Thus as we can see this is no better than the
trial division.

Small space birthday attack:

Pollard’s idea was to use a technique very similar to the small space birthday attack. First
we come up with a sequence x(1), x(2), ... by letting each value be a function of the previous
one. Thus we fix some function F : Z∗N → Z∗N and chose a uniformly random x(0) ∈ Z∗N
and then compute the sequence x(1), x(2), ... by setting x(i) = F (x(i−1)). This F must have
the property that if x = x′ mod p then F (x) = F (x′) mod p. Thus once equivalence modulo
p occurs, it persists. Also choose F to be random function. In the ith step of the alogrithm
we compute x = x(i) and x′ = x(2i) and compute gcd(x− x′, N), if we get a non-trivial gcd
we are done else continue to the next step. Now as F is a random function, we know that

x
(i)
p are uniformly distributed over Z∗p thus we expect a repeat with probability 1/2 in the

first k = 2n/2 terms of the sequence. We show that if there is a repeat in the first k terms
of the sequence then this algorithm finds a repeat in atmost k iterations.

Claim 5 Let x(1), ..., x(k) be a sequence of values with x(i) = F (x(i−1)). If x(I) = x(J) with
1 ≤ I < J ≤ q, then there is a t < J such that x(t) = x(2t).

Proof The sequence x(I), x(I+1), ... repeat with period T given by J − I. Let t be the
smallest multiple of T greater than I. We have t < J since the sequence I, I+1, ..., I+T−1 =
J−1 has atleast one multiple of T . Since t ≥ I and t is a multiple of T we have x(t) = x(2t).

Thus using the above claim our algorithm will detect a non-trivial gcd and hence the prime
factor with high probability using only O(k) = O(

√
p) = O(N1/4) operations. This is much

better than the trial division method.

3 Quadratic Sieve algorithm

Definition 1 Quadratic Residue : An element z ∈ Z∗N is a quadratic residue modulo N if
∃x ∈ Z∗N such that x2 = z mod N. ♦

Definition 2 B-smooth : For some bound B, an integer is said to be B-smooth if all its

prime factors are less than or equal to B. ♦

Lemma 6 Given x, y such that x2 = y2 mod N but, x 6= ±y mod N. A non-trivial factor
of N can be computed.
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Proof Given x2 = y2 mod N implies 0 = x2 − y2 = (x + y)(x− y) mod N. This in turn
implies that, N divides (x+ y)(x− y) but, x 6= ±y mod N. So, N divides neither (x+ y) nor
(x− y). Thus, it should be the case that gcd((x− y), N) is one of the prime factor of N.
( same thing follows for gcd((x + y), N) )

This algorithm tries to find such x, y such that x2 = y2 mod N and, x 6= ±y mod N and
tries to obtain a prime factor using above lemma. So, in this algorithm a sequence of values
of the form q1 = x21 mod N, q2 = x22 mod N, . . . . . . are produced and a subset of those values
are chosen whose product gives a square over the integers. Following steps are used for this

1. choose a bound B, search for B-smooth integers of the form qi = x2i mod N and
factor them. This factoring would be easy if bound B is small. so, {xi} are chosen as
x =
√
N + 1,

√
N + 2,

√
N + 3, . . . . . . .

Due to this we got q = x2 mod N = x2 −N , which is small. so, q is more likely to be
B-smooth. Now we can write the following equations,

q1 = x21modN =

b∏
i=a

p
e1,i
i (1)

...

ql = x2lmodN =
b∏

i=a

p
el,i
i (2)

{p1, p2, . . . . . . , pk} are prime numbers less than or equal to bound B.

2. finding some subset S of {qi} whose product is a square.
multipling subset S of {qi} we get,

z =
∏
j∈S

qj =

k∏
i=1

p
∑

j∈S ej,i
i (3)

here, z can be a square only if exponent of each pi is even. so, such a subset is to be
found whose exponent vectors sum to 0-vector modulo 2.

3. such subset can be found easily using Liner Algebra. Reducing the exponents in all
equations (1)-(2) modulo 2, a 0/1 matrix can be obtained like-[e1,1mod2] [e1,2mod2] · · · [e1,kmod2]

...
...

. . .
...

[el,1mod2] [el,2mod2] · · · [el,kmod2]


If l = k + 1, then the matrix has more number of rows as compared to columns and
there would exist a non-empty subset S of rows that sum to 0-vector modulo 2, which
can be obtained using linear algebra.
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4. now, equation (3) can be written as,

z =
∏
j∈S

qj =
k∏

i=1

p
∑

j∈S ej,i
i =

(
k∏

i=1

p

(∑
j∈S ej,i

)
/2

i

)2

(4)

because {
∑

j∈S ej,i} sums to 0-vector modulo 2, i.e., it is even.
Also we can write,

z =
∏
j∈S

qj =
∏
j∈S

x2j =

(∏
j∈S

xj

)2

modN (5)

Thus, from equations (4) and (5) we have obtained two distinct square roots of z. or we
can say x2 = y2 mod N and, x 6= ±y mod N. Now, above lemma can be used to obtain a
prime factor of N. Also, by taking l > k + 1 many subsets S with required property can be
obtained and tried to factor N.
Running time : If a large value of bound B is chosen then more numbers of form q =
x2modN can be obtained as B-smooth but at the same time it would also increase the
difficulty in finding the factors of those numbers that would in turn increase the size of 0/1
matrix making the linear-algebraic step slower. Thus, considering an optimal value of B
the time taken is given by 2O(

√
logN loglogN), which is sub-exponential in length of N. This

algorithm was fastest until 1990s and still is a choice for numbers up to 300 bits long.
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