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1 Definitions

We have seen that a Symmetric Key Encryption scheme is one in which the sender and
receiver (Alice and Bob), have a shared secret key. The security definition for an encryption
scheme depends on the power the adversary is likely to have and the information that we
need to protect. In general, we would not like any information about the message to
obtained by the adversary (Eve). Let us first consider a primitive adversary who is only
eavesdropping across the transmission channel and has access only to the cipher text that is
being sent across. This threat model is called ciphertext-only Attack (COA) threat model.

The game PrivKcoa
A,Π(1n) is played between a challenger and an adversary, both PPT ma-

chines. The adversary picks two strings m0 and m1 and sends them to the challenger. The
challenger then chooses a random bit b ∈R {0, 1} and sends the encrypted cipher text of
mb. The adversary then guesses b′. If b = b′, the adversary wins; otherwise the adversary
loses.

Definition 1.1 (COA-Security). A symmetric key encryption scheme (Gen,Enc,Dec) is
said to be ciphertext-only-attack secure if for all PPT algorithms A, there exists a negligible
function negl(·) such that Pr[A wins in PrivKcoa

A,Π(1n)] < 1
2 + negl(n).

The definition above is based on the property of indistinguishability. The probability is
taken over the random key chosen, the random bit b, any randomness in the algorithm Enc
and the randomness used by A.

We shall now construct an encryption scheme that is COA-secure using a pseudorandom
generator.

Pseudorandomness is a property of a distribution over the space of strings. A random
distribution is the uniform distribution. A distribution is pseudorandom if a string chosen
according to it cannot be efficiently distinguished from a random string.

Definition 1.2 (Pseudorandom generator). A polynomial time deterministic algorithm G :
{0, 1}n → {0, 1}l(n) is said to be a pseudorandom generator, if for all PPT D, there exists
a negligible function negl(.) such that∣∣∣∣ Pr

s∈R{0,1}n
[D(G(s)) = 1]− Pr

r∈R{0,1}l(n)
[D(r) = 1]

∣∣∣∣ < negl(n)

The probabilities above are also over the random bits used by D and the random choices
of the seed and the string r.
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2 Encryption scheme

We construct a SKE encryption scheme using a pseudorandom generator. We have earlier
seen the one-time pad that is perfectly secure. However there the length of the random
string required is the length of the message itself. We hence use a pseudorandom generator
that takes a small random string and extends it to a longer pseudorandom string and use
it for the one-time pad.

• Gen: It takes as input the security parameter n and outputs a random string k of
length n. This is the secret key shared between sender and receiver.

• Enc: It takes as input the secret key k and message m of length l(n). It computes
s = G(k). It outputs c = m⊕ s.

• Dec: It takes as input the secret key k and cipher text c. It computes s = G(k). It
outputs m = c⊕ s.

3 Proof of security

We prove the security of the encryption scheme above by reducing it to the pseudorandom-
ness of G. We use an adversary that breaks the encryption scheme to build an adversary
that distinguishes the output of G from a random string.

Theorem 3.1. If G : {0, 1}n → {0, 1}l(n) is a PRG, then Π = (Gen,Enc,Dec) is a COA-
secure SKE.

Proof. Suppose A is a PPT TM such that for some polynomial q(n) and m0 and m1 chosen
by A,

|Pr[A(c) = 1 | c = Enc(m0)]− Pr[A(c) = 1 | c = Enc(m1)]| > 1

q(n)
for infinitely many n

Consider a game PrivKcoa
A,Π̃, that is played in the same way as PrivKcoa

A,Π but the encryp-

tion scheme of Π̃ uses a truly random string instead of the pseudorandom string to en-
crypt the message. This encryption scheme is now identical to the one time pad. Hence
Pr[A wins PrivKcoa

A,Π̃] = 1
2 .

Now we construct a distinguisher D for the pseudorandom generator G.

• D receives a string s from the challenger. This string may be truly random or pseudo-
random, unknown to D.

• D plays a game with the adversary A as described below.
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• A sends two strings m0 and m1 to D.

• D chooses a random bit b, computes s⊕mb and sends it to A.

• A outputs b′.

• If b = b′, D outputs 1 else it outputs 0.

Suppose the challenger sent a truly random string s. Then the game between D and
A is PrivKA,Π̃. So Pr[b = b′|s is truly random] = 1/2. Suppose the challenger sent the
output of the pseudorandom generator G, the the game between D and A is PrivKcoa

A,Π. So

Pr[b = b′|s is pseudorandom] > 1
2 + 1

q(n) for infinitely many n.

Hence |Pr[D(G(s)) = 1]−Pr[D(r) = 1]| > 1/2 + 1/q(n)− 1/2 > 1/q(n) for infinitely many
n. Hence the probability of distinguishing is not negligible. This implies that G is not a
pseudorandom generator.

Thus Π is not COA-Secure =⇒ G is not a PRG. Since G is a PRG, Π is COA-secure.

4 Multi-message COA-Security

The above notion of CO-security captured the adversary who eavesdrops on the channel
between the sender and receiver and tries to get some information about the message. While
the adversary could see only one cipher text in the previous model, in reality, he has access
to the channel for much longer and can hence listen to multiple messages. This notion of
security is captured by the following game and definition:

The game PrivKcoa−mult
A,Π (1n) is played between a challenger and an adversary, both PPT

machines. The adversary picks two sets of strings M0 = 〈m0,1,m0,2, ...,m0,t〉 and M1 =
〈m1,1,m1,2, ...,m1,t〉 and sends them to the challenger. The challenger then chooses a ran-
dom bit b and sends the encrypted cipher text C = Enc(Mb) = 〈Enc(mb,1),Enc(mb,2), ...,Enc(mb,t)〉.
The adversary then guesses b′. If b = b′, the adversary wins and otherwise the adversary
loses.

Definition 4.1 (COA-Multiple Security). A symmetric key encryption scheme (Gen,Enc,Dec)
is said to be ciphertext-only-attack multiple message secure if for all PPT algorithms
A, there exists a negligible function negl(.) such that Pr[A wins in PrivKcoa−mult

A,Π (1n)] <
1
2 + negl(n).

A natural question to ask is if the two notions of security above are actually equivalent or
one is stronger than the other. It is easy to observe that the single message security is a
special case of multiple message security with t = 1. The converse is not true though. By
allowing multiple messages, an adversary still may not be able to get any information about
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the individual messages. However he can still learn somethings about the combination of
the multiple messages. A break for the encryption scheme above is sketched below.

Consider an adversary A that chooses M0 = 〈x, x〉 and M1 = 〈x, y〉 for some two strings x
and y such that Enc(x) 6= Enc(y). When the challenger sends C = 〈c1, c2〉, A outputs 0 if
〈c1 = c2〉 and 1 otherwise. The adversary’s output is always right by the choice of M0 and
M1.

The above break works for any scheme where the encryption of the message 〈x, x〉 is of
the form 〈c1, c1〉. In particular, any deterministic encryption algorithm fails the multiple
messages security definition. This calls for randomized encryption algorithms.
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