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Review

From our discussion of perfect secrecy, we know that the notion of perfect secrecy has two
inherent limitations:

1. The key in any perfectly secret encryption scheme, must be as long as the message
being encrypted.

2. The key in any perfectly secret encryption scheme, can only be used to encrypt a
single message securely.

In previous lecture, we’ve seen how we can circumvent the first limitation by relaxing
the notion of perfect secrecy, and moving to a definition of computational secrecy.

In particular, we discussed the proof of security of indistinguishability based definition of
Ciphertext only attack i.e. the pseudo one time pad. It allows parties to securely encrypt
a very long message using a short key. For this we briefly discussed a construction of PRG
using OWF and harcore bit. Then we used this PRG to design a Symmetric Key Encryption
Scheme. Later we proved that π is a fixed length CO-secure SKE provided G is a PRG.

But the scheme π, still has the second limitation i.e. the key can only be used securely to
encrypt a single message. Reason for this is the same as for the case of the one time pad.
Thus, we concluded that the notion of Multiple-message CO-Security is stronger than the
notion of Single-message CO-security

Overview

How can we circumvent the second limitation? For this, firstly we would like to develop an
appropriate security definiton. Recall that Security definitions have two parts-

• Security Goal

• Threat Model

We will keep the Security Goal same, but strengthen the Threat Model.

Until now we have considered a relatively weak adversary who only passively eavesdrops
on the communication between two honest parties. In this lecture, we formally introduce
a more powerful type of adversarial aatack, called chosen-plaintext attack (CPA). The
definition of break remains the same, but the adversary’s capabilities are strengthened.
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Chosen Plaintext Attack

The basic idea behind a chosen-plaintext attack is that the adversary A is allowed to ask
for encryptions of multiple messages that it chooses ”on the fly” in an adaptive manner.
This is formalized by allowing A to interact freely with an encryption oracle, viewed as a
”black-box” that encrypts messages of A’s choice (these encryptions are computed using
the secret key k unknown to A).

We first define an experiment for any private-key encryption scheme π = (Gen,Enc,Dec),
any adversary A, and any value n for security parameter:

The CPA indistinguishability experiment PrivKcpa
A,π(n):

1. A random key is generated by running Gen(1n).

2. The adversary A is given input (1n) and oracle access to Enck(.), and outputs a pair
of messages m0, m1 of the same length.

3. A random bit b← {0, 1} is chosen, and then a ciphertext c← Enck(mb) is computed
and given to A. We call c the challenge ciphertext.

4. The adversary A continues to have oracle access to Enck(.), and outputs a bit b′.

5. The output of the experiment is defined to be 1 if b = b′, and 0 otherwise. (In case
PrivKcpa

A,π(n) = 1, we say that A succeeded.)

Definition 1
A private-key encryption scheme π = (Gen,Enc,Dec) has indistinguishable encryptions

under a chosen-plaintext attack (or is CPA-secure) if for all probabilistic polynomial-time
adversaries A there exists a negligible function negl such that-

Pr[PrivKcpa
A,π(n) = 1] ≤ 1

2 + negl(n)

♦
Remark : Any scheme that is secure under chosen-plaintext attacks is clearly secure in

the presence of an eavesdropping adversary. This holds because PrivKco is a special case
of PrivKcpa where the adversary doesnt use its oracle at all.

NOTE : For CPA-Secure Encryption Scheme, always randomized encryption must be
used.
Consider the following attacker A:

• Obtain c0 = Enck(m0) and c1 = Enck(m1) using chosen plain text attack

• Output m0, m1 and get challenge ciphertext c

• If c = c0 output ’0’; if c = c1 output ’1’

• A succeeds with probability 1.

This attack only works if encryption is deterministic.
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Constructing CPA-Secure Encryption Schemes

We will construct encryption schemes that are secure against chosen-plaintext attacks. For
this we need to search the ingredients for the scheme. Note that:

• We need ”fresh” randomness for each run of Enc algorithm i.e. outputs different
ciphertext on each run for same message.

• At the same time we want to use ”single” key.

For this we introduce the important notion of pseudorandom functions. Informally, a
pseudo-random function ”looks like” a random function to a computationally bounded
entity. As in our earlier discussion of pseudorandomness, it does not make much sense to
say that any fixed function f : {0, 1}n → {0, 1}n is pseudorandom (in the same way that
it makes little sense to say that any fixed function is random). Thus, we must refer to the
pseudorandomness of a distribution on functions.

Before we discuss about PRFs, let’s discuss about Truely Random Function (TRF). In-
formally TRFs are the functions whose output behavior is completely unpredictable. Thus
given an input, it randomly assigns one element from the co-domain as the output & every
element from the co-domain is a possible image with equal probability.

Lets define Funcn be all functions mapping {0, 1}n to {0, 1}n

How big is Funcn? We can represent a function in Funcn using n.2n bits. This is because
we need not to save the domain (input) of the function as it is redundant and just acts as an
index starting from 0 to 2n−1. Thus, we get that- |Funcn| = 2n.2

n
Note that this is doubly

exponential in our parameter n. But still it is a finite set. It does not make sense to talk
about any fixed function being pseudorandom, thus we look instead at Keyed Functions

Keyed Functions

Let F : {0, 1}n × {0, 1}n → {0, 1}n be an efficiently computable function, where the first
input is called the key and denoted k, and the second input is just called the input.

We will assume that F is length-preserving so that the key, input, and output lengths
of F are all the same; i.e., we assume that the function F is only defined when the key k
and the input x have the same length, in which case |F (k, x)| = |x| = |k|. So choosing a
uniform key k ∈ {0, 1}n is equivalent to choosing the function Fk : {0, 1}n → {0, 1}n i.e. F
defines a distribution over functions in Funcn
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TRF vs PRF

For simplicity, consider functions from {0, 1}n to {0, 1}n. Let-
Funcn = {f1, f2, ....f2n.2n} is the family of all such functions. A function chosen uniformly
at random from this is a TRF.
Funcn = Fk1 , ....Fk2n is the family of the keyed functions with key length n. A function
chosen uniformly at random from the above is a PRF.

Clearly |Funcn| � |Funcn|

Indistinguishability game for PRF

We can’t formalise the notion of a PRF, the way we formalised PRG, i.e. Give F (table)
either uniformly sampled from Funcn or Funcn to PPT distinguisher D and ask if it is a
TRF or PRF. This doesn’t work since the description of the function is of exponential size.
Instead we give D, the oracle access to either a TRF or PRF and ask ”tell us who you
are interacting with?” If S can’t tell apart the behavior of the function Fk (for a uniformly
random k) from a truely random function f : {0, 1}n → {0, 1}n, then we say that f is a
PRF. Note that D is allowed to query adaptively the oracle at any point x, in response to
which the oracle returns the value of the function evaluated at x. Also it is allowed to make
only polynomial number of queries.

Definition 2
Let F : {0, 1} × {0, 1}∗ → {0, 1}∗ be an efficient, length-preserving, keyed function. We

say F is a pseudorandom function if for all probabilistic polynomial-time distinguishers D,
there exists a negligible function negl such that:

|Pr[DFk(.)(1n) = 1]− Pr[Dfn(.)(1n) = 1]| ≤ negl(n)

where k{0, 1}n is chosen uniformly at random and fn is chosen uniformly at random from
the set of functions mapping n-bit strings to n-bit strings.
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♦

Fixed-length CPA-Secure Encryption from PRF

Let F be a pseudorandom function. Define a private-key encryption scheme π for messages
of length n as follows:

• Gen: on input 1n , choose uniform k ∈ {0, 1}n and output it.

• Enc: on input a key k ∈ {0, 1}n and a message m ∈ {0, 1}n, choose uniform r ∈ {0, 1}n
and output the ciphertext c := 〈r, Fk(r)⊕m〉.

• Dec: on input a key k ∈ {0, 1}n and a ciphertext c = 〈r, s〉 , output the plaintext
message m := Fk(r)⊕ s.

Theorem 1 If Fk is a pseudorandom function, then scheme π which is a fixed length private
key encryption scheme with security parameter n, has indistinguishable encryptions under
a chosen-plaintext attack.

Proof : The proof here follows a general paradigm for working with PRFs. First, we
analyze the security of the scheme in an idealized world where a truly random function fn
is used in place of Fk, and show that the scheme is secure in this case. Next we, claim
that if the scheme were insecure when Fk was used this would imply the possibility of
distinguishing Fk from a truly random function.

Let π = (Gen,Enc,Dec) be an encryption scheme that is exactly the same as π =
(Gen,Enc,Dec) except that a truly random function fn used in place of Fk. That is
Gen(1n) chooses a random function fn ← Funcn, and Enc encrypts just like Enc except
that fn is used instead of Fk. (This is not a practical encryption scheme because it is not
efficient. Nevertheless, this is a mental experiment for the sake of the proof, and is well
defined for this purpose.)

Claim 2 For every adversary A that makes at most q(n) queries to its encryption oracle,
we have

Pr[PrivKcpa
A,π̄(n) = 1] ≤ 1

2
+
q(n)

2n
(1)

To see this, recall that every time a message m is encrypted (either by encryption
oracle or when the challenge ciphertext in experiment PrivKcpa

A,π̄(n) is computed), a random
r ∈ {0, 1}n is chosen and ciphertext is set equal to 〈r, fn(r)⊕m〉. Let r∗ denotes the random
string used when generating the challenge ciphertext c = 〈r∗, fn(r∗)⊕mb〉. There are two
subcases:

1. The value r∗ is used by the encryption oracle to answer at least one of As queries:
In this case, A may easily determine which of its messages was encrypted. This is
so because whenever the encryption oracle returns a ciphertext 〈r, s〉 in response to
a request to encrypt the message m, the adversary learns the value of fn(r) (since
fn(r) = s⊕m).
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However, since A makes at most q(n) queries to its oracle and each oracle query is
answered using a value r chosen uniformly at random, the probability of this event is
at most q(n)/2n.

2. The value r∗ is never used by the encryption oracle to answer any of A’s queries: In
this case, A learns nothing about the value of fn(r∗) from its interaction with the
encryption oracle (since fn is a truly random function). That means that, as far as A
is concerned, the value fn(r∗) that is XORed with mb is chosen uniformly at random,
and so the probability that A outputs b′ = b in this case is exactly 1/2 (as in the case
of one-time pad).

Let Repeat denote the event that r∗ is used by the encryption oracle to answer at least
one of A′s queries. We have:

Pr[PrivKcpa
A,π̄(n) = 1] = Pr[PrivKcpa

A,π̄(n) = 1 ∧Repeat] + Pr[PrivKcpa
A,π̄(n) = 1 ∧Repeat]

≤ Pr[Repeat] + Pr[PrivKcpa
A,π̄(n) = 1 | Repeat]

≤ q(n)

2n
+

1

2

as stated in Equation 1.

Now fix some PPT adversary A and define the function ε by

ε(n) = Pr[PrivKcpa
A,π(n) = 1]− 1

2
(2)

The number of oracle queries made by A is upper bounded by its running-time. Since A
runs in polynomial-time, the number of oracle queries it makes is upper bounded by some
polynomial q(.). Note that Equation 1 also holds with respect to this A. Thus, at this
point, we have the following:

Pr[PrivKcpa
A,π̄(n) = 1] ≤ 1

2
+
q(n)

2n

and

Pr[PrivKcpa
A,π(n) = 1] =

1

2
+ ε(n)

If ε(n) is not negligible, then the difference between these is not negligible, either.
Intuitively, such a gap (if present) would enable us to distinguish the pseudorandom function
from a truly random function. Formally, we prove this via reduction.
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We use A to construct a distinguisher D for the pseudorandom function F . The distin-
guisher D is given oracle access to some function, and its goal is to determine whether this
function is pseudorandom (i.e., equal to Fk for randomly-chosen k ← {0, 1}n ) or random
(i.e., equal to fn for randomly- chosen fn ← Funcn ). To do this, D emulates the CPA
indistinguishability experiment for A (in a manner described below), and observes whether
A succeeds or not. If A succeeds then D guesses that its oracle must be a pseudorandom
function, while if A does not succeed then D guesses that its oracle must be a random
function. In detail:

Distinguisher D:

D is given as input 1n and has access to an oracle O.

1. Run A(1n). Whenever A queries its encryption oracle on a message m, answer this
query in the following way:

(a) Choose r ← {0, 1}n uniformly at random.

(b) Query O(r) and obtain response s′.

(c) Return the ciphertext 〈r, s′ ⊕m〉 to A

2. When A outputs messages m0,m1 ∈ {0, 1}n, choose a random bit b ← {0, 1} and
then:

(a) Choose r ← {0, 1}n uniformly at random.

(b) Query O(r) and obtain response s′.

(c) Return the challenge ciphertext 〈r, s′ ⊕mb〉 to A

3. Continue answering any encryption oracle queries of A as before. Eventually, A out-
puts a bit b′ . Output 1 if b = b′, and output 0 otherwise.

The key points are as follows:

1. If D′s oracle is a pseudorandom function, then the view of A when run as a subroutine
by D is distributed identically to the view of A in experiment PrivKcpa

A,π(n). This
holds because a key k is chosen at random and then every encryption is carried out
by choosing a random r, computing s′ = Fk(r) and setting the ciphertext equal to
〈r, s′ ⊕m〉, exactly as in construction of scheme π. Thus,

Pr[DFk(.)(1n) = 1] = Pr[PrivKcpa
A,π(n) = 1],

where k ← {0, 1}n is chosen uniformly at random in the above.
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2. If D′s oracle is a random function, then the view of A when run as a subroutine by
D is distributed identically to the view of A in experiment PrivKcpa

A,π̄(n). This can
be seen exactly as above, with the only difference being that a random function fn is
used instead of Fk.

Thus,

Pr[Dfn(.)(1n) = 1] = Pr[PrivKcpa
A,π̄(n) = 1],

where fn ← Funcn is chosen uniformly at random in the above.

Since F is a pseudorandom function and D runs in probabilistic polynomial time, there
exists a negligible function negl such that

|Pr[DFk(.)(1n) = 1]− Pr[Dfn(.)(1n) = 1]| ≤ negl(n)

Combining this with the above observations and Equations (1) and (2), we have that

negl(n) ≥ |Pr[DFk(.)(1n) = 1]− Pr[Dfn(.)(1n) = 1]|

= |Pr[PrivKcpa
A,π(n) = 1]− Pr[PrivKcpa

A,π̄(n) = 1]|

≥ Pr[PrivKcpa
A,π(n) = 1]− Pr[PrivKcpa

A,π̄(n) = 1]

≥ 1

2
+ ε(n)− 1

2
− q(n)

2n

≥ ε(n)− q(n)

2n

from which we see that ε(n) ≤ negl(n)+q(n)/2n. Since q is polynomial this means that
ε is negligible, completing the proof.

CPA Security for multiple encryptions

Claim 3 Any private-key encryption scheme that has indistinguishable encryptions under
a chosen-plaintext attack also has indistinguishable multiple encryptions under a chosen-
plaintext attack.

This is a significant technical advantage of the definition of CPA security, since it suffices
to prove that a scheme is secure for a single encryption and we then obtain for free that it
is secure for multiple encryptions as well.
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Pseudorandom Permutation (PRP)

We define keyed permutation F to be pseudorandom in a manner analogous to definition
keyed functions but with two differences. First, we require that Fk (for randomly chosen k)
be indistinguishable from a random permutation rather than TRF. The second difference
is more significant, and is motivated by the fact that cryptographic schemes using a keyed
permutation may utilize the inverse F−1

k in addition to Fk . Thus, we require Fk to be
indistinguishable from a random permutation even if the distinguisher is given oracle access
to the inverse of the permutation. Formally:

Definition 3 Let F : {0, 1}n×{0, 1}n → {0, 1}n be an efficient keyed permutation. We say
F is a pseudorandom permutation if for all probabilistic polynomial-time distingushers D,
there exists a negligible function negl such that:

|Pr[DFk(.)(1n) = 1]− Pr[Dfn(.)(1n) = 1]|

where k ← {0, 1}n is chosen uniformly at random and fn is chosen uniformly at random
from the set of permutations on n-bit strings. ♦

Definition 4 Let F : {0, 1}n × {0, 1}n → {0, 1}n be an efficient keyed permutation. We
say F is a strong pseudorandom permutation if for all probabilistic polynomial-time distin-
gushers D, there exists a negligible function negl such that:

|Pr[DFk(.),F−1
k (.)(1n) = 1]− Pr[Dfn(.),f−1

n (.)(1n) = 1]|

where k ← {0, 1}n is chosen uniformly at random and fn is chosen uniformly at random
from the set of permutations on n-bit strings. ♦

A pseudorandom permutation can be used in place of a pseudorandom function in any
cryptographic construction. This is due to the fact that to any polynomial-time observer,
a pseudorandom permutation cannot be distinguished from a pseudorandom function. In-
tuitively this is due to the fact that a random function fn looks identical to a random
permutation unless a distinct pair of values x and y are found for which fn(x) = fn(y)
(since in such a case the function cannot be a permutation). The probability of finding such
points x, y using a polynomial number of queries is, however, low.

Proposition : If F is a pseudorandom permutation then it is also a pseudorandom
function.
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Different modes for CPA-Security for arbitrary-length mes-
sages

let π = (Gen,Enc,Dec) be a fixed length CPA-Secure scheme based on PRF/PRP/SPRP.
Suppose we have a message m of length ln, where n be the block length and l be the number
of blocks in the message.

Theoretical Construction

As discussed in the Claim 3, any CPA-secure fixed length encryption scheme automatically
yields a CPA-secure encryption scheme for messages of arbitrary length. Applying this
approach to the fixed length scheme we have just constructed the encryption of a message
m = m1, ...,ml where each mi is an n-bit block is given by

〈r1, Fk(r1)⊕m1, r2, Fk(r2)...., rl, Fk(rl)⊕ml〉

We have:

Corollary 4 If F is a pseudorandom function, the scheme sketched above is a private-
key encryption scheme for arbitrary-length messages that has indistinguishable encryptions
under a chosen-plaintext attack.

Efficiency of the scheme

The extension of CPA-secure encryption scheme to arbitrary-length messages in the corol-
lary above, has the drawback that the length of the ciphertext is (at least) double the length
of the plaintext. This is because each block of size n is encrypted using an n-bit random
string which must be included as part of the ciphertext. Further, we will show how long
plaintexts can be encrypted more efficiently.

Block Cipher Mode of encryptions

A mode of operation is essentially a way of encrypting arbitrary-length messages using a
block cipher (i.e. pseudorandom permutation).

Given: A length preserving block cipher F (may be a PRF/PRP/SPRP) with block
length n and messages consist of l blocks.

Goal: We want to encrypt a message m = m1,m2, ....ml using F with ciphertext
length as small as possible and with randomness as less as possible.

We present 4 modes of operation and discuss their characterstics using the following
criteria : Randomness used, Ciphertext expansion, Parallelizable ciphertext computation,
Randomness reusability, Minimal assumption & CPA security. We’ll present a Table in the
end comparing the criteria satisifed by these modes.
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(a) Electronic Code Book (ECB) mode

This is the most naive mode of operation possible. For a given plaintext m = m1,m2, ...,ml:
Encryption: Ciphertext is obtained by ”encrypting” each block separately i.e. ci =
Fk(mi).
Decryption: Done in obvious way i.e. using the fact that F−1

k is efficiently computable.
Parallelization: Yes, as shown in the figure.

We’ll talk further about this scheme in the end as it is an insecure scheme and should not
be used.

(b) Cipher Block Chaining (CBC) Mode

Encryption: Enck(m1, ...ml)
- Choose random IV ← {0, 1}n
- For i = 1 to l :
-ci = Fk(mi ⊕ ci−1)
-Output final ciphertext 〈IV, c1.c2, ..., cl〉

We stress that the Initial Vector, IV is not kept secret and is sent in the clear part of
ciphertext. This is crucial so that decryption can be carried out since without IV , it will
be impossible for the recipient to obtain the first plaintext block.

Importantly, encryption in CBC mode is probabilistic. Thus if F is a pseudorandom
permutation, then CBC-mode encryption is CPA-secure.

Decryption: for i=1 to l ; mi = F−1
k (ci)⊕ ci−1 as it assumes that Fk is SPRP
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Parallelization: No, the encryption must be carried out sequentially because the ci-
phertext block ci is needed in order to encrypt the plaintext block mi+1. However decryption
can be carried out in parallel.

Initial Vector(IV) Misuse in CBC mode

One may be tempted to think that it suffices to use a distinct IV (rather than a random
IV ) for every encryption; e.g., first use IV = 1 and then increment the IV by one each
time. This may help us save the randomness used.
Unfortunately this version of CBC mode is not CPA-Secure.

Also, one may want to use the last ciphertext of previous block act as the IV for next
encryption. This may help to save bandwidth and randomness saving.
This construction have been used in SSL 3.0 and TLS 1.0. However a famous attack known
as Beast Attack has been carried out successfully on SSL and TLS which shows that the
Chained CBC mode (Stateful variant CBC mode) is not secure.

Moral : Standard crypto schemes should not be modified during use even if the modifi-
cations look benign.

(c) Output Feedback (OFB) Mode

This mode is a way of using a block cipher to generate a pseudorandom stream that is then
XORed with the message.
Encryption : Enck(m1, ...ml)
- Choose random IV ← {0, 1}n
- Set r0 = IV
- For i = 1 to l : ri = Fk(ri−1)
- Finally each block of plaintext is encrypted as ci = mi ⊕ ri
Decryption : mi = F (yi−1)⊕ ci
As in CBC mode, the IV is included in the clear as part of ciphertext in order to enable
decryption; in contrast to CBC mode, here it is not required that F be invertible (thus it
need not even be a permutation).
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Parallelization : Encryption and Decryption must be carried out sequentially; on the
other hand, this mode has the advantage that the bulk of the computation (namely, compu-
tation of the pseudorandom stream) can be done independently of the actual message to be
encrypted. So, it may be possible to prepare a stream ahead of time using pre-processing,
after which point the encryption of the plaintext (once it is known) is incredibly fast.

Interesting fact about this version is that it’s chained mode is also CPA-Secure.

(d) Counter Mode

This mode of operation is less common than CBC mode, but has a number of advantages.
As with OFB, counter mode can also be viewed as a way of generating a pseudorandom
stream from a block cipher.
Encryption : Enck(m1, ...ml)
- Choose random ctr ← {0, 1}n
- Set c0 = ctr
- For i = 1 to l : ci = mi ⊕ Fk(ctr + i)
- Output c0, c1, ...cl
Decryption : Once again the decryption does not require F to be invertible, or even a
permutation. Also a specified ciphertext block can be decrypted by one invocation of F ,
without decrypting anything else. This property is called random access
Parallelization: Encrytpion and Decryption both algorithms can be parallelized and, as
with OFB mode, it is possible to generate pseudorandom stream ahead of time, indepen-
dently of message.
The above features make counter mode a very attractive choice.
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Table comparing the modes of CPA encryption schemes

Schemes→
Criteria ↓ Theoretical ECB mode CBC mode OFB mode CTR mode

Randomness
usage

n/Block =
kn

No random-
ness

n n n

Ciphertext
Expansion

2n/Block =
kn

kn kn+ n kn+ n kn+ n

Ciphertext
Computation
Parallelizable

Yes Yes No
No(but
precom-
putable)

Yes

Randomness
reusability

No – – Yes Yes

Minimal
assumption
(PRF/ PRP/
SPRP)

PRF SPRP SPRP PRF PRF

CPA Security Yes No Yes Yes Yes

Some Practical Issues with the above modes:

1. IV Misuse :
As CBC, OFB and CTR mode use a random IV . The IV has the effect of randomizing
the encryption process, and ensures that (with high probability) the block cipher is
evaluated i.e. each invocation of F is on a new input that was never used before.
This is important as we know that if an input to the block cipher is used more than
once then security can be violated. In the case of counter mode and OFB mode, the
same pseudorandom string will be XORed with two difference plaintext blocks which
a serious security breach. However, in CBC mode, the effect is not that serious. As
after blocks, inputs to F will diverege (as blocks of message m is also part of the
input). Solution against IV misuse is:
- Use CBC mode
- Or use stateful/chained OFB/CTR mode (in which the final value used to encrypt
some message is used as IV for encrytping the message)

Interestingly, this shows that it is not only the key length of a block cipher that is
important in evaluating its security, but also its block length.

2. Block/IV length in practice :
Take a hypothetical situation such that block length supported by F is of size 1. In
CTR mode, IV will be a uniformly chosen string of 1 bit length. Thus by Birthday
paradox, we can infer that after 21/2 encryptions, IV will repeat with a constant
probability. Thus if I is too short, then even if F is SPRP we get impractical security.
This threat is so severe and serious that well known encryption scheme DES with
IV = 64 bits gets its IV repeated after 232 encryptions. Thus after approximately
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32 GB of plaintexts, IV has to be reused. Thus such scheme must not be used as for
large applications 32 GB is not huge data.

Conclusion

In this lecture we learned the notion of Chosen-Plaintext Attack. We formally defined
the CPA indistinguishability experiment and we constructed a single message CPA-secure
encryption scheme using PRFs. We formally defined Pseudo Random Functions and Per-
mutations and proved the above scheme secure given a secure PRF. We got to know that
single message CPA-secure encryption is equivalent to multiple message CPA-secure encryp-
tion scheme and we discussed the theoretical (but inefficient) construction for extending the
constructed single message encryption scheme to multiple message CPA-secure encryption
scheme. In the end, we discussed 4 modes of operations for encryption of arbitrary length
messages i.e. ECB, CBC, OFB and CTR mode & some related practical issues to their
implementation.

Some fun stuff :

ECB mode was standardized in 1977, before people really had a good idea of security notions
that are used nowadays. It may happen that you may counter this mode in practice, but as
we know, this scheme is deterministic, thus it is not CPA-secure. Even worse, ECB-mode
encryption does not have indistinguishable encryptions in the presence of an eavesdropper,
even if only used once. Thus, for two same plaintext blocks mi and mj , it will show two
same blocks of ciphertext. Thus for longer ciphertext, an attacker can tell when there are
repeated blocks in the plain text. Thus ECB mode should therefore never be used. Here’s
a great demonstration for that:

Here we have an image that we have encrypted using ECB mode.One can easily notice
that although parts of the image are obscured, we can clearly see that the image itself is not
being hidden completely, and there’s a lot of information about the original image being
revealed in a ciphertext. This is just an indication of the problems that can arise from the
fact that repeated blocks of plain text, can be detected as repeated blocks of ciphertext.

Figure : An illustration of dangers of using ECB mode. The middle figure is an
encryption of the image on the left using ECB mode. The figure on the right is an

encryption of the same image using a secure mode.

3-15


