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1 Introduction

A hash function is a many-to-one function, that maps strings of arbitrary length to the
strings of fixed length. The output string of the hash functions are also called digest. The
primary requirement of hash functions is to avoid collisions.

Definition (collision) : A collision is a pair of x1 and x2 such that x1 6= x2 and
h(x1) = h(x2). In this case we say that x1, x2 collide.

In general |domain(h)| � |co−domain(h)| and collisions exist i.e. ∃x1 6= x2 : h(x1) = h(x2).
But as far as the probability of finding collisions is negligible, we are fine with it. For this
purpose to be fulfilled the cryptographic hash functions are modelled as being ”unpre-
dictable”.

Formal definition of a hash function is as follows:

Definition (Hash Function) : A Hash function is a pair of PPT algorithms (Gen, h),
satisfying the following properties -

• Gen : A PPT algorithm that takes security parameter (1n) as its input and outputs
a key k.

• h : A PPT algorithm that takes as input the key k and a string x ∈ {0, 1}∗ and
outputs a string h(x) ∈ {0, 1}l(n).

When h(x) is defined for inputs of fixed length such that |x| > l(n), then h is also called
Compression Function.

The following levels of guaranties are expected from a hash function depending upon the
requirements:

1. Collision-Resistance : Collision Resistance means that given the description of h
(key k is provided to adversary), it is infeasible for the adversary to come up with two
distinct strings x1 and x2 such that h(x1) = h(x2).
To illustrate it further, let us define an experiment named Hash − CRA,π(n), where
π = (Gen, h).

Experiment Hash− CRA,π(n) :

• A key k is generated using Gen(1n) and sent to the Adversary A.
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• Adversary A outputs x1, x2.

• The output of the experiment is 1 if h(x1) = h(x2) (i.e. A wins), otherwise the
experiment outputs 0 (i.e. A looses).

The hash function π is said to be Collision-Resistant Hash Function if ∀A, ∃ a negli-
gible function negl(n) such that

Pr[Hash− CRA,π(n) = 1] ≤ negl(n)

2. Second Pre-image Resistance : Second Pre-image Resistance means that given
the description of hash function and a uniformly chosen x, it is infeasible for the ad-
versary to come up with x

′
such that h(x

′
) = h(x)

let us define an experiment Hash− SPRA,π(n) as follows :

Experiment Hash− PRA,π(n) :

• A key k is generated using Gen(1n).

• x is chosen at random

• k and x are sent to the Adversary A.

• Adversary A outputs x
′
.

• The output of the experiment is 1 if h(x
′
) = h(x) (i.e. A wins), otherwise the

experiment outputs 0 (i.e. A looses).

The hash function π is said to be Second Pre-image Resistant Hash Function if ∀A,
∃ a negligible function negl(n) such that

Pr[Hash− SPRA,π(n) = 1] ≤ negl(n)

3. Pre-image resistance : To understand Pre-image resistance, we define an experi-
ment Hash− PRA,π(n).

Experiment Hash− PRA,π(n) :

• A key k is generated using Gen(1n).

• y is chosen at random from the range of hash function

• k and y are sent to the Adversary A.

• Adversary A outputs x.

• The output of the experiment is 1 if h(x) = y (i.e. A wins), otherwise the
experiment outputs 0 (i.e. A looses).

7-2



The hash function π is said to be Pre-image Resistant Hash Function if ∀A, ∃ a
negligible function negl(n) such that

Pr[Hash− PRA,π(n) = 1] ≤ negl(n)

Collision-Resistance is the strongest among all three definition defined above.

1.1 Relations between different types of securities

Theorem : If π is a Collision Resistant hash function then π is also Second Pre-image
Resistant.

Proof : The proof is through reduction. Suppose π is not Second Pre-image resistant
then ∃ an adversary ASPR such that

Pr[Hash− SPRASPR,π(n) = 1] = ε(n)

where ε(n) is non-negligible.
We can create an adversary ACR using ASPR to find a collision in π as follows:

• ACR gives its own input k and a randomly chosen x1 to ASPR as input.

• ACR outputs x1 and the output of ASPR (say x2).

Thus, ACR succeeds with probability same as ASPR as h(x1) = h(x2). Which is a contra-
diction.
Hence, π is also Second Pre-image resistant given it is collision-resistant.

The theorem is not true the other way i.e. There can be Hash functions which are sec-
ond pre-image resistant but not collision-resistant. One of such construction is as follows:
let h : {0, 1}m → {0, 1}n be a second pre-image resistant hash function. Now we define a
new function g : {0, 1}m → {0, 1}n as follows :

g(x) = 0n, (ifx = 0morx = 1m)

= h(x), otherwise.

g is not second pre-image resistant only if randomly chosen x is either 0m or 1m, which
happens with probability 1/2m−1 only. So the overall probability that g is not second pre-
image resistant is 1/2m−1 + negl(n) = neg(n).
But g is not collision resistant as adversary can always output 0m and 1m and win with
probability 1.

Note : A hash function may be second pre-image resistant but not collision resistant.

Similarly, a pre-image resistant hash function does not always mean that it is also sec-
ond pre-image resistant. A construction is as follows:
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Let h : {0, 1}m → {0, 1}n be a pre-image resistant hash function. Now we define a new
function g : {0, 1}m → {0, 1}n as follows :

g(x0, x1, ...., xm−1) = h(x0, x1, ...., 0)

if probability that collision is found in h is negl(n) then the probability that g is not pre-
image resistant is at most 2.negl(n). Hence g is pre-image resistant.
g is not second pre-image resistant as given a x and g(x), it is trivial to find out x

′
such

that g(x
′
) = g(x). x

′
is nothing but same as x with the last bit flipped.

It is also not collision resistant as the adversary can always output x1 and x2, where both
differ only in the last bit and both hash to the same digest.

Note : A hash function may be pre-image resistant but not second pre-image resistant.

Note : A hash function may be pre-image resistant but not collision resistance.

Whether second pre-image resistance implies pre-image resistance or not, depends on the
compression ratio of the hash function.
Let h : {0, 1}m → {0, 1}n be a second pre-image resistant hash function. Now suppose
h is not pre-image resistant i.e. ∃ an adversary APR for computing the pre-image with
non-negligible probability.
Now we try to create an adversaryASPR in order to win the experimentHash−SPRASPR,π(n)
as follows:

• ASPR has been given as input a random x and key k.

• ASPR passes h(x) to APR.

• ASPR outputs the same output as that of APR (say x
′
).

Adversary ASPR succeeds if x
′ 6= x. which depends upon the compression ratio. Lets con-

sider two different cases.
Suppose m = 2n, in this case on average two inputs are mapped to the same output. So
Pr(x

′
= x) = 1/2n ⇒ Pr(x

′ 6= x) = 1− 1
2n which is non-negligible.

Contradiction. Hence, h is second pre-image resistant.

Now consider the case when m = n. then Pr(x
′ 6= x) = 0. Hence Adversary ASPR

does not succeeds. (No Contradiction)
Hence in this case, second pre-image resistance does not imply pre-image resistance.

Note : A second pre-image resistant hash function may or may not be pre-image resistant.
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2 Constructing hash Functions

Our goal is to construct the hash functions for arbitrary length inputs. Suppose we want
to construct a hash function H : {0, 1}∗ → {0, 1}l(n).
We construct these hash functions in 2 stages as follows:

• Construct a Hash function h : {0, 1}l
′
(n) → {0, 1}l(n) such that l

′
(n) > l(n).

• Use domain extension to use this function for arbitrary length inputs.

Note : This tells that compressing by one bit is as hard (easy) as compressing by arbitrary
number of bits.

2.1 Merkle-Damgard transform

Merkle-Damgard transform tells how a fixed length hash function can be transformed to an
arbitrary length hash function.
Let (Gen,h) be a fixed length hash function such that h : {0, 1}2n → {0, 1}n, the construction
of an arbitrary length function (Gen, H) is as follows:

• Gen : remains unchanged.

• H : Follow the steps mentioned below :

– Set B = l
n . Pad x with zeros so that its length is a multiple of n. Parse the

padded result as the sequence of n-bit blocks x1, ....xB.

– Set xB+1 = L.

– set z0 = 0n.

– For i = 1, 2, ....B + 1, compute zi = h(zi−1||xi).
– output zB+1.
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2.2 Security Of Merkle-Damgard transform :

Theorem : If (Gen, h) is a collision resistant hash function for messages of length 2n, then
(Gen,H) is a collision resistant Hash Function for arbitrary length messages.

Proof : Proof of the theorem again goes by contradiction.
Suppose, Merkle-Damgard Transformation does not yields a collision resistant hash func-
tion i.e. there are two different messages x = (x1, x2, ...., xB, L) and x

′
= x

′
1, x

′
2, ....., x

′

B′ , L
′

of lengths L and L
′

respectively, such that H(x) = H(x
′
).

Now there can be two cases as follows :

• Case-1 : L 6= L
′

In this case, the last step of the computation of H(x) is h(ZB||L), and That of the
computation of H(x

′
) is h(Z

′

B′ ||L
′
). Since H(x) = H(x

′
) it follows that h(ZB||L) =

h(Z
′

B′ ||L
′
). However, L 6= L

′
and so ZB||L and Z

′

B′ ||L
′

are two different strings that
collide under h.
Hence, a contradiction.

• Case-2 : L = L
′

This means that B = B
′
. Let Z0, Z1, ...., ZB be the intermediate values defined for

the computation of H(x). Define Ii = (xi||Zi−1) and I
′
i = (x

′
i||Z

′
i−1) be the inputs for

the ith invocation of h and N be the largest index with IN 6= I
′
N (Since L = L

′
but

x 6= x
′
, so there is certainly an i with xi 6= x

′
i so such an N always exists).

By the maximality of N , ZN = Z
′
N and so h(IN ) = h(I

′
N ) even though IN 6= I

′
N .

Again a Contradiction.

Hence, in both the cases, a collision in H gives a collision in h, which is a contradiction.
Thus, (Gen,H) must be a collision resistant Hash function for arbitrary length messages.

Now we have so far seen how a fixed length hash function can be transformed into a
hash function for arbitrary length i.e. Domain Extension. It constitute the stage-2 of our
construction. Lets see how we can construct compression functions (hash function for fixed
length messages), the stage-1 of our construction.

2.3 Devis-Meyer Construction

Here we are given a Strong pseudo random permutation F : {0, 1}n × {0, 1}l → {0, 1}l and
our goal is to construct a fixed length hash function h : {0, 1}l+n → {0, 1}l.

Attempt-1 : Lets consider an input to h as x = (z, k) such that |x| = l+n, |z| = l, |k| = n.
We can feed z as an input to SPRP F with key k and get the output of the hash function
as h(x) = F (k, z).
Is h a collision resistant hash function ?
NO, collision can be easily found as follows:

x = z||k ⇒ h(x) = F (k, z)⇒ z
′

= F−1(k
′
, F (k, z))⇒ x

′
= z

′ ||k′
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Attempt-2 : In order to prevent the attacks of type we just saw, we can make the following
modification to our hash function.

h(x) = F (k, z)⊕ z

Previous attacks fail on this construction with a very high probability. But there does not
exist any formal proof for it to be collision resistant under PRF/PRP/SPRP assumption.
It is believed to be collision resistant though.

2.4 Practical constructions of Hash Functions

• MD5

– 128-bit output; designed in 1991 and believed to be secure (collision-resistant)

– Completely broken in 2004 by Chinese crypt analysts; collision can be found in
less than a minute on a desktop PC

• Secure Hash Algorithm (SHA) Family

– Standardized by NIST. Got two flavors SHA-1 and SHA-2

– First a fixed-length compression function designed from a block cipher

– In the second stage, the Merkle-Damgard transformation is applied

– Special block ciphers designed for the stage I.

• SHA-3 (Keccak)

– Winner of the NIST competition for hash functions.

– Construction very different from previous constructions.

– For stage I uses an un-keyed permutation of block length 1600 bits.

– For stage II uses a new approach called sponge construction.

3 Message Authentication Code using Hash Functions

As we have already seen that message Authentication Code can be used to ensure that the
message received was initiated by the original Sender. We have also seen two constructions
of MAC for arbitrary length messages. The first of which was generic and constructed using
the fixed length MAC but inefficient. The second construction was based on CBC mode of
encryption and called as CBC-MAC. Now we will construct MAC using the Hash functions.
This approach is called Hash-and-MAC.
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3.1 Hash-and-MAC

The main idea behind using the hash function for the construction of MAC for arbitrary
length messages is that we first hash the message to a fixed length message and then the
fixed length MAC can be applied to that message.
Let πMAC = (MAC,V rfy) be a MAC for fixed length l(n) and (Gen,h) be a collision
resistant hash function for arbitrary length messages. Then we construct a MAC π

′
MAC =

(Gen
′
,MAC

′
, V rfy

′
) for arbitrary length messages as follows:

• Gen′
: it chooses a uniform k ∈ {0, 1}n and run Gen(1n) in order to find s. Now the

new key is k
′

=< k, s >.

• MAC
′

: it takes as input the key < k, s >, a message min{0, 1}∗ and output t =
MACk(h(m)).

• V rfy′
: It take as input the key < k, s >, the message min{0, 1}∗, the tag t and

outputs the same as V rfyk(h(m), t).

Note : s is used as the key of hash function h(.).

3.2 Security of Hash-and-MAC

Let A
′

be the adversary that tries to generate a message, tag pair (m∗, t∗) such that
V rfy(m∗, t∗) = 1 and m∗ /∈ Q, where Q is the set of messages queried by the adver-
sary A

′
during the training phase.

The Adversary A
′

can only succeed in the experiment MAC − FORGE
A′ ,π

′
MAC

(n) (i.e. in

finding a valid message, tag pair) under two following conditions:

• Case-1 : There is a message mi ∈ Q such that h(mi) = h(m∗) and so MAC
′
(mi) =

MAC
′
(m∗) = ti.

• Case-2 : There is NO messagemi ∈ Q such that h(mi) = h(m∗) and still V rfy(m∗, t∗) =
1.

Let Coll be the event that the case-1 occurs. Then,

Pr(MAC − FORGE
A′ ,π

′
MAC

(n) = 1)

= Pr(MAC−FORGE
A′ ,π

′
MAC

(n) = 1∧Coll)+Pr(MAC−FORGE
A′ ,π

′
MAC

(n) = 1∧Coll)
≤ Pr(coll) + Pr(MAC − FORGE

A
′
,π

′
MAC

(n) = 1 ∧ Coll)

We consider an algorithm C(s is implicitly considered an key input to h) to find out the
collision as follows :

• choose a uniform k ∈ {0, 1}n.

• run A
′
(1n). When A

′
requests a tag on the ith message, compute ti = MACk(h(mi))

and give it to A
′
.
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• whenever A
′

outputs (m∗, t∗) then if ∃i such that h(m∗) = h(mi), output (m∗,mi).

When the input to C is generated by running Gen(1n) to obtain s, the view of A
′

when
run as a subroutine of C is identically distributed to the view of A

′
in the experiment

MAC − FORGE
A′ ,π

′
MAC

(n). As C outputs the collisions whenever it occurs, so

Pr(Hash− CollC,(Gen,h)(n) = 1) = Pr(Coll) = negligible

Since (Gen,h) is a collision resistant hash function.

Now we prove that Pr(MAC − FORGE
A′ ,π

′
MAC

(n) = 1 ∧ Coll) is negligible. For this

we consider the following adversary A :

• compute Gen(1n) and obtain s.

• When A
′

requests a tag on the message mi, obtain a tag ti on h(mi) from the MAC
oracle and give it to A

′
.

• when A
′

outputs (m∗, t∗), A outputs (h(m∗), t∗).

Clearly A runs in polynomial time. the view of A
′

when run as a subroutine by A is
distributed identically to its view in experiment MAC−FORGE

A′ ,π
′
MAC

(n). Furthermore,

whenever both (MAC−FORGE
A′ ,π

′
MAC

(n) = 1) and Coll do not occur, A outputs a valid

forgery. ”Coll” did not occur means that h(m∗) was never asked by A to its own MAC
oracle and so this is indeed a forgery. Therefore,

Pr(MAC − FORGEA,πMAC
(n) = 1) = Pr(MAC − FORGE

A′ ,π
′
MAC

(n) = 1 ∧ Coll)

which is also negligible, since πMAC is secure MAC for fixed length messages. Thus,

Pr(MAC − FORGE
A′ ,π

′
MAC

(n) = 1)

≤ Pr(coll) + Pr(MAC − FORGE
A′ ,π

′
MAC

(n) = 1 ∧ Coll)
= neglible+ negligible
= negligible.

i.e. Pr(MAC − FORGE
A′ ,π

′
MAC

(n) = 1) ≤ negligible.
Hence π

′
MAC is a secure MAC for the messages of arbitrary length.

4 Key Management/Agreement

Till now we have seen that in order to encrypt and decrypt a message, there is always a need
of the key, which should be known to both the parties i.e. sender as well as the receivers.
Depending upon the applications, There are several ways to maintain keys.
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• maintaining keys by personal meeting and agreeing on several keys. This is common
in military applications where several keys are embedded in a secure hardware and
distributed to the users.

• or, by using some ”secure courier” services.

The Problem in both the ways given above is that we are assuming that secure channel is
available for key passing. Which may not be the case in many scenarios.

Other ways to obtain our objective of sharing the keys can be to depend on a Trusted
Key Distribution Center (KDC). This is generally used in universities and colleges etc. But
here also, we have the assumptions that the secure channel is available and that the KDC
is trusted.

We will see that it is also possible for the parties to establish the keys over a completely
public-unsecure channel. Whitfield Diffie and Martin Hellman in 1976 showed how
two parties can publicly establish a secret-key even if the communication channel is com-
pletely unsecure and the eavesdropper can monitor the entire conversation. This mechanism
is named as Diffie-Hellman Key Exchange Protocol and is based on the Finite cyclic groups
of prime order.

In order to understand this key exchange protocol and other public key cryptography algo-
rithms, we will need some background in modular arithmetic. Which we discus in the next
section.

4.1 Modular Arithmetic Background

Modular Arithmetic is central to the public key cryptography. So before running into the
details of public key cryptography, it would be a nice exercise to revise the basic of modular
arithmetic.
Let Z denote the set of all the integers. if a and N > 1 are to integers in Z then [amodN ]
refers to the remainder we get, when a is divided by N .

Proposition : Given a and N , there always exist integers q and r such that a = q.N + r,
where 0 ≤ r ≤ (N − 1).
Here r = [amodN ].

If a ∈ Z, then the element [amodN ] is unique i.e. there always exists a unique map-
ping f : Z → {0, 1, ...., N − 1}.

Definition (Reduction modulo N) : The mapping of an integer a ∈ Z to {0, 1, ...., N−1}
is called Reduction modulo N.

In order to do the reduction modulo N, we can always imagine a clock with the marks
0,1,....,N-1 over it. Now [a mod N] can be computed as follows:
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• a is positive : start counting from 0 in the clock in a clock-wise direction and stop
after counting a times. The mark where you stop will be [a mod N].

• a is negative : start counting from 0 in the clock in an anti clock-wise direction and
stop after counting a times. The mark where you stop will be [a mod N].

Definition (Congruence modulo N) : If [amodN ] = [bmodN ], then a is congruent
to b (modulo N) and we write it as a = bmodN .
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