
E0 235 : Cryptography Question Set

Tutorial 3

Instructor: Arpita Patra Feb 21, 2016

Question 1

Let f, g be length-preserving one-way functions (so, e.g., |f(x)| = |x|). For each of the
following functions f ′, decide whether it is necessarily a one-way function (for arbitrary
f, g) or not. If it is, prove it. If not, show a counterexample.

(a) f ′(x)
def
= f(x)

⊕
g(x).

(b) f ′(x)
def
= f(x)||g(x).

(c) f ′(x1||x2)
def
= f(x1)||g(x2).

Question 2

Let f be a length-preserving one-way function. Let bit(i, x)
def
= xi, the ith bit of x (defined

for 1 ≤ i ≤ |x|).

(a) Prove that the function f ′ defined by

f ′(x) = f(x)||bit(1, x)||1

is one-way, but that the predicate bit(1, ·) : {0, 1}∗ → {0, 1} is not hard-core for f ′.

(b) Construct a function g that is one-way, but such that no bit of the input is hard-core.

Question 3

Prove that if there exist one-way functions, then there exists a one-way function f such
that for every n, f(0n) = 0n. Provide a full (formal) proof of your answer.

Question 4

Show a CPA-secure private-key encryption scheme but is not CCA-secure.

Question 5

Show that if a one-to-one function has a hard-core predicate, then it is one-way.
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