
E0 235 : Cryptography Question Set

Tutorial 2

Instructor: Arpita Patra Jan 13, 2017

Question 1

Prove or refute: For every encryption scheme that is perfectly secret it holds that for every
distribution over the message space M , every m,m′ ∈M , and every c ∈ C:

Pr[ M = m | C = c ] = Pr[ M = m′ | C = c ].

Question 2

When using the one-time pad (Vernam’s cipher) with the key k = 0l, it follows that
Enck(m) = k ⊕ m = m and the message is effectively sent in the clear! It has there-
fore been suggested to improve the one-time pad by only encrypting with a key k 6= 0l

(i.e., to have Gen choose k uniformly at random from the set of non-zero keys of length l).
Is this an improvement? In particular, is it still perfectly secret? Prove your answer. If
your answer is positive, explain why the one-time pad is not described in this way. If your
answer is negative, reconcile this with the fact that encrypting with 0l doesn’t change the
plaintext.

Question 3

Bob is establishing an account with Alice, a discount on-line broker. He wants his trading to
be private. Since both Alice and Bob have heard that the one-time pad (a.k.a. the Vernam
cipher) is a very secure cryptosystem they generate a 96-bit-long random pad k for Bob to
use in the future for encrypting all his future buy/sell orders to Alice.
They agree on the following format for each order: first, Bob writes down a single character,
either ‘B’ for ‘Buy’ or ‘S’ for ‘Sell.’ Then he puts a single space, followed by a five-digit
decimal number for the number of shares he wants to buy or sell (if he doesn’t need to
use all five digits, he puts zeros in the front). Finally, he puts another space followed by
the four-letter ticker symbol of the stock he wants to buy or sell (if not all four letters are
needed, he puts spaces in the front). Thus, for example, “B 00100 MSFT” means “Buy 100
shares of Microsoft” and “S 25000 GOGL” means “Sell 25,000 shares of Google.”

(a) Are the orders securely encrypted, that is, can an eavesdropper Eve obtain any in-
formation about whats being traded from observing the messages from Bob to Alice?
Why or why not?

(b) Suppose now an eavesdropper Eve is replaced by an attacker Moe who can not only
read the ciphertexts, but also modify them in transit. However, Bob sends only one
order to Alice using k. If it is a buy order, can Moe change it to a sell order? Can
Moe change the order if he doesn’t know whether its buy or sell? Why or why not?
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Question 4

Modify the one-time pad so that keys are used twice. That is, let the key-space K be
such that first a key k′ is uniformly chosen from {0, 1}`/2 and then the key is defined by
k = k′||k′ , where “||” denotes concatenation. (In addition, define M = C = {0, 1}`.)
Prove that this scheme is not perfectly secure by showing that the Lemma stating that
∀m0,m1 ∈M,∀c ∈ C,

P r[C = c | M = m0] = Pr[C = c | M = m1]

does not always hold.

Question 5

Consider the following definition of perfect secrecy for the encryption of two messages.
An encryption scheme (Gen,Enc,Dec) over a message space M is perfectly-secret for two
messages if for all distributions over M, all m,m′ ∈ M, and all c, c′ ∈ C with Pr[C =
c ∧ C ′ = c′] > 0:

Pr[M = m ∧M ′ = m′ | C = c ∧ C ′ = c′] = Pr[M = m ∧M ′ = m′],

where m and m′ are sampled independently from the same distribution overM. Prove that
no encryption scheme satisfies this definition.
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