
E0 235 : Cryptography Question Set

Tutorial 3

Instructor: Arpita Patra Jan 20, 2017

Question 1

Suppose an algorithm G is a pseudorandom generator. Let G be the following algorithm,
on input seed s, run G(s) to get w, then negate every bit of w to get w (i.e., for bit i,
wi = 1− wi), and output the result. Prove G is a pseudorandom generator.

Question 2

Suppose algorithms G1 and G2 are pseudorandom generators. Let G3 be the following
algorithm: on input s, G3 runs G1(s) to get w1, runs G2(s) to get w2, and outputs the
concatenation of the two strings: w3 = w1 || w2. Show that G3 is not necessarily a pseudo-
random generator. (Hint: Use what you proved in Question 1.)

Question 3

Let G be a pseudorandom generator where |G(s)| > 2|s|.

(a) Define G′(s) = G(s1 . . . sn/2), where s = s1 . . . sn. Is G′ necessarily a pseudorandom
generator?

(b) Define G′(s) = G(s0|s|). Is G′ necessarily a pseudorandom generator?

Question 4

Definition 1 A private-key encryption scheme π = (Gen,Enc,Dec) has indistinguishable
encryptions in the presence of an eavesdropper, or is EAV-secure, if for all probabilistic
polynomial-time adversaries A there is a negligible function negl such that, for all n,

Pr[PrivKeav
A,π(n) = 1] ≤ 1

2
+ negl(n)

where the probability is taken over the randomness used by A and the randomness used
in the experiment (for choosing the key and the bit b, as well as any randomness used by
Enc). ♦

Prove that the above definition cannot be satisfied if π can encrypt arbitrary length mes-
sages and the adversary is not restricted to output equal length messages in experiment
PrivKeav

A,π
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Hint: Let q(n) be a polynomial upper-bound on the length of the ciphertext when π is used
to encrypt a single bit. Then consider an adversary who outputs m0 ∈ {0, 1} and a uniform
m1 ∈ {0, 1}q(n)+2.

Question 5

Let f, g be length-preserving one-way functions (so, e.g., |f(x)| = |x|). For each of the
following functions f ′, decide whether it is necessarily a one-way function (for arbitrary f ,
g) or not. If it is, prove it. If not, show a counterexample.

(a) f ′(x) = f(x)⊕ g(x)

(b) f ′(x1||x2) = f(x1) || g(x2)
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