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Insert Delete Search

Unsorted array Θ 1 Θ 𝑛 Θ 𝑛

Sorted array Θ 𝑛 Θ 𝑛 Θ log 𝑛

Doubly Linked list Θ 1 Θ 1 Θ 𝑛
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 In the last lecture, we discussed several elementary

data structures such as arrays, matrices, stacks, queues,

linked lists, rooted trees.

 These data structures help us store dynamic sets and

support dictionary operations such as insert, delete

and search.

 Question. Is there a data structure that supports

insertion, deletion, search – all in 𝛩 1 time?

 A direct-address table, and more generally, a hash

table provide such effective data structures.
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functions, which are used to implement hash tables.

 Although search for an element in a hash table can

take Θ 𝑛 in the worst case, the expected (average) time

to search for an element is Θ 1 if “nice” hash

functions are used to implement hash tables.



Today’s lecture

 In today’s lecture, we’ll discuss hash tables and hash

functions, which are used to implement hash tables.

 Although search for an element in a hash table can

take Θ 𝑛 in the worst case, the expected (average) time

to search for an element is Θ 1 if “nice” hash

functions are used to implement hash tables.

 Indeed, hashing performs extremely well in practice. The

built-in dictionaries of Python are implemented using

hash tables.
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or slot, corresponds to a key in the universe 𝑈.
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Direct-address tables

 Direct addressing is a simple technique that works

well when the universe 𝑈 of keys is small.

 Suppose that an application needs a dynamic set in

which each element has a distinct key from the

universe 𝑈 = 0,1,… ,𝑚 − 1 , where 𝑚 is small.

• Each of the dictionary

operations takes Θ 1 time.



Direct-address tables:  Downside

 The downside of direct addressing is apparent: if the

universe 𝑈 is large, storing a table 𝑇 of size 𝑈 may

be impractical.

 Furthermore, the set 𝐾 of keys actually stored may be

so small relative to 𝑈 that most of the space

allocated for 𝑇 would be wasted.



Direct-address tables:  Downside

 The downside of direct addressing is apparent: if the

universe 𝑈 is large, storing a table 𝑇 of size 𝑈 may

be impractical.

 Furthermore, the set 𝐾 of keys actually stored may be

so small relative to 𝑈 that most of the space

allocated for 𝑇 would be wasted.

 When the 𝐾 is small relative to 𝑈 , hash tables

become an effective alternative to direct-addressing.

 The storage requirement reduces to Θ 𝐾 and a

search takes 𝑂 1 time in the expected (average) case.
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stored in slot 𝑘, but with hashing, we use a hash

function ℎ:𝑈 → 0,1,… ,𝑚 − 1 to compute the slot

number from the key 𝑘, so that the element goes into

slot ℎ 𝑘 of a hash table 𝑇 0:𝑚 − 1 .
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Hash tables

 With direct addressing, an element with key 𝑘 is

stored in slot 𝑘, but with hashing, we use a hash

function ℎ:𝑈 → 0,1,… ,𝑚 − 1 to compute the slot

number from the key 𝑘, so that the element goes into

slot ℎ 𝑘 of a hash table 𝑇 0:𝑚 − 1 .

 Typically, 𝑚 is much less than 𝑈 . We say that an

element with key 𝑘 hashes to slot ℎ 𝑘 ; in other

words, ℎ 𝑘 is the hash value of key 𝑘.

 Example. A simple, but not particularly good, example

of a hash function is ℎ 𝑘 = 𝑘 mod𝑚.
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Hash tables:  Collisions

 There is one problem: Two keys may hash to the same

slot.We call this situation collision.

 A simple way to resolve collision is called chaining.

 Idea. Each nonempty slot points to a linked list, and all

the elements that hash to the same slot go into the

slot’s linked list.
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Hash tables:  Operations

 There is one problem: Two keys may hash to the same

slot.We call this situation collision.

 A simple way to resolve collision is called chaining.

Obs. The worst-case

runtime for a search is

proportional to the length

of the linked list pointed

to by the slot ℎ 𝑘 .
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Hash tables:  Operations

 There is one problem: Two keys may hash to the same

slot.We call this situation collision.

 A simple way to resolve collision is called chaining.

Question. How do we

control the length of a

linked list?

Answer. By choosing the

hash function ℎ carefully,
we can ensure that the

expected length of a

linked list is small.
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Hash functions

 Question.What makes a hash function good or useful?

 Well, a hash function is good or useful if the lengths

of the linked lists, attached to the slots of the hash

table, are small.

 Question. How do we get such hash functions?

 Issue. We want 𝑚 = Θ 𝐾 ≪ 𝑈 to make a hash

table space efficient. If we use a fixed (static) hash

function, then (by a simple averaging argument) an

adversary can choose a 𝐾 such that all the keys in 𝐾
map to the same slot, thereby making the list size 𝐾 .
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 Question.What makes a hash function good or useful?

 Well, a hash function is good or useful if the lengths

of the linked lists, attached to the slots of the hash

table, are small.

 Question. How do we get such hash functions?

 Idea. Intuitively, if a hash function maps the keys

uniformly and independently at random among the slots

of the hash table, then we expect the lengths of the

linked lists to be small.
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Hash functions

 Question.What makes a hash function good or useful?

 Well, a hash function is good or useful if the lengths

of the linked lists, attached to the slots of the hash

table, are small.

 Question. How do we get random hash functions?

 Idea. If we work with a family of hash functions, then

by picking a hash function ℎ randomly from the family

we can hope that ℎ will keep the expected size of a

list small, thereby keeping search time under control.



Hash function family

 Definition. Let ℋ be a finite family (set) of hash

functions that map a universe 𝑈 of keys into the

range 0,1,… ,𝑚 − 1 .The family ℋ is called

 uniform if for any key 𝑘 ∈ 𝑈 and for any slot 𝑞 ∈
0,1,… ,𝑚 − 1 , Prℎ∈ℋ ℎ 𝑘 = 𝑞 = 1/𝑚.
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 Definition. Let ℋ be a finite family (set) of hash

functions that map a universe 𝑈 of keys into the

range 0,1,… ,𝑚 − 1 .The family ℋ is called

 uniform if for any key 𝑘 ∈ 𝑈 and for any slot 𝑞 ∈
0,1,… ,𝑚 − 1 , Prℎ∈ℋ ℎ 𝑘 = 𝑞 = 1/𝑚.

 universal if for any two distinct keys 𝑘1, 𝑘2 ∈ 𝑈 ,

Prℎ∈ℋ ℎ 𝑘1 = ℎ 𝑘2 ≤ 1/𝑚.

 𝑑-independent if for any distinct keys 𝑘1, … , 𝑘𝑑 ∈
𝑈 and for any slots 𝑞1, … , 𝑞𝑑 (not necessarily

distinct) Prℎ∈ℋ ℎ 𝑘𝑖 = 𝑞𝑖 , ∀𝑖 ∈ 𝑑 = 1/𝑚𝑑.
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 Obs. Let ℋ be a 𝑑 -independent family of hash

functions for 𝑑 ≥ 2 , i.e., for any distinct keys

𝑘1, … , 𝑘𝑑 ∈ 𝑈 and for any slots 𝑞1, … , 𝑞𝑑 ,

Prℎ∈ℋ ℎ 𝑘𝑖 = 𝑞𝑖 , ∀𝑖 ∈ 𝑑 = 1/𝑚𝑑 . Then, ℋ is

both a uniform and universal family of hash functions.

 Thus, 2-independent (a.k.a. pairwise independent)

hash function families are both uniform and universal,

i.e.,Pr ℎ 𝑘 = 𝑞) = 1/𝑚, and for 𝑘1 ≠ 𝑘2,

Pr ℎ 𝑘1 = ℎ 𝑘2 = 1/𝑚.



Hash function family

 Obs. Let ℋ be a 𝑑 -independent family of hash

functions for 𝑑 ≥ 2 , i.e., for any distinct keys

𝑘1, … , 𝑘𝑑 ∈ 𝑈 and for any slots 𝑞1, … , 𝑞𝑑 ,

Prℎ∈ℋ ℎ 𝑘𝑖 = 𝑞𝑖 , ∀𝑖 ∈ 𝑑 = 1/𝑚𝑑 . Then, ℋ is

both a uniform and universal family of hash functions.

 Let us now discuss the usefulness of uniform,

universal and 𝑑-independent hash function families.
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 Let 𝐾 = 𝑛 be the number of keys being stored in a

hash table with 𝑚 slots. If ℋ is a uniform hash

function family, then for any key 𝑘 ∈ 𝐾 and for any
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Uniform hash function family

 Let 𝐾 = 𝑛 be the number of keys being stored in a

hash table with 𝑚 slots. If ℋ is a uniform hash

function family, then for any key 𝑘 ∈ 𝐾 and for any

slot 𝑞 ∈ 0,1,… ,𝑚 − 1 , Prℎ∈ℋ ℎ 𝑘 = 𝑞 = 1/𝑚.

 Typically, we choose 𝑚 > 𝑛 and hence the load

factor 𝑛/𝑚, which is the expected length of a list, is

less than 1 if the hash function family ℋ is uniform.
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 For an arbitrarily fixed 𝑘 ∈ 𝐾, let 𝑛𝑘 be the size of the

list that 𝑘 belongs to. For ℓ ∈ 𝐾\ 𝑘 , let the indicator

variable 𝑦ℓ = 1 iff ℎ ℓ = ℎ 𝑘 .
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Universal hash function family

 If ℋ is a universal hash function family, then for any

two distinct 𝑘1, 𝑘2 ∈ 𝑈, Prℎ∈ℋ ℎ 𝑘1 = ℎ 𝑘2 ≤ 1/𝑚.

 For an arbitrarily fixed 𝑘 ∈ 𝐾, let 𝑛𝑘 be the size of the

list that 𝑘 belongs to. For ℓ ∈ 𝐾\ 𝑘 , let the indicator

variable 𝑦ℓ = 1 iff ℎ ℓ = ℎ 𝑘 .

 Then, 𝑛𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ + 1, and 𝐸 𝑛𝑘 ≤ 𝑛 − 1 /𝑚 +

1 as 𝐸 𝑦ℓ = Pr 𝑦ℓ = 1 ≤ 1/𝑚.

 Thus, for any arbitrarily fixed 𝑘, the expected length of

the list that 𝑘 belongs to is Θ 1 if the hash family ℋ
is universal and 𝑚 > 𝑛.



Universal hash function family

 Suppose ℋ is a universal hash function family and

𝑚 = 2𝑛.Then,𝐸 𝑛𝑘 < 1.5 for an arbitrarily fixed 𝑘.

 Then, by Markov’s inequality,Pr 𝑛𝑘 ≥ 150 ≤
1

100
.

 Markov’s inequality. (recall) If X is a nonnegative

random variable and 𝑎 > 0, then Pr 𝑋 ≥ 𝑎 ≤
𝐸 𝑋

𝑎
.
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 Suppose ℋ is a universal hash function family and
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.



Universal hash function family

 Suppose ℋ is a universal hash function family and

𝑚 = 2𝑛.Then,𝐸 𝑛𝑘 < 1.5 for an arbitrarily fixed 𝑘.

 Then, by Markov’s inequality,Pr 𝑛𝑘 ≥ 150 ≤
1

100
.

 Suppose, the indicator variable 𝑧𝑘 = 1 iff 𝑛𝑘 ≥ 150.

Then,𝐸 𝑧𝑘 = Pr 𝑧𝑘 = 1 ≤
1

100
.

 Let 𝐵 be the number of 𝑘 ∈ 𝐾 such that 𝑛𝑘 ≥ 150.

Then,𝐵 = σ𝑘∈𝐾 𝑧𝑘. Hence,𝐸 𝐵 ≤
𝑛

100
as 𝐾 = 𝑛.



Universal hash function family

 Suppose ℋ is a universal hash function family and

𝑚 = 2𝑛.Then,𝐸 𝑛𝑘 < 1.5 for an arbitrarily fixed 𝑘.

 Then, by Markov’s inequality,Pr 𝑛𝑘 ≥ 150 ≤
1

100
.

 Suppose, the indicator variable 𝑧𝑘 = 1 iff 𝑛𝑘 ≥ 150.

Then,𝐸 𝑧𝑘 = Pr 𝑧𝑘 = 1 ≤
1

100
.

 Let 𝐵 be the number of 𝑘 ∈ 𝐾 such that 𝑛𝑘 ≥ 150.

Then,𝐵 = σ𝑘∈𝐾 𝑧𝑘. Hence,𝐸 𝐵 ≤
𝑛

100
as 𝐾 = 𝑛.

 By Markov’s inequality,Pr 𝐵 ≥
𝑛

10
≤

1

10
.
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 Suppose ℋ is a universal hash function family and

𝑚 = 2𝑛.Then,𝐸 𝑛𝑘 < 1.5 for an arbitrarily fixed 𝑘.

 Then, by Markov’s inequality,Pr 𝑛𝑘 ≥ 150 ≤
1

100
.

 This means, with probability at least 0.9 over the

random choice of ℎ ∈ ℋ, more than 90% of the keys

𝑘 ∈ 𝐾 belong to lists of length at most 150.



Universal hash function family

 Suppose ℋ is a universal hash function family and

𝑚 = 2𝑛.Then,𝐸 𝑛𝑘 < 1.5 for an arbitrarily fixed 𝑘.

 Then, by Markov’s inequality,Pr 𝑛𝑘 ≥ 150 ≤
1

100
.

 This means, with probability at least 0.9 over the

random choice of ℎ ∈ ℋ, more than 90% of the keys

𝑘 ∈ 𝐾 belong to lists of length at most 150.

 Question. Can we ensure that with high probability

all keys belong to lists of constant size?
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 Let ℋ be a 3-independent hash function family, i.e.,

for any distinct keys 𝑘1, 𝑘2, 𝑘3 ∈ 𝑈 and for any slots

𝑞1, 𝑞2, 𝑞3 , Prℎ∈ℋ ℎ 𝑘𝑖 = 𝑞𝑖 , ∀𝑖 ∈ 3 = 1/𝑚3 .

Suppose,𝑚 = 𝑛2, where 𝑛 = 𝐾 .



𝑑-independent hash function family

 Let ℋ be a 3-independent hash function family, i.e.,
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𝑞1, 𝑞2, 𝑞3 , Prℎ∈ℋ ℎ 𝑘𝑖 = 𝑞𝑖 , ∀𝑖 ∈ 3 = 1/𝑚3 .

Suppose,𝑚 = 𝑛2, where 𝑛 = 𝐾 .

 For an arbitrarily fixed 𝑘 ∈ 𝐾, let 𝑛𝑘 be the size of the

list that 𝑘 belongs to. For ℓ ∈ 𝐾\ 𝑘 , let the indicator

variable 𝑦ℓ = 1 iff ℎ ℓ = ℎ 𝑘 . Let 𝑌𝑘 = 𝑛𝑘 − 1.

 Then, 𝑌𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ , and 𝐸 𝑌𝑘 = 𝑛 − 1 /𝑚 as

𝐸 𝑦ℓ = Pr 𝑦ℓ = 1 = 1/𝑚. (3-independent ⇒ universal)



𝑑-independent hash function family

 Let ℋ be a 3-independent hash function family, i.e.,

for any distinct keys 𝑘1, 𝑘2, 𝑘3 ∈ 𝑈 and for any slots

𝑞1, 𝑞2, 𝑞3 , Prℎ∈ℋ ℎ 𝑘𝑖 = 𝑞𝑖 , ∀𝑖 ∈ 3 = 1/𝑚3 .

Suppose,𝑚 = 𝑛2, where 𝑛 = 𝐾 .

 For an arbitrarily fixed 𝑘 ∈ 𝐾, let 𝑛𝑘 be the size of the

list that 𝑘 belongs to. For ℓ ∈ 𝐾\ 𝑘 , let the indicator

variable 𝑦ℓ = 1 iff ℎ ℓ = ℎ 𝑘 . Let 𝑌𝑘 = 𝑛𝑘 − 1.

 Then, 𝑌𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ , and 𝐸 𝑌𝑘 = 𝑛 − 1 /𝑚 as

𝐸 𝑦ℓ = Pr 𝑦ℓ = 1 = 1/𝑚.

 We’ll show that Pr 𝑌𝑘 ≥ 5 ≤ 1/ 10𝑛 .



𝑑-independent hash function family

 Let ℋ be a 3-independent hash function family, i.e.,

for any distinct keys 𝑘1, 𝑘2, 𝑘3 ∈ 𝑈 and for any slots

𝑞1, 𝑞2, 𝑞3 , Prℎ∈ℋ ℎ 𝑘𝑖 = 𝑞𝑖 , ∀𝑖 ∈ 3 = 1/𝑚3 .

Suppose,𝑚 = 𝑛2, where 𝑛 = 𝐾 .

 For an arbitrarily fixed 𝑘 ∈ 𝐾, let 𝑛𝑘 be the size of the

list that 𝑘 belongs to. For ℓ ∈ 𝐾\ 𝑘 , let the indicator

variable 𝑦ℓ = 1 iff ℎ ℓ = ℎ 𝑘 . Let 𝑌𝑘 = 𝑛𝑘 − 1.

 Then, 𝑌𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ , and 𝐸 𝑌𝑘 = 𝑛 − 1 /𝑚 as

𝐸 𝑦ℓ = Pr 𝑦ℓ = 1 = 1/𝑚.

 By union bound,Pr ∃𝑘 ∈ 𝐾 𝑠. 𝑡. 𝑌𝑘 ≥ 5 ≤ 1/10.



𝑑-independent hash function family

 Let ℋ be a 3-independent hash function family, i.e.,

for any distinct keys 𝑘1, 𝑘2, 𝑘3 ∈ 𝑈 and for any slots

𝑞1, 𝑞2, 𝑞3 , Prℎ∈ℋ ℎ 𝑘𝑖 = 𝑞𝑖 , ∀𝑖 ∈ 3 = 1/𝑚3 .

Suppose,𝑚 = 𝑛2, where 𝑛 = 𝐾 .

 For an arbitrarily fixed 𝑘 ∈ 𝐾, let 𝑛𝑘 be the size of the

list that 𝑘 belongs to. For ℓ ∈ 𝐾\ 𝑘 , let the indicator

variable 𝑦ℓ = 1 iff ℎ ℓ = ℎ 𝑘 . Let 𝑌𝑘 = 𝑛𝑘 − 1.

 Then, 𝑌𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ , and 𝐸 𝑌𝑘 = 𝑛 − 1 /𝑚 as

𝐸 𝑦ℓ = Pr 𝑦ℓ = 1 = 1/𝑚.

 By union bound,Pr ∃𝑘 ∈ 𝐾 𝑠. 𝑡. 𝑛𝑘 ≥ 6 ≤ 1/10.



𝑑-independent hash function family

 Let ℋ be a 3-independent hash function family, i.e.,

for any distinct keys 𝑘1, 𝑘2, 𝑘3 ∈ 𝑈 and for any slots

𝑞1, 𝑞2, 𝑞3 , Prℎ∈ℋ ℎ 𝑘𝑖 = 𝑞𝑖 , ∀𝑖 ∈ 3 = 1/𝑚3 .

Suppose,𝑚 = 𝑛2, where 𝑛 = 𝐾 .

 For an arbitrarily fixed 𝑘 ∈ 𝐾, let 𝑛𝑘 be the size of the

list that 𝑘 belongs to. For ℓ ∈ 𝐾\ 𝑘 , let the indicator

variable 𝑦ℓ = 1 iff ℎ ℓ = ℎ 𝑘 . Let 𝑌𝑘 = 𝑛𝑘 − 1.

 Then, 𝑌𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ , and 𝐸 𝑌𝑘 = 𝑛 − 1 /𝑚 as

𝐸 𝑦ℓ = Pr 𝑦ℓ = 1 = 1/𝑚.

 With probability at least 0.9 all list sizes are ≤ 6.



Bounding Pr 𝑌𝑘 ≥ 5

 For ℓ ∈ 𝐾\ 𝑘 , the indicator variable 𝑦ℓ = 1 iff
ℎ ℓ = ℎ 𝑘 , 𝑌𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ , & 𝐸 𝑌𝑘 = 𝑛 − 1 /𝑚

as 𝐸 𝑦ℓ = Pr 𝑦ℓ = 1 = 1/𝑚. Recall,𝑚 = 𝑛2.

 Chebyshev's inequality. Let 𝑌 be a random variable.

Then, for any 𝑎 > 0, Pr 𝑌 − 𝐸 𝑌 ≥ 𝑎 ≤
𝑉𝑎𝑟 𝑌

𝑎2
.



Bounding Pr 𝑌𝑘 ≥ 5

 For ℓ ∈ 𝐾\ 𝑘 , the indicator variable 𝑦ℓ = 1 iff
ℎ ℓ = ℎ 𝑘 , 𝑌𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ , & 𝐸 𝑌𝑘 = 𝑛 − 1 /𝑚

as 𝐸 𝑦ℓ = Pr 𝑦ℓ = 1 = 1/𝑚. Recall,𝑚 = 𝑛2.

 Chebyshev's inequality. Let 𝑌 be a random variable.

Then, for any 𝑎 > 0, Pr 𝑌 − 𝐸 𝑌 ≥ 𝑎 ≤
𝑉𝑎𝑟 𝑌

𝑎2
.

 Let 𝑌 = 𝑌𝑘, and 𝑎 = 4𝑛. 𝐸 𝑌𝑘 .Then,

Pr 𝑌𝑘 ≥ 1 + 4𝑛 𝐸 𝑌𝑘 ≤
𝑉𝑎𝑟 𝑌𝑘

16𝑛2𝐸 𝑌𝑘
2.



Bounding Pr 𝑌𝑘 ≥ 5

 For ℓ ∈ 𝐾\ 𝑘 , the indicator variable 𝑦ℓ = 1 iff
ℎ ℓ = ℎ 𝑘 , 𝑌𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ , & 𝐸 𝑌𝑘 = 𝑛 − 1 /𝑚

as 𝐸 𝑦ℓ = Pr 𝑦ℓ = 1 = 1/𝑚. Recall,𝑚 = 𝑛2.

 Chebyshev's inequality. Let 𝑌 be a random variable.

Then, for any 𝑎 > 0, Pr 𝑌 − 𝐸 𝑌 ≥ 𝑎 ≤
𝑉𝑎𝑟 𝑌

𝑎2
.

 Let 𝑌 = 𝑌𝑘, and 𝑎 = 4𝑛. 𝐸 𝑌𝑘 .Then,

Pr 𝑌𝑘 ≥ 5 ≤
𝑉𝑎𝑟 𝑌𝑘

16𝑛2𝐸 𝑌𝑘
2 .



Bounding  𝑉𝑎𝑟 𝑌𝑘
 For ℓ ∈ 𝐾\ 𝑘 , the indicator variable 𝑦ℓ = 1 iff
ℎ ℓ = ℎ 𝑘 , 𝑌𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ, & 𝐸 𝑌𝑘 = 𝑛 − 1 /𝑚.

Note that 𝑉𝑎𝑟 𝑌𝑘 = 𝐸 𝑌𝑘
2 –𝐸 𝑌𝑘

2.



Bounding  𝑉𝑎𝑟 𝑌𝑘
 For ℓ ∈ 𝐾\ 𝑘 , the indicator variable 𝑦ℓ = 1 iff
ℎ ℓ = ℎ 𝑘 , 𝑌𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ, & 𝐸 𝑌𝑘 = 𝑛 − 1 /𝑚.

Note that 𝑉𝑎𝑟 𝑌𝑘 = 𝐸 𝑌𝑘
2 –𝐸 𝑌𝑘

2.

 𝐸 𝑌𝑘
2 = 𝐸 σℓ𝑦ℓ

2



Bounding  𝑉𝑎𝑟 𝑌𝑘
 For ℓ ∈ 𝐾\ 𝑘 , the indicator variable 𝑦ℓ = 1 iff
ℎ ℓ = ℎ 𝑘 , 𝑌𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ, & 𝐸 𝑌𝑘 = 𝑛 − 1 /𝑚.

Note that 𝑉𝑎𝑟 𝑌𝑘 = 𝐸 𝑌𝑘
2 –𝐸 𝑌𝑘

2.

 𝐸 𝑌𝑘
2 = 𝐸 σℓ𝑦ℓ

2

= σℓ𝐸 𝑦ℓ
2 + 2σℓ,𝑗;ℓ≠𝑗 𝐸 𝑦ℓ𝑦𝑗



Bounding  𝑉𝑎𝑟 𝑌𝑘
 For ℓ ∈ 𝐾\ 𝑘 , the indicator variable 𝑦ℓ = 1 iff
ℎ ℓ = ℎ 𝑘 , 𝑌𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ, & 𝐸 𝑌𝑘 = 𝑛 − 1 /𝑚.

Note that 𝑉𝑎𝑟 𝑌𝑘 = 𝐸 𝑌𝑘
2 –𝐸 𝑌𝑘

2.

 𝐸 𝑌𝑘
2 = 𝐸 σℓ𝑦ℓ

2

= σℓ𝐸 𝑦ℓ
2 + 2σℓ,𝑗;ℓ≠𝑗 𝐸 𝑦ℓ𝑦𝑗

= σℓ𝐸 𝑦ℓ + 2σℓ,𝑗;ℓ≠𝑗 𝐸 𝑦ℓ 𝐸 𝑦𝑗

 As 𝑦ℓ is a Boolean variable, 𝑦ℓ
2 = 𝑦ℓ.



Bounding  𝑉𝑎𝑟 𝑌𝑘
 For ℓ ∈ 𝐾\ 𝑘 , the indicator variable 𝑦ℓ = 1 iff
ℎ ℓ = ℎ 𝑘 , 𝑌𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ, & 𝐸 𝑌𝑘 = 𝑛 − 1 /𝑚.

Note that 𝑉𝑎𝑟 𝑌𝑘 = 𝐸 𝑌𝑘
2 –𝐸 𝑌𝑘

2.

 𝐸 𝑌𝑘
2 = 𝐸 σℓ𝑦ℓ

2

= σℓ𝐸 𝑦ℓ
2 + 2σℓ,𝑗;ℓ≠𝑗 𝐸 𝑦ℓ𝑦𝑗

= σℓ𝐸 𝑦ℓ + 2σℓ,𝑗;ℓ≠𝑗 𝐸 𝑦ℓ 𝐸 𝑦𝑗

 𝐸 𝑦ℓ𝑦𝑗 = Pr ℎ ℓ = ℎ 𝑗 = ℎ 𝑘 = 1/𝑚2

= Pr ℎ ℓ = ℎ 𝑘 Pr ℎ 𝑗 = ℎ 𝑘 ,

as ℋ is a 3-independent hash function family.



Bounding  𝑉𝑎𝑟 𝑌𝑘
 For ℓ ∈ 𝐾\ 𝑘 , the indicator variable 𝑦ℓ = 1 iff
ℎ ℓ = ℎ 𝑘 , 𝑌𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ, & 𝐸 𝑌𝑘 = 𝑛 − 1 /𝑚.

Note that 𝑉𝑎𝑟 𝑌𝑘 = 𝐸 𝑌𝑘
2 –𝐸 𝑌𝑘

2.

 𝐸 𝑌𝑘
2 = 𝐸 σℓ𝑦ℓ

2

= σℓ𝐸 𝑦ℓ
2 + 2σℓ,𝑗;ℓ≠𝑗 𝐸 𝑦ℓ𝑦𝑗

= σℓ𝐸 𝑦ℓ + 2σℓ,𝑗;ℓ≠𝑗 𝐸 𝑦ℓ 𝐸 𝑦𝑗

 𝐸 𝑦ℓ𝑦𝑗 = Pr ℎ ℓ = ℎ 𝑗 = ℎ 𝑘 = 1/𝑚2

= Pr ℎ ℓ = ℎ 𝑘 Pr ℎ 𝑗 = ℎ 𝑘

= 𝐸 𝑦ℓ 𝐸 𝑦𝑗



Bounding  𝑉𝑎𝑟 𝑌𝑘
 For ℓ ∈ 𝐾\ 𝑘 , the indicator variable 𝑦ℓ = 1 iff
ℎ ℓ = ℎ 𝑘 , 𝑌𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ, & 𝐸 𝑌𝑘 = 𝑛 − 1 /𝑚.

Note that 𝑉𝑎𝑟 𝑌𝑘 = 𝐸 𝑌𝑘
2 –𝐸 𝑌𝑘

2.

 𝐸 𝑌𝑘
2 = σℓ𝐸 𝑦ℓ + 2σℓ,𝑗;ℓ≠𝑗 𝐸 𝑦ℓ 𝐸 𝑦𝑗

 𝐸 𝑌𝑘
2 = σℓ𝐸 𝑦ℓ

2 (by linearity of expectation)



Bounding  𝑉𝑎𝑟 𝑌𝑘
 For ℓ ∈ 𝐾\ 𝑘 , the indicator variable 𝑦ℓ = 1 iff
ℎ ℓ = ℎ 𝑘 , 𝑌𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ, & 𝐸 𝑌𝑘 = 𝑛 − 1 /𝑚.

Note that 𝑉𝑎𝑟 𝑌𝑘 = 𝐸 𝑌𝑘
2 –𝐸 𝑌𝑘

2.

 𝐸 𝑌𝑘
2 = σℓ𝐸 𝑦ℓ + 2σℓ,𝑗;ℓ≠𝑗 𝐸 𝑦ℓ 𝐸 𝑦𝑗

 𝐸 𝑌𝑘
2 = σℓ𝐸 𝑦ℓ

2 (by linearity of expectation)

= σℓ𝐸 𝑦ℓ
2 + 2σℓ,𝑗;ℓ≠𝑗 𝐸 𝑦ℓ 𝐸 𝑦𝑗



Bounding  𝑉𝑎𝑟 𝑌𝑘
 For ℓ ∈ 𝐾\ 𝑘 , the indicator variable 𝑦ℓ = 1 iff
ℎ ℓ = ℎ 𝑘 , 𝑌𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ, & 𝐸 𝑌𝑘 = 𝑛 − 1 /𝑚.

Note that 𝑉𝑎𝑟 𝑌𝑘 = 𝐸 𝑌𝑘
2 –𝐸 𝑌𝑘

2.

 𝐸 𝑌𝑘
2 = σℓ𝐸 𝑦ℓ + 2σℓ,𝑗;ℓ≠𝑗 𝐸 𝑦ℓ 𝐸 𝑦𝑗

 𝐸 𝑌𝑘
2 = σℓ𝐸 𝑦ℓ

2 (by linearity of expectation)

= σℓ𝐸 𝑦ℓ
2 + 2σℓ,𝑗;ℓ≠𝑗 𝐸 𝑦ℓ 𝐸 𝑦𝑗

 𝐸 𝑌𝑘
2 − 𝐸 𝑌𝑘

2 = σℓ 𝐸 𝑦ℓ − 𝐸 𝑦ℓ
2



Bounding  𝑉𝑎𝑟 𝑌𝑘
 For ℓ ∈ 𝐾\ 𝑘 , the indicator variable 𝑦ℓ = 1 iff
ℎ ℓ = ℎ 𝑘 , 𝑌𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ, & 𝐸 𝑌𝑘 = 𝑛 − 1 /𝑚.

Note that 𝑉𝑎𝑟 𝑌𝑘 = 𝐸 𝑌𝑘
2 –𝐸 𝑌𝑘

2.

 𝐸 𝑌𝑘
2 = σℓ𝐸 𝑦ℓ + 2σℓ,𝑗;ℓ≠𝑗 𝐸 𝑦ℓ 𝐸 𝑦𝑗

 𝐸 𝑌𝑘
2 = σℓ𝐸 𝑦ℓ

2 (by linearity of expectation)

= σℓ𝐸 𝑦ℓ
2 + 2σℓ,𝑗;ℓ≠𝑗 𝐸 𝑦ℓ 𝐸 𝑦𝑗

 𝐸 𝑌𝑘
2 − 𝐸 𝑌𝑘

2 = σℓ 𝐸 𝑦ℓ − 𝐸 𝑦ℓ
2

= 𝑛 − 1 ⋅ 1/𝑚–1/𝑚2

= 𝐸 𝑌𝑘 ⋅ 1 − 1/𝑚



Bounding  𝑉𝑎𝑟 𝑌𝑘
 For ℓ ∈ 𝐾\ 𝑘 , the indicator variable 𝑦ℓ = 1 iff
ℎ ℓ = ℎ 𝑘 , 𝑌𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ, & 𝐸 𝑌𝑘 = 𝑛 − 1 /𝑚.

Note that 𝑉𝑎𝑟 𝑌𝑘 = 𝐸 𝑌𝑘
2 –𝐸 𝑌𝑘

2.

 Hence, 𝑉𝑎𝑟 𝑌𝑘 = 𝐸 𝑌𝑘 ⋅ 1 − 1/𝑚 .



Bounding  Pr 𝑌𝑘 ≥ 5

 For ℓ ∈ 𝐾\ 𝑘 , the indicator variable 𝑦ℓ = 1 iff
ℎ ℓ = ℎ 𝑘 , 𝑌𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ, & 𝐸 𝑌𝑘 = 𝑛 − 1 /𝑚.

Note that 𝑉𝑎𝑟 𝑌𝑘 = 𝐸 𝑌𝑘
2 –𝐸 𝑌𝑘

2.

 Hence, 𝑉𝑎𝑟 𝑌𝑘 = 𝐸 𝑌𝑘 ⋅ 1 − 1/𝑚 .

 Therefore,Pr 𝑌𝑘 ≥ 5 ≤
𝑉𝑎𝑟 𝑌𝑘

16𝑛2𝐸 𝑌𝑘
2 =

𝑚−1

16𝑛2𝐸 𝑌𝑘 𝑚



Bounding  Pr 𝑌𝑘 ≥ 5

 For ℓ ∈ 𝐾\ 𝑘 , the indicator variable 𝑦ℓ = 1 iff
ℎ ℓ = ℎ 𝑘 , 𝑌𝑘 = σℓ∈𝐾\ 𝑘 𝑦ℓ, & 𝐸 𝑌𝑘 = 𝑛 − 1 /𝑚.

Note that 𝑉𝑎𝑟 𝑌𝑘 = 𝐸 𝑌𝑘
2 –𝐸 𝑌𝑘

2.

 Hence, 𝑉𝑎𝑟 𝑌𝑘 = 𝐸 𝑌𝑘 ⋅ 1 − 1/𝑚 .

 Therefore,Pr 𝑌𝑘 ≥ 5 ≤
𝑉𝑎𝑟 𝑌𝑘

16𝑛2𝐸 𝑌𝑘
2 =

𝑚−1

16𝑛2𝐸 𝑌𝑘 𝑚

=
𝑚−1

16𝑛2 𝑛−1
=

𝑛+1

16𝑛2
(as 𝑚 = 𝑛2)

≤
1

10𝑛
(assuming 𝑛 ≥ 2).



Pairwise independent hash functions



Pairwise independent hash functions

 We’ll now see an explicit construction of a 2 -

independent (pairwise independent) hash function

family. The idea behind this construction can be

generalized to construct a 𝑑 -independent hash

function family for any 𝑑 ≥ 2.



Pairwise independent hash functions

 Definition. A family ℋ𝑠,𝑡 of hash functions from

0,1 𝑠 to 0,1 𝑡 is pairwise independent if for every

distinct 𝑥, 𝑥’ ∈ 0,1 𝑠 and for every 𝑦, 𝑦’ ∈ 0,1 𝑡,

Prℎ∈ℋ𝑠,𝑡
ℎ 𝑥 = 𝑦 and ℎ 𝑥’ = 𝑦’ = 2−2𝑡.



Pairwise independent hash functions

 Definition. A family ℋ𝑠,𝑡 of hash functions from

0,1 𝑠 to 0,1 𝑡 is pairwise independent if for every

distinct 𝑥, 𝑥’ ∈ 0,1 𝑠 and for every 𝑦, 𝑦’ ∈ 0,1 𝑡,

Prℎ∈ℋ𝑠,𝑡
ℎ 𝑥 = 𝑦 and ℎ 𝑥’ = 𝑦’ = 2−2𝑡.

 Obs. Let ℋ𝑠,𝑡 be a pairwise independent hash

function family. Then, for every 𝑥 ∈ 0,1 𝑠 and 𝑦 ∈
0,1 𝑡, Prℎ∈ℋ𝑠,𝑡

ℎ 𝑥 = 𝑦 = 2−𝑡.

 That is,ℋ𝑠,𝑡 is a uniform family.



Pairwise independent hash functions

 Definition. A family ℋ𝑠,𝑡 of hash functions from

0,1 𝑠 to 0,1 𝑡 is pairwise independent if for every

distinct 𝑥, 𝑥’ ∈ 0,1 𝑠 and for every 𝑦, 𝑦’ ∈ 0,1 𝑡,

Prℎ∈ℋ𝑠,𝑡
ℎ 𝑥 = 𝑦 and ℎ 𝑥’ = 𝑦’ = 2−2𝑡

= Prℎ∈ℋ𝑠,𝑡
ℎ 𝑥 = 𝑦 ⋅ Prℎ∈ℋ𝑠,𝑡

ℎ 𝑥’ = 𝑦’ .



Pairwise independent hash functions

 Definition. A family ℋ𝑠,𝑡 of hash functions from

0,1 𝑠 to 0,1 𝑡 is pairwise independent if for every

distinct 𝑥, 𝑥’ ∈ 0,1 𝑠 and for every 𝑦, 𝑦’ ∈ 0,1 𝑡,

Prℎ∈ℋ𝑠,𝑡
ℎ 𝑥 = 𝑦 and ℎ 𝑥’ = 𝑦’ = 2−2𝑡

= Prℎ∈ℋ𝑠,𝑡
ℎ 𝑥 = 𝑦 ⋅ Prℎ∈ℋ𝑠,𝑡

ℎ 𝑥’ = 𝑦’ .

 Example. Let ℓ > 0 and 𝔽 be the finite field of size 2ℓ.
We can identify 𝔽 with 0,1 ℓ as elements of 𝔽 are

ℓ-bit strings. For 𝑎, 𝑏 ∈ 𝔽, define the function ℎ𝑎,𝑏 as

ℎ𝑎,𝑏 𝑥 = 𝑎𝑥 + 𝑏 for every 𝑥 ∈ 𝔽. Then, ℋℓ,ℓ =

ℎ𝑎,𝑏: 𝑎, 𝑏 ∈ 𝔽 is a pairwise independent hash family.
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 Example. Let ℓ > 0 and 𝔽 be the finite field of size 2ℓ.
We can identify 𝔽 with 0,1 ℓ as elements of 𝔽 are

ℓ-bit strings. For 𝑎, 𝑏 ∈ 𝔽, define the function ℎ𝑎,𝑏 as

ℎ𝑎,𝑏 𝑥 = 𝑎𝑥 + 𝑏 for every 𝑥 ∈ 𝔽. Then, ℋℓ,ℓ =

ℎ𝑎,𝑏: 𝑎, 𝑏 ∈ 𝔽 is a pairwise independent hash family.

 Proof. Let 𝑥, 𝑥’ ∈ 𝔽 be distinct and 𝑦, 𝑦’ ∈ 𝔽. Then,

ℎ𝑎,𝑏 𝑥 = 𝑦 & ℎ𝑎,𝑏 𝑥’ = 𝑦’ iff 𝑎 = 𝑦– 𝑦’ / 𝑥 − 𝑥’

and 𝑏 = 𝑥𝑦’– 𝑥’𝑦 / 𝑥 − 𝑥’ .
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 Example. Let ℓ > 0 and 𝔽 be the finite field of size 2ℓ.
We can identify 𝔽 with 0,1 ℓ as elements of 𝔽 are

ℓ-bit strings. For 𝑎, 𝑏 ∈ 𝔽, define the function ℎ𝑎,𝑏 as

ℎ𝑎,𝑏 𝑥 = 𝑎𝑥 + 𝑏 for every 𝑥 ∈ 𝔽. Then, ℋℓ,ℓ =

ℎ𝑎,𝑏: 𝑎, 𝑏 ∈ 𝔽 is a pairwise independent hash family.

 Proof. Let 𝑥, 𝑥’ ∈ 𝔽 be distinct and 𝑦, 𝑦’ ∈ 𝔽. Then,

ℎ𝑎,𝑏 𝑥 = 𝑦 & ℎ𝑎,𝑏 𝑥’ = 𝑦’ iff 𝑎 = 𝑦– 𝑦’ / 𝑥 − 𝑥’

and 𝑏 = 𝑥𝑦’– 𝑥’𝑦 / 𝑥 − 𝑥’ . Therefore,

Pr𝑎,𝑏∈𝔽(ℎ𝑎,𝑏 𝑥 = 𝑦 & ℎ𝑎,𝑏 𝑥’ = 𝑦’)

= Pr𝑎,𝑏∈𝔽(𝑎 = 𝑦– 𝑦’ / 𝑥 − 𝑥’ & 𝑏 = 𝑥𝑦’– 𝑥’𝑦 / 𝑥 − 𝑥’ )

= 2−2𝑡 (as 𝑎 and 𝑏 are independently chosen).



Pairwise independent hash functions

 Example. Let ℓ > 0 and 𝔽 be the finite field of size 2ℓ.
We can identify 𝔽 with 0,1 ℓ as elements of 𝔽 are

ℓ-bit strings. For 𝑎, 𝑏 ∈ 𝔽, define the function ℎ𝑎,𝑏 as

ℎ𝑎,𝑏 𝑥 = 𝑎𝑥 + 𝑏 for every 𝑥 ∈ 𝔽. Then, ℋℓ,ℓ =

ℎ𝑎,𝑏: 𝑎, 𝑏 ∈ 𝔽 is a pairwise independent hash family.

 Obs. If 𝑠 ≥ 𝑡 , then we can construct a pairwise

independent ℋ𝑠,𝑡 by considering ℋ𝑠,𝑠 as above.

Truncate the output of a function to the first 𝑡 bits.

(Homework)
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 Example. Let ℓ > 0 and 𝔽 be the finite field of size 2ℓ.
We can identify 𝔽 with 0,1 ℓ as elements of 𝔽 are

ℓ-bit strings. For 𝑎, 𝑏 ∈ 𝔽, define the function ℎ𝑎,𝑏 as

ℎ𝑎,𝑏 𝑥 = 𝑎𝑥 + 𝑏 for every 𝑥 ∈ 𝔽. Then, ℋℓ,ℓ =

ℎ𝑎,𝑏: 𝑎, 𝑏 ∈ 𝔽 is a pairwise independent hash family.

 Obs. If 𝑠 ≤ 𝑡 , then we can construct a pairwise

independent ℋ𝑠,𝑡 by considering ℋ𝑡,𝑡 as above.

Generate 𝑡-bit i/p for a function by padding with 0.

(Homework)



Practice problems



Practice Problem 1



Practice Problem 2



Practice Problem 2 (contd.)



Practice Problem 3

Assume that ℎ is randomly chosen from ℋ; the probability is over

the random choice of ℎ. Also, assume that 𝑚 ≠ 𝑚’.



Practice Problem 4


