
This paper gives the Best possible Information Theoretic MPC protocol. Most of the 

information theoretic protocols provides security for dishonest minority. This paper 

introduces a new notion of security, which gives residual security even for dishonest 

majority. 

Notations and Definitions: 

• T ⊆ [𝑛] is a subset of n players.  

• 𝑥 = (𝑥1, … , 𝑥𝑛) is the input of n players.   

• 𝑓 is a function which takes as input 𝑛 Boolean strings and outputs a Boolean 

string. 

Residual function for T and x is an 𝑛′ input function 𝑓 by restricting the input 

variables indexed by [𝑛] \𝑇 to their values in 𝑥. 

Let 𝑥 and 𝑥′ be some inputs which have same values on the inputs corresponding to 

the players in T as well as the residual function for 𝑥 and 𝑥′ takes the same value with 

respect to T. A protocol provides residual security against T if the view of the 

players in T on input 𝑥 is statistically close to the view of the players in T on input 𝑥′ 

 

t-BIT-MPC A MPC protocol is said to be t-BIT-MPC if it satisfies the following 

conditions: 

- Correctness: For all inputs, the protocol outputs the correct value with high 

probability. 

-  Provides Standard Security against T where |𝑇| ≤ 𝑡.  

- Provides Residual Security against T where |𝑇| > 𝑡/ 

 

The building blocks for the BIT MPC are : 

- An n-party NIMPC(non- interactive MPC) protocol Π = {Gen, Msg, Eval} for 

n-input function function 𝑓. 

- An n-party interactive MPC protocol ΨGen for the randomized  Gen function 

of Π. 

- An n-party interactive MPC protocol ΨEval for the  Eval function of Π. 

 

 



Using the protocols, the compiler Φ = Compile(Π, ΨGen, ΨEval) is as follows: 

1. The parties run ΨGen to evaluate Gen; ri is  the output of party Pi 

2. Each party locally computes mi = Msgi(𝑥𝑖 , 𝑟𝑖) 

3. The parties run ΨEval  each using mi as its input to the protocol, to get 

y = Eval(m1. … 𝑚𝑛) 

Analysis: 

The correctness comes from the correctness of the underlying protocols. 

If  ΨGen is correct and provides standard security against T, the Φ  provides (at least) 

residual security against T. From the security of ΨGen, the members in the T can see 

their own randomness and others’ messages . In the worst case ΨEval reveals 𝑚𝑖
′𝑠 of 

the other players. From the NIMPC security of Π ,  both the views are statistically 

close for any two inputs with  values same for the players in T and the same residual 

function relative to T. 

 

If  ΨGen is correct  and ΨEval is correct  and provides standard security against T, the 

Φ  provides standard security against T. Gen is not dependent on the inputs, the 

players in T won’t have any information about the inputs of the other players. The 

Eval function is providing the standard security against T, thus it is not leaking 

anything other than the function output to the players, thus providing the standard 

security against T.  

In fact, they were able to show that it is the best possible security possible for 

dishonest majority. 

Some of the example constructions are given below: 

These constructions use NIMPC with Pairwise Shared Randomness. 

The protocol ΨGen is as follows: For 𝑖 < 𝑗, Party 𝑃𝑖 sends a random value 𝑟𝑖,𝑗  to 

Party 𝑃𝑗.  

Randomness of party 𝑃𝑖 is set as {𝑟𝑘,𝑖: 𝑘 < 𝑖} ∪ {𝑟𝑖,𝑘: 𝑖 < 𝑘} 

This can be easily converted into shares of zero by setting 𝑟𝑖 = Σ𝑘<𝑖𝑟𝑘,𝑖 − Σ𝑖<𝑘𝑟𝑖,𝑘 

for Party 𝑃𝑖 . 

 



 

 

Sum of Parties’ Inputs in a finite Abelian group G 

Parties: 𝑃1, 𝑃2, … 𝑃𝑛 

Input: 𝑥𝑖 ∈ 𝐺 held  by 𝑃𝑖 

Output: Σi=1
𝑛 𝑥𝑖 ∈ 𝐺 

Protocol: 

  𝐺𝑒𝑛: Correlated sharing of 0: 𝑃𝑖 has randomness 𝑟𝑖 . 
  𝑀𝑠𝑔𝑖(𝑥𝑖, 𝑟𝑖): Output 𝑚𝑖 = 𝑥𝑖 + 𝑟𝑖 ∈ 𝐺 

  𝐸𝑣𝑎𝑙(𝑚1, … , 𝑚𝑛): Output Σ𝑖=1
𝑛 𝑚𝑖 ∈ 𝐺 

 

 

 

Or of the Parties’ Inputs  

Parties: 𝑃1, 𝑃2, … 𝑃𝑛 

Input: 𝑥𝑖 ∈ {0,1} held  by 𝑃𝑖 

Output:  𝑂𝑅𝑖=1,…,𝑛𝑥𝑖 

Protocol: 

  𝐺𝑒𝑛: Correlated sharing of 0: 𝑃𝑖 has randomness 𝑟𝑖 . 
  𝑀𝑠𝑔𝑖(𝑥𝑖, 𝑟𝑖): Output 𝑚𝑖 = 𝑟𝑖  𝑖𝑓 𝑥𝑖 = 0, else output 𝑅𝑖 ∈𝑅 ℤ𝑝 

  𝐸𝑣𝑎𝑙(𝑚1, … , 𝑚𝑛): Output 0 𝑖𝑓 Σ𝑖=1
𝑛 𝑚𝑖 = 0 mod p, else output 1. 

 

 


