
Byzantine Agreement is a classical problem in the field of distributed computing and cryptography. 

To understand the problem, consider a set of n players (or nodes) out of which some, say t, players 

can be malicious (or faulty); other players are honest. By malicious we mean that these players can 

behave arbitrarily, deviating from the protocol specification. Now, each party have an input value. 

The problem of byzantine agreement involves ensuring that at the end of the protocol all the honest 

players agree on a value. This is formalized in the terms of desired properties of Agreement and 

Consistency. Agreement requires that all honest players output the same value on terminating, 

while consistency requires that if all honest players started with the same input value they should 

agree on the that value on termination. Byzantine agreement finds numerous applications in 

cryptography.  

 

The byzantine agreement protocol for binary values (BBA*), discussed in this blog, is particularly 

interesting because of its simplicity and the use of simple cryptographic tools, such as signatures 

and hash functions, to achieve the desired goal in an expected constant number of rounds. It is 

assumed that the players are connected via a synchronous and point-to-point network. 

Additionally, a PKI setup is assumed. This protocol provides guarantees against a malicious 

adversary who can decide the order of delivery of the messages to the honest parties. In any given 

round it is allowed to see all the messages sent by the honest players and then decide its  own 

message accordingly. We consider an adversary who can corrupt up to t players (out of n players) 

such that t < n/3. This protocol works for binary values. It can be further extended to arbitrarily 

length inputs using a well known technique of Turpin and Coan [1]. 

 

The main idea behind the protocol is as follows. First, the players send their input value to every 

other player. Now suppose there is a mechanism for the players to unanimously choose a random 

bit c. All players count the number of 0s and the number of 1s received by them in the first round. 

If they see more than 2t+1 0 bits, then they set their output to be 0. Else, in the analogous case, if 

they see 2t+1 1 bits, they set their output to be 1. However, if none of these cases are satisfied then 

they set their output to be the random bit c. This protocol achieves agreement with probability at 

least 1/2. To see why, consider the first case when the honest parties are already in an agreement 

at the start of the protocol, i.e they start with the same input value say b. Hence, all honest parties 

see at least 2t+1 b, and set their output to be b. This gives both agreement and consistency. In the 

other case, when the players are in a disagreement, some of the honest parties might still see 2t+1 

b values, while other honest players see less than 2t+1 b values. (Notice that, it will never be the 

case that one honest player sees 2t+1 bit b values, while, at the same time, some other honest player 

sees 2t+1 values of bit 1-b.) Thus, the former set of honest players output b, while the latter set of 

honest players output c. Since c is a random bit, the honest players are in an agreement with 

probability 1/2.  

 

The challenge is to instantiate this mechanism that allows players to unanimously choose a random 

bit c, with simple cryptographic primitives. It is done using digital signatures and cryptographic 

hash. Let y denote the current iteration of the protocol. This value is publicly known. All players 

also have the knowledge of a common random string denoted by R. Every player Pi, having bit bi, 

sends its signature on R and y (denoted by sigi(R,y)) along with the value while exchanging, i.e the 

ith player sends sigi(R,y)) along with bi. Then, from the set of received signatures, all parties choose 

the player with the smallest value of hash of the signature and set bit c as the least significant bit of 

the hash. For instance, if the player Pi has the minimum value of Hash(sigi(R,y)) among all players, 

then it is chosen as a leader and all players set c = LSB (Hash(sigi(R,y))). It is easy to see that this 

protocol ensures agreement with probability at least 1/3. This is because the probability with which 



the chosen leader turns out to be one of the honest player is 2/3 and the probability with which the 

bit c is equal to the output value set by other honest players (who saw a certain 2t+1 values) is 1/2. 

In the case, when Pi is malicious, it might refrain from sending the signature to some players, or 

might send different signatures to different honest parties so that a different leader is chosen by 

different honest players, leading to a disagreement. Thus we only consider the case when the leader 

is honest. 

 

The steps for the protocol (ConcreteCoin Protocol) are as follows: Each player Pi, 
1. Sends the value vi,sigi(R,y). 

2. Computes the first player, m, such that H(vm) ≤ H(vi) for all players Pi 

3. Sets c to be the least significant bit of H(vm). 

 

Finally, the steps of the protocol (SingleStep Protocol) for binary byzantine agreement are 

as follows: 

1. Every Pi sends bi to all players, including himself. 

2. Execute protocol ConcreteCoin to set bit c. 

3. Every player Pi updates bi as follows: 

• If #(0) ≥ 2t+ 1, then Pi  (re)sets bi to 0 

• Else, if #(1) ≥ 2t+ 1, then Pi (re)sets bi to 1 

• Else Pi (re) sets bi to c. 

 

In order to get better probabilistic guarantee for agreement we can repeat the protocol multiple 

times. However, one problem that the players now face is that they do not know when to terminate. 

This is circumvented by designing the protocol steps in a certain way as given below.  

 

Concretely, the protocol steps for the for any iteration y are as follows (BBA* Protocol): 

 

1. First execute the protocol SingleStep with bit c fixed to 0. 

2. In the second execution of the protocol SingleStep fix bit c to 1. 

3. Finally, in the third execution, obtain c by steps mentioned in ConcreteCoin protocol.  

 

For halting, the modified SingleStep protocol for step 1 in BBA* protocol is as follow. The halting 

condition for step 2 is analogous. There is no halting condition in step 3. Players on halting send 

out a special bit (0* or analogously 1*) to inform other players about termination. 

 

1. Every Pi sends bi to all players, including himself. 

2. Every player Pi updates bi as follows: 

• If #(0) ≥ 2t+ 1, then Pi  (re)sets bi to 0, sends 0*, outputs outi= 0 and HALTS 

• Else, if #(1) ≥ 2t+ 1, then Pi (re)sets bi to 1 

• Else Pi (re) sets bi to c. 

 

In step 2 of BBA*, players halt when they see at leat 2t+1 1*.  

 

Analysis:  BBA* terminates in agreement with high probability. This is evident from a series of 

observations.  

 

Observation 1 : If at some step agreement holds on some bit b, then it continues to hold on the same 

bit b. This is because once all the honest parties are in agreement on bit b, in the next step when all 



parties send their bit to all other parties, each honest will receive at least 2t+1 b values and hence 

are in still in agreement on b at the end of the step. An honest player cannot receive  two different 

2t+1 bits. 

 

Observation 2 : If at some step an honest party halts, all honest parties will be in agreement at the 

end of that step.  

 

Observation 3 : If, at the start of an execution of Step 3 (in BBA* protocol), no player has yet halted 

and agreement has not yet been reached, then, with probability at least 1/3, the players will be in 

agreement at the end of the step. This analysis is similar to what has been previously discussed.  

 

Putting the three observations together, one can see that the protocol satisfies terminates (with 

high probability), satisfies agreement (because of observation 2), and, finally, it guarantees 

consistency. 

 

It is to be noted that using the well known reduction, given by Turpin and Coan [cite], the binary 

byzantine agreement protocol (BBA*) can easily be extended to a byzantine agreement protocol for 

an arbitrary value, tolerating up to n/3 malicious players. 
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