
Optimizing Semi-Honest Secure MPC for Internet 

Results:  

1. First concretely efficiently constant round general MPC implementation without 

honest majority, i.e. protocol is still secure if all but one parties are corrupt. 

2. More efficient BGW based implementation of BMR protocol. 

3. Extending Free-XOR idea to BMR. 

BMR(Beaver-Micali-Rogaway) Protocol: This is based on Garbled Circuit. The idea is that 

encryption done by all the parties. Each party chooses 2 random keys for each wire of the 

circuit. For every gate and each row, encrypt the keys of the output wire using 

corresponding keys of the input wires. 

• Key of each party is encrypted by all the parties. So total number of 

encryption is 𝑂(𝑛2) per gate. 

• Encryption of key of each party must be different, which can be done using 

PRF. 

But the problem is parties could learn wire value from decrypted keys. To take 

care of this point and permute, i.e. for every wire u, parties can generate a secret 

pseudorandom bit 𝜆𝑢 ∈ {0,1} . Define the external value 𝑒𝑢 = 𝜆𝑢 + 𝛼𝑢, where 

𝛼𝑢 is the real value on the wire. This external value is revealed during the 

computation, computation is done on the external values and on output wires, 𝜆 

is made public. 

BMR has constant round complexity because encryption and communication can be done in 

parallel. 

Using protocols with round complexity = 𝑂(𝑑𝑒𝑝𝑡ℎ) to securely compute BMR circuit. 

• On honest majority : use BGW 

• On dishonest majority: use OT-based protocols. 

In the OT based construction it is required to have an OT which can multiply “bit by bit” and 

“string by a bit” and result should be a secret sharing of the multiplication. 

Compute XOR shares of keys to encrypt, involves 2 OT rounds. 

Compute the garbled gates from the shares. 

In the BGW based construction the parties share (in Shamir scheme) the keys, the PRFs, the 

permutation bits, then parties use BGW to compute the ciphertexts. All the encryptions are 

done in parallel, communication complexity for each party is 𝑂(𝑛2).  

 Here fields with characteristic 2 are used, which optimizes the protocol and addition 

becomes XOR. 

  


