
Global-Scale Secure Multiparty Computation 

 

In this paper, the authors present a constant-round protocol for secure evaluation of a Boolean 

circuit in the multi-party setting which is secure against an arbitrary number of malicious 

corruptions. That is, for the evaluation of a Boolean circuit in an n-party setting (P = {P1, P2, 

…, Pn}), the protocol ensures security against up to n-1 maliciously corrupted parties. The 

security against malicious parties is achieved by including in the pre-processing phase, a 

functionality which allows for verifying the authenticity of messages exchanged during the 

actual protocol, by generating MACs on the relevant data. The protocol proposed in the 

paper, follows the garbled circuit approach and allows for the parties to construct the garbled 

circuit in a distributed manner such that n-1 parties act as the garblers and 1 party (say P1 

without loss of generality) acts as the evaluator. 

The protocol consists of 3 phases: function independent pre-processing, function dependent 

pre-processing and online phase. In addition, all the parties in the protocol also have access 

to a functionality Fpre which generates authenticated shares of random bits which are used as 

masks for the wires in the circuit, such that the authenticated bits are XOR homomorphic. 

 

Function Independent Phase 

In this phase, each party Pi invokes the Fpre functionality in order to obtain its global MAC 

key. Additionally, it also obtains the authenticated shares of the mask for each wire in the 

circuit. Each garbler also selects its label corresponding to the value 0 for each wire in the 

circuit.  

Function Dependent Phase 

In this phase, each party Pi computes the authenticated shares of the masks for the output 

wires of each gate, either locally by performing the XOR of the authenticated shares of the 

corresponding input wires (in the case of an XOR gate) or by invoking the Fpre functionality 

and further locally computing the authenticated shares of the masks of the output wire for the 

AND gates. For each AND gate, each garbler Pi computes its component of the distributed 

garbled circuit and sends it to the evaluator P1. 

Online Phase 

1. Input Processing 

In this phase, for every input wire that corresponds to a party Pi’s input, all other 

parties send to Pi their authenticated share of the mask for the wire. Upon receiving 

and verifying the shares of the masks using the MACs, party Pi reconstructs the 

masking bit and further computes and broadcasts the masked input value for that wire. 

On receiving the masked input value for a wire, each garbler sends the label 

corresponding to the masked value to the evaluator P1. 

2. Circuit Evaluation Phase 



At the end of the prior phase, the evaluator P1 holds the masked input for each input 

wire and begins the evaluation of the circuit in a topological order. For each XOR 

gate, the masked output wire is computed as the XOR of the masked input wire 

values. Similarly, the output label corresponding to each party is also obtained by 

XORing the respective input wire labels of that party received in the input processing 

phase. For the AND gates, using the masked input wire values, the evaluator identifies 

the appropriate row of the distributed garbled circuits (received in the function 

dependent phase) to be evaluated and further computes the corresponding masked 

output value as well as the shares of the labels for the output wire. 

3. Output Processing 

At the end of the previous stage, the evaluator holds the masked values for each 

output wire in the circuit. For the final step in evaluation, for each of the output gates, 

each garbler Pi sends its authenticated share of the mask to P1. The evaluator P1 then 

verifies the authenticity of the shares, reconstructs the mask value and unmasks the 

output wire value. 

 

At a high level, the protocol proceeds as follows in order to ensure the secure evaluation of 

the circuit even in the presence of n-1 maliciously corrupted parties. Out of the n parties in 

the protocol, n-1 parties act as the garblers and one party is the evaluator. Each garbler holds 

its own set of garbled labels. However, the permuted set of garbled output labels is secret 

shared across all the parties. This ensures that no party in the protocol knows the exact 

permutation of the garbled labels. From each garbler’s point of view, for each row of the 

garbled table, it holds the shares of the permuted garbled output labels for all the garblers. 

These shares are encrypted in the garbled table by every garbler using its own set of garbled 

input labels. Additionally, each party holds the authenticated shares of the masks. In the 

evaluation phase, the evaluator decrypts the same row of garbled tables from each garbler in 

order to obtain the corresponding garbled output label for each garbler. This ensures that any 

colluding set of n-1 parties either will fail in the garbling phase or the evaluation phase thus 

ensuring the security of the protocol. 


