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PseudoRandom Generators [BM82, Yao82]
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Next-bit Unpredictability

Next Bit Query

yi

Guess g
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Discrete Logarithm Assumption
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Hard-core Predicate
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Hard-core Predicate For DLog
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Hard-core Predicate For DLog
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Blum Micali PRG
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Formalizing via Statistical Tests

Runs tests T1, T2, ..

NEED: Both experiments to output 1 
with nearly the same probability.
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Main Theorem
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G fools all Statistical Tests => NB Unpredictable



Proof: Indistinguishability implies PRG
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Proof: PRG implies Indistinguishability

(Via T)
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Proof: PRG implies Indistinguishability
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Proof: PRG implies Indistinguishability
(Via T)
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Proof: Indistinguishability implies PRG
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Proof: Indistinguishability implies PRG

(Non-negligible, by assumption 
+ poly stretch)

(From previous slide)
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PseudoRandom Functions [GGM86]
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PRFs from PRGs [GGM86]
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