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Coverage Guided Fuzzing — Working example

" Y

! =0 AFL aims for branch-pair coverage.
cb =0
y
Lreatge inp 20 § A branch-pair is a sequence of two consecutive
y branches in the program.
inpli] ! = \0’ ase

true
A

A8 | Ac | BA ] ca | 8D | cD | DE | OF |

[ return cb ]
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Coverage Guided Fuzzing — Working example

m V Initial input @"a"
i=20
ch =0

v

l read(fd,inp, 20) ]

Evaluation

| d | _mput | AB Ac | BA | cA | BD | D | DE | DF_
1 1 1 1

a

[ return cb ]
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Coverage Guided Fuzzing — Working example

" Y

i=0
ch =0

v

l read(fd,inp, 20) ]

) 4

inp[i]!= \0

true
A

[ return cb ]

Y

b v ®"ab" v "c"

Fitness
check

i | _neut
1

a
2 llb”
3 lla b”

o“, n

C

Fitness criteria: Each input file f that is retained in the queue covers
some branch-pair significantly different number of times

than all input files that were generated and retained before f.

(Any generated file that does not meet this requirement is thrown away.)
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Coverage Guided Fuzzing — Working example

" Y

i=0
ch =0

v

l read(fd,inp, 20) ]

inp[i]!= \0

true
A

[ return cb ]

Y

| |t | AB [ Ac | BA | cA | BD | CD | DE | DF_
1 "a" 1 1

2 llb” 1 1

1
3 “ab” 1 1 1
IICII
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Coverage Guided Fuzzing — Working example

" @

T =0 @ ® T T
ch = 0 ubu \/ "ab" \/ "C"X
* \ S
l read(fd,inp,20) ] @\‘ @ “\\ \\
||C|l>< llbbll/" .""x "aba"\/ "abb" n ."n
4
inpli] ! = \0’ f?)'se
true
A

| d | _mput | AB Ac | BA | cA | BD | D | DE | DF_
1 1 1

"a" 1

2 “b” 1 1 1
3 “ab” 1 1 1 1
4 “bb” 2 @ 1 1
5 “aba” 1 1 1 1 1
“abb” 2 1 1 1 1 1

[ return cb ]
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Coverage Guided Fuzzing — Working example

" Y

i=0
ch =0

v

l read(fd,inp, 20) ]

inp[i]!= \0

true
A

[ return cb ]

Y

"c"x "bb'/ ..."x "aba'y "abb" X 'C;"x

mmmmmmm

2 “b” 1
3 “ab” 1
4 “bb” 1
5 “aba”
“abb”
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Coverage Guided Fuzzing — Working example

" @

=0 @ 3. T \\\\ ) Queue

ch 10 I‘? v a\b\\/ c" x Depth
| ‘\\ N
l read(fd,inp, 20) ] @“ @ ‘\\ \\\ (LEVE|)
| ||C|l>< llbbll/" . x aba\/ abb % " nx
inpli] ! = \0’ ffj'se
true
A

mmmmmmm

o 2 “ly” 1
8 3 ua bn 1 CyC| e
>
Ol 4 “bb” 1
5 “aba”
\/
© v \_,4

[ return cb ]
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Coverage Guided Fuzzing — Key Questions

" @ra”

= @ I -
(jb -0 "b" \/ ®"ab" \/ "C" %
! | ™
l read(fd,inp,20) ] @\ \\ @ \ \\\\
"Cllx llbbll/" ---"X "aba"\/ "abb"x ] nx

v" How to produce new test inputs from existing one?
* E.g.Howto produce "b","ab","c" from "a“ ?
v' Among the generated inputs, which ones to retain? (answered)
v" Which of the test inputs among the retained test inputs should
be selected for fuzzing?
* E.g.whichoneamong "b","a","ab","c" should be
selected for fuzzing ?
v" How many new test inputs should be produced from a given
test input?
* How to determine that 3 inputs to be generated from “a”

[ return cb ]
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Mutation operations -- examples
Walking bit flip operations I /QZQJ,_——f A (65)

[y
o
o
[y
o
[y
o
o
o
o
o
=

Single bit oj1]o0]o

Two bits oj1jJojo]1j1]o]1 ol1]lo]lo]lo]o]o

Arithmetic 62

[y
(Y
=
o

ojoj1]1

+ 3 » |lo]1]ofjofo]o]o]1

ojojojojogjogj1j1

Deterministic: flip the bits in a fixed order starting from left most
bit position.
Non-deterministic: flip bits at a random location
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Random Mutation operations

S.No Class of mutation operation Randomness

1 Walking bits Selecting a byte,

Selecting a flip position

2 Setting interesting value Selection of interesting value,

Selection location in the input.

Selection of value to subtract/add.
Selection of Location in the input

3 Subtraction / addition of a value

4 Adding/Deleting the content Location to add/subtract
Length of data to add/subtract.

Value of byte to add

From location
To location
Clone size

5 Clone bytes

From location
To location
Size and Value

6 Set to random value

From location
To location
Size and value

7 Override data

R 0 N BRI WO N N N R
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Example Mutation operations

Adding and deleting the content

Clone the content from a random location to another random location

A1Z3%RS$S......... » A1Z3%RS3%RSS.........

Set random value at a random location

A1Z3%RSS......... » A1&3%RS$S.........

Override data at a random location
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High-level Flow

AFL L

* Create Shared memory of (64k)

*  Publish its handle(id) via an environment variable. P|  Shared Memory

*  Repeat until stopped
* Initialize Shared memory L v
* Fork separate process and execute target

program. Target program

*  Wait for the program execution to complete (Instrumented)
or timeout. * Get handle to Shared memory from
* Execute AFL algorithm N environment variable.
\ * Update shared memory with branch pair

visit counts.
e Return/crash
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