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Mutation operations -- examples
Walking bit flip operations I /QZQJ,_——f A (65)
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Deterministic: flip the bits in a fixed order starting from left most
bit position.
Non-deterministic: flip bits at a random location
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Random Mutation operations

S.No Class of mutation operation Randomness

1 Walking bits Selecting a byte,

Selecting a flip position

2 Setting interesting value Selection of interesting value,

Selection location in the input.

Selection of value to subtract/add.
Selection of Location in the input

3 Subtraction / addition of a value

4 Adding/Deleting the content Location to add/subtract
Length of data to add/subtract.

Value of byte to add

From location
To location
Clone size

5 Clone bytes

From location
To location
Size and Value

6 Set to random value

From location
To location
Size and value

7 Override data
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Mutation operations Example

Adding and deleting the content

Clone the content

A1Z3%RS$S......... » A1Z3%RS3%RSS.........

Set random value at a random location

A1Z3%RSS......... » A1&3%R$S.........

Override data a random location

A1Z3%R$S.........
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Coverage Guided Fuzzing — Working example

" Y

i=0
ch =0

v

l read(fd,inp, 20) ]

[ return cb ]
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Coverage Guided Fuzzing — Working example

T v Initial input @"a"
i=20
ch =0

v

l read(fd,inp, 20) ]

Evaluation

| d | _mput | AB Ac | BA | cA | BD | D | DE | DF_ \
1 1 1 1

a

[ return cb ]
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Coverage Guided Fuzzing — Working example

Tm @"a"

ch = 0 "b" \/

v

l read(fd,inp, 20) ]

A
false

D Fitness
check

inp[i]!= \0

true
A

) 4

inp[i] == ‘b’ faclse
B 1 n "

a
SQch = chb + 1
2 llb”
3 llabll
IICII

[ return cb ]
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Coverage Guided Fuzzing — Working example

" Y

i=0
ch =0

v

l read(fd,inp, 20) ]

[ return cb ]

" T

o

O
A/l\»
@b" v @ gpr v "c"x

| id | ot | AB | Ac|BA | cAlBD
1 1

a

D | OF_
1

2 llb” 1 1

1
3 “ab” 1 1 1
IICII
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Coverage Guided Fuzzing — Working example

Tm @"a"

ch = 0 "b" \/

v
l read(fd, inp, 20) ] & ®/R

||C|l>< llbbll/" .""x "aba"\/ "abb"

| d | _mput | AB Ac | BA | cA | BD | D | DE | DF_
1 1 1

"a" 1

2 “b” 1 1 1
3 “ab” 1 1 1 1
4 “bb” 2 @ 1 1
5 “aba” 1 1 1 1 1
“abb” 2 1 1 1 1 1

[ return cb ]
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Coverage Guided Fuzzing — Working example

" Y

i=0
ch =0

v

l read(fd,inp, 20) ]

[ return cb ]

" T

ANV

||C|l>< llbbll/" .""x "aba"\/ "abb"x n ."nx

| d | _mput | AB Ac | BA | cA | BD | D | DE | DF_
1 1 1 1

a
2 “b” 1 1 1
3 “ab” 1 1 1 1
4 “bb” 1 1
5 “aba” 1
“abb”
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