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Abstract

A simple relational language is presented that has two desirable
properties. First, it is sufficiently expressive to encode, fairly
naturally, a variety of software design problems. Second, it is
amenable to fully automatic analysis. This paper explains the
language and its semantics, and describes a new analysis scheme
(based on a stochastic boolean solver) that dramatically outper-
forms existing schemes.

1 Introduction

In the last few years, we have been investigating analysis tech-
niques for software specifications to which state-machine-based
analyses — such as model checking — do not apply. We devel-
oped a simple specification language, called NP [JD96a], that
attempts to capture the essence of Z [Spi92] without many of
its complexities, which can be entered and displayed in plain
ASCII, and analyzed fully automatically. Our tool, called Nit-
pick [JD96b], takes NP specifications and can check the consis-
tency of state and operation descriptions (a non-trivial task in
the presence of conjunction), and more general properties such
as invariant preservation and simple refinements.

Nitpick/NP has been applied in a variety of settings. It has
exposed errors in a mobile internet protocol [[NW97, Ng97], in
a simulation framework proposed as a standard by the Depart-
ment of Defense, and in a variety of small case studies. It has
been taught to students in the Masters of Software Engineering
degree at Carnegie Mellon University, and used on class pro-
jects.

Recently, we have made a significant advance in the underly-
ing checking technology. Using a new scheme based on boolean
satisfaction, we are now able to analyze problems that are an
order of magnitude larger. In comparison to the previous
scheme in which the values of states were enumerated explicitly,
this scheme might be termed ‘symbolic’. It shares some basic
features with symbolic model checking [BC+92] (but is largely
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unrelated in the details). The entire problem is solved ‘at once’,
so that a solution that would be near the start of an explicit
search takes no less time to find, and yet problems can be han-
dled that are far too large for an explicit search.

The new scheme allows an improvement also in the architec-
ture of the tool. To simplify the implementation, it helps to
treat all datatypes — sets, scalars and relations — equivalently. But
this made little sense for the explicit scheme, since the code for
generating values of a scalar variable is very different from the
code for generating values of a relation. In the symbolic scheme,
however, sets and scalars can be treated as degenerate relations.
Consequently, the front end of the tool encapsulates most of the
complexity of the source language, and the analysis is performed
on a much simpler intermediate language.

This paper presents the intermediate language and the new
analysis scheme. By focusing on the intermediate language in its
own right, rather than on the translation from the source lan-
guage, we hope to make it easier for other tool builders to de-
termine whether the analysis scheme might be useful to them.
Aside from its use on Z-like specifications, the analysis might
be applied to object models, or to architecture description lan-
guages.

In the rest of the paper, we explain first the language, its syn-
tax, typing and semantics (section 2); illustrate the translation of
source into intermediate form by showing some typical exam-
ples (section 3); explain how a variety of analysis problems can
be reduced to model finding (section 4); present the analysis
itself, essentially a compilation (section 5); and finally comment
on the efficacy of the approach and its deficiencies.

2 The Intermediate Language

2.1 AnExample
Let’s start with a trivial illustration. The state of an employment
database might be modelled by a relation worksFor from em-
ployees to companies, and AasBoss that associates employees
with their bosses. First we declare these two state components:
worksFor : Employee <> Company
hasBoss : Employee <> Employee
Now we can write invariants in terms of these variables. To as-
sert, for example, that every employee works for a company, we
would write
dom worksFor = Un
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problem ::= typedecl* formula*

typedecl ;= var : type <> type

formula ::=
expr = expr equality
| expr c expr subset
| — formula negation
expr =
Id identity relation constant
[ Un universal relation constant
|0 empty relation constant
| expr U expr union
| expr m expr intersection
| expr \ expr difference
| expr ; expr relational composition
| expr ~ transpose
| expr + transitive closure
| dom expr domain
| expr <: expr domain restriction
| var variable

Figure 1: Syntax

where Un stands for the universal set or relation; in Z or NP,
this would be written as Employee instead. A more tricky asser-
tion is that each employee has at most one boss:

hasBoss~ ; hasBoss c Id
which would be appear in NP more succinctly as just fun hasBoss
(asserting that AasBoss is a function), or implicitly as part of the
declaration by writing the type as Employee — Employee. Finally,
the assertion that a boss cannot work for a company unless each
of her employees also works for that company would be written

hasBoss ; worksFor < worksFor
This would be no different in NP, since it lacks quantifiers, but
might be written in Z as

Ve : Employee, c: Company -

(3b : Employee - (e, b) € hasBoss A (b, ¢) € worksFor)
= (e, ¢) € worksFor

An example of an analysis problem is simply to check that a
collection of such assertions forms a consistent invariant: that at
least one satisfying state exists. If it finds such a state, the analy-
sis will display it. For the assertions above, it might produce, for
example:

Employee = {el, e2, e3}

Company = {cl, c2, c3}

worksFor = {el — c1,e2 —~ cl, e3 ~ c2}

hasBoss = {el — e2}

2.2 Syntax and Semantics

The syntax of the intermediate language is shown in Figure 1.
A problem to be analyzed is presented as a list of type declara-
tions followed by a list of formulas, implicitly conjoined. Each
formula is either an equation or inequation of two relational
expressions, and may be negated.

M : formula — boolean

E: expr —» P (atom x atom)
C: type —» P atom

A :var - P (atom x atom)

M Ip cql =V a,b.(a,b) e E[p] = (a,b) € Elq]
MI[p =gl =V a,b. (a,b} € E[p] & (a,b) € E[q]
Elld: T Tl ={(a,a) | ae C[T]}

E[0] ={}

E[Un:S«< Tl={(a,b)|ae C[S]Abe C[T]}
Elpua]l ={(ab)| (ab}e Elp] v(a,b) e Elq]}
Elp ngl =1{(a,b) | (a,b)e Elp] A (a,b) e Elql}
Elp\ql={(ab}|(a,b) e Elpl A (a,b} ¢ E[ql}
Elp;ql=1{(ab)|3c.(a,c) e Elp] A (c,b) € Elql}
E[p~] ={(a,b) | (b,a) € E[pl}

E [p+] = the smallest relation x such that x ; xc xA pcx
E[s <: p] ={(a,b) € E[p] | (a,unit) € E[s]}

E [dom p] = { (a,unit) | 3b. (a,b) € E[p]}

E [v] = Alv]

Figure 2: Semantics

Relational expressions are built from a standard repertoire of
operators that includes: three constants (the universal, identity,
and empty relations); the three set-theoretic operators (union,
intersection and difference); and the two quintessentially rela-
tional operators (composition and transpose).

Transitive closure is included too; this extends the language’s
power and is indispensable in practice. We also include two
operators that add no power in a formal sense, but allow more
efficient generation of boolean formulas. They are the domain
operator, which takes a relation to the set of elements that it
maps, and domain restriction, which takes a set and a relation,
and produces the subrelation whose pairs have first elements in
the set.

The semantics of the language is shown in Figure 2. A rela-
tion is modelled conventionally as a set of ordered pairs. A set is
modelled as a degenerate kind of relation that maps each ele-
ment of the set to the special value unif, the only member of the
basic type Unit. This allows the set-theoretic operators to be
treated uniformly for set and relation arguments; otherwise, we
would have to regard them as overloaded, complicating both the
language and its analysis.

There are separate semantic functions for formulas (M) and
for expressions (£). The meaning assigned to a problem de-
pends on an assignment A of values to variables. If problem P
has the meaning #rue for a assignment 4, then A is said to be a
model of P.

The atoms from which the pairs of a relation are constructed
are assumed to be drawn from some universe that is partitioned
into disjoint, primitive types. The semantic function C maps
each primitive type to a set of atoms. Since the atoms are unin-
terpreted, the choice of C is not significant although the size of
C(?) is: we call this the scope, since it bounds the assignments
that can be constructed. C(Unif) must contain exactly one atom.
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The typing rules are shown in Figure 3. The judgment

p:S&T
says that the relation p is constructed from pairs whose first
elements are atoms drawn from the type §, and whose second
elements are atoms drawn from the type 7. All type variables
represent uninterpreted, primitive types, so 7" cannot, for exam-
ple, have values that are integers, or values that are themselves
relations.

Note that the typing rules for constants have no hypotheses,
and thus do not constrain the choice of primitive types. In gen-
eral, these must be determined by type inference. In the formula

pnld =0
for example, which asserts that the relation p maps no element
to itself, p will be required to be homogeneous, and the identity
constant will be inferred to have the same type as p itself.

2.3 Expressive Power

Tarski developed a formalization of set theory that required no
variables or quantifiers, based on a relational calculus compris-
ing only the identity constant, union, complement, transpose,
composition and equality [Tar41, TG87]. Tarski showed that
his calculus is weaker than first order logic, but that it can ex-
press any first order formula containing no subformulas with
more than 3 free variables.

Our language is essentially a version of Tarski’s calculus with
some convenient shorthands, plus transitive closure (which is
not expressible in first order logic). Like the relational calculus
[Sch79], therefore, it is undecidable, so properties cannot be
checked fully automatically without sacrificing soundness or
completeness.

The restriction to 3 variables does not seem to matter much
in practice, but the lack of quantifiers is a nuisance, and often
results in terse but mysterious relational expressions. Tarski
gives an algorithm for eliminating quantifiers [Tar41], but it is
intricate and tends to produce a much larger relational formula
than one would write by hand.

2.4 Rationale for Language Design

Designing an intermediate design language is much like design-
ing an instruction set. We took a RISC-like approach, starting
with Tarski’s calculus, and only adding crucial features. A fea-
ture was deemed crucial if it made the subsequent analysis either
much simpler or much more efficient, or if it made the encod-
ing of source formulas much more compact.

Domain and restriction. The domain and restriction operators
are not strictly necessary, since the domain of relation p can be
written as p ; Un and the domain restriction s <: p as (s ; Un) N
p. Type inference will ensure that, in the first case, the right-
hand side of the universal constant will be Unit, so that the ex-
pression will have a set type, and that, in the second case, the
universal constant appropriately lifts the set s to a relation whose
type matches p’s. A similar scheme is described in [SS93], but,
lacking Unit to distinguish sets from relations, it encodes the
domain restriction as s N p, and requires that sets such as s be
polymorphic in their right-hand side — a major inconvenience.
In short, the notion of Unit is essential, but the inclusion of the
operators is debatable.

Id: T T

Un:So T

0:ST

p:SeT,q:SoT

puqgq:SeT

p:SeT,q:SoT

png:SeT

pSoT, ST

p\q:SeT

pSoT,qgToeV

p;q:SeV

p:SeT

p~: TS

p:TeoT
p+:TeoT

p:SeUnit,g:So T

p<:q:SeT

p:SeT

dom p : S < Unit

Figure 3: Typing

Subset and equality. Either of these could be dispensed with,
but the cost is high. Subset formulas, as we shall see, are
cheaper to analyze than equality formulas, so replacing subset by
equality degrades performance. We also exploit equalities of the
form v = ¢, where v is a variable, by replacing other occurrences
of e with @ (see section 5.4).

Union and intersection. Since our language includes comple-
mentation (via the difference operator and the universal rela-
tion), there is technically no need for both union and intersec-
tion, since one can always be converted to the other by
DeMorgan’s laws. In our analysis, however, intersection is
cheap while union and complementation are expensive. Elimi-
nating an operator destroys structure that the analysis would be
forced to recover later.

Conjunction. Remarkably, Tarksi’s calculus requires no logical
operators, since the conjunction

pcaavcw
for example, can be written

Plgpuiviw) =0
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source language

translated form in intermediate language

ran p dom p~
p is total dom p = Un
p is a function p~;pclid

e represents a scalar

e;e~cldr—-e=0

€es

ecs

(e,Hep

(f<:((e <:Un)~)~cp

image of s under p

dom ((s <: p)~)

p @ q (relational override)

((Un\domg) <ip)ug

p is acyclic p+nid=0

sxt (t <:{(s <: Un)~)~
Va.(a,a)e p Idcp

Va.(a,a) ¢p Idnp=20
Va,b.aesabet=(@b)ep (t<:((s<:Um~)~cp
Va,b,c.(@ab)e pa(bc)eg=>(a,c)er p;gqcr

Va, b,c.(a,b)e p=(b,c)e q p;Un\qg)=0

Table 1: Sample translations

Onmitting conjunction, however, would be disastrous, since the
conjunctive structuring is essential for the translation into con-
junctive normal form (see section 5.3).

3 Translating from Source to Intermediate

Table 1 shows some sample translations into the intermediate
language. The cases in the upper half of the table show forms
that occur in the NP source language, and which are translated
by the Nitpick analyzer. The cases in the lower half cannot be
expressed directly in NP.

The relation (p~; p) associates two elements of the range of p
when they a common domain element is mapped to both. If
this relation is a subset of the identity relation, any pair of range
elements to which a domain element is mapped are equal. So p
is a function exactly when

p~;pcld

Recall that a set is represented as a relation whose right-hand
side has the type Uniz, denoting the primitive type containing
exactly one element. Consequently, such a relation denotes a
singleton set if its transpose is a function, and a scalar when,
additionally, it is non-empty.

The language allows only binary relations, but relations of
higher arity are easily simulated. A cartesian product X with
components of types 4 and B is modelled with two projection
functions

a:X->A

b:X—>B
To ensure that 4 and 4 behave like projections, we assert that
both are total functions, and that two X’s mapped to the same
A's by a and the same B's by & are equal:

doma =Un // ais total
domb = Un // b is total
a~;acld // ais a function
b~;bcld // b is a function

(@;a~)n(b;b~clid // a and b uniquely determine X’s

4 Reduction of Analysis to Model Finding

Given a problem represented as a collection of relational formu-
las, our analysis attempts to find a model: that is, an assignment
of values to variables for which every formula is true. Many
practical design questions can be cast as problems of this form:

Simulation. Consider an operation specified implicitly as a
logical formula whose subformulas are relational. We put the
logical formula in disjunctive normal form, obtaining a set of
problems each corresponding to a ‘path’ through the operation.
Suppose, for example, that our operation has the form

A(s) = C(s,s’) A B(s) = Df(s,s’)
where A(s) and B(s) are relational formulas whose relational
variables include only components of the pre-state, and C(s,s)
and D(s,s) are formulas including components of both pre- and
post-states. Then, converting to disjunctive normal form, we
obtain four problems

— A(s) A = B(s)

— A(s) A D(s,s")

— B(s) A C(s,s’)

C(s,s’) A D(s,s”)
corresponding to the cases in which the ‘paths’ executed are
neither, D, C and both. A model in each case will be an execu-
tion of the relevant path.

Invariant preservation. The claim that an operation OP(s,s)
preserves an invariant INV gives rise to a problem of the form

OP(s,s") A INV(s) A =INV(s’)
whose models are counterexamples: executions of the operation
from states that satisfy the invariant to states that do not. If the
invariant involves a conjunction or the operation involves a dis-
junction, a set of problems must be generated. Which problem
has a model will then indicate which path of the operation vio-
lates which conjunct of the invariant.

Refinement. Given a concrete operation OPc(sc,sc), an ab-
stract operation OPa(sa,sa’), and an abstraction function from
concrete states sc to abstract states sa, represented as a formula
A(sc,sa), the claim that OPc refines OPa gives rise to the problem
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OPc(sc,sc’) A A(sc,sa) A A(sc’,sa’) A —OPa(sa,sa’)
whose solutions are transitions of OPc that violate the behaviour
described in OPa. Again, if there are disjunctions in OPc or
conjunctions in OPa, there will be a set of problems rather than
a single problem.

5 Analysis Scheme

Since the language is undecidable, there is no algorithm that
can determine whether a model exists. So instead, we conduct a
search for a model within finite bounds. The user specifies a
scope

scope: Type — Nat
that associates a natural number with each primitive type. A
model will only be considered if it can be constructed with no
more atoms in each primitive type than the scope permits. Usu-
ally, the same bound is assigned to all types, and we often talk
informally of a ‘scope of 3’ to mean that each type has at most 3
atoms. In practice, the scope required to find a design flaw is
often surprisingly small. In almost all cases we have studied, a
scope that assigns no more than 3 atoms to each type suffices; in
a few cases, a scope of 5 or 6 is necessary.

The idea behind the analysis is simple. For a finite scope, the
possible values of a relation can be described as bit matrices, and
the set of all possible values of a relation can be described by a
matrix of boolean variables. Viewing a relation as a graph, each
boolean variable is associated with a potential edge, and its truth
value determines whether the edge is present or missing from
the relation. Any property of relations can then be expressed
using boolean variables alone, and a relational formula may be
translated to a purely boolean one.

Having obtained the boolean formula, we apply an oft-the-
shelf boolean solver to find a model. As a byproduct of transla-
tion, we generate a mapping between relational and boolean
variables. This mapping is applied in reverse to the boolean so-
lution to reconstitute the relational values.

Since the formula may be enormous, backtracking solvers
seem to be inadequate, and we have resorted to a hill-climbing
solver. The solver is incomplete; it is possible get stuck at a local
minimum, and thus fail to find a model within a given scope,
even when one exists. In our experiments, this has been very
rare; in only one case have we had to run the solver for more
than 5 minutes to find a2 model.

Oddly, the bottleneck in our scheme appears to be not in
solving the boolean formula but in generating it. Our initial
attempts to generate a boolean formula exhausted memory on
even toy problems. Most of our effort has been focused on
techniques for manipulating the relational formula to minimize
the blowup on translation. We have put less effort into tech-
niques to minimize the boolean formula during its construction;
these would likely bring further improvements in performance.

5.1 Sample Translation
To see how this works, consider translating the formula
p,qTeT
priirqzilap;a=1{
for a scope of 2. Start by introducing a variable p[7,] to repre-
sent the edge from the sth atom in the domain of p to the sjth

atom in the range. The first subformula says that p has at least
one edge; it becomes the boolean formula

p[0,0] v p[0,1] v p[1,0] v p[1,1]

Likewise, the second subformula becomes
q[0,0] v ql[0,1] v q[1,0] v q[1,1]
The third subformula asserts that there is no atom with an in-
coming edge in p and outgoing edge in ¢. As a boolean formula,
this assertion becomes
- (p [0,0] A g [0,0])
- (p 0,01 A q[0,1])
= (p[0,11Aq[1,0])
= (p 0,11 Aq[1,1])
= (p 1,01 A q [0,0)
- (p 1,0l Aq[0,1])
= [1,1TAq 1,0}

= [1,1TAq1,1])

The problem is now the conjunction of these 10 formulas. One
solution is

pl0,0] true, q[1,1] true, all other pli,jl and q]i,j] false
If T is represented by the atoms {#0,#1}, this corresponds to the
relational model

p = {t0 — t0}

q={tl — t1}

In fact, the translation is not performed exactly like this.
Rather than translating the third subformula in one fell swoop,
we construct a translation of the product p ; ¢, as a matrix of
boolean formulas. The formula in the top left-hand position of
this matrix, for example, is

(P[00l Aq[0,1D v (p[0,1] Aq[1,1]

Asserting that the product is empty now amounts to asserting
the falsehood of each such boolean formula. This compositional
approach, described in the next section, is clean but not viable if
applied naively.

5.2 Compositional Translation
The translation from relational to boolean form can be imple-
mented compositionally, as shown in Figure 4. Each relational
variable becomes a matrix of boolean variables; each expression
becomes a matrix of boolean formulas; and each relational for-
mula becomes a boolean formula.

The dimensions of the matrix created for a variable are de-
termined by the scope. For a variable v : § <7, the matrix has
scope(8) rows and scope(7T) columns.

Suppose we have translated an expression p into a matrix
X[p], and a term ¢ into a matrix X[¢]. The element in the ith
row and the jth column of X[p], which we write X[p] is a boo-
lean formula that is interpreted as being true when p maps the
ith element of its left-hand type to the jth element of its right-
hand type. The translation of the term p N ¢ is given by

X[p N qly = X[ply A XIqly
since an edge is in the intersection of two relations when it is in
both relations. Other operators are treated similarly.

Elementary relational formulas are translated into boolean
formulas. The rule

Blp c 9] = Ay XIply = XIqly
for example, states that a relation p is a subset of a relation ¢
when there is an edge in ¢ corresponding to every edge in p.
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B : formula — booleanFormula
X : expr — booleanFormulaMatrix

B [-f] = =B [f]

B [p c dl = ai A XIply = XI[dli
B [p = gl = ai Aj XIplij & Xlqli
X [Id]y = (i =J)

X [0]; = false

X [Un];; = true

X [p v ali = XIpli v X[qli

X [p ~ali = XIpli A X[ali

X [p \ gl = XIply A =XI[qly

X Ip ;5 aly = v XIpl A X[ql

X [p~li = X[pl;i

X [s <: pli = XIplij A X[slio

X [dom plio = vk X[pli

X [v] = a matrix of fresh boolean vars

Figure 4: Translation from relational to boolean form

The boolean formula for a problem is then just the conjunction
of the boolean formulas for the collection of relational formulas.

There is no translation rule for closure; instead, closure is re-
placed by union and composition. The closure of p is given by
the series

pulp;p)ulp;p;pu..
which, for a scope of %, converges in at most £ steps. To see
why, note that the closure essentially computes whether there is
a path between a given pair of nodes in the graph representing
p; if there is a path, there is one with at most # edges. A more
efficient translation uses the technique known as iterative squar-
ing [BC+92]:

pPo=p

pi+1 = (pi; p) U pi
For a scope of %, this series converges in log % steps. The un-
winding is purely syntactic; it simply generates from a closure
expression an expression involving union and composition that
is equivalent for the given scope. This expression cannot usually
be translated directly, but will be reduced by the method de-
scribed in section 5.4 below.

5.3 CNF Representation

The boolean formulas are represented in conjunctive normal
form (CNF), that is, as a conjunction of disjunctions of literals.
Two factors motivate the choice of CNF. First, most off-the-
shelf boolean solvers require their input in CNF. Second, CNF
is well suited to the typical structure of relational problems: note
how, in Figure 4, the translation of an elementary relational
formula conjoins the element formulas (of which there are % for
a scope of %), and the translation of a problem conjoins the
translations of its constituent formulas.

Unfortunately, direct translation of a relational formula into
CNF is infeasible. To see why, consider how boolean operations
are performed in CNF. Viewing a CNF formula as a set of
clauses, each being a set of literals, we can define the logical
operators for CNF as follows:

CNF [F A G] = CNF [F] U CNF [G]

CNF[FvGl={fug] fe CNF [F] A g e CNF [G]}

CNF [—F] = {c | Literals(c) c NegLiterals(F)

AVFfeCNFIFl.3 x.xe faA —xec}

Conjunction is simply union of clause sets. Disjunction,
though, is cross product; the size of a disjunction is, in the worst
case, the product of the sizes of the original formulas. The
negation of a formula F'is the set of all clauses that can be ob-
tained by taking one literal from each clause of /" and negating
it. In the worst case, the size of the negation is exponential in
the number of clauses of the original formula. (To exclude bo-
gus literals from each clause ¢, its literals are constrained to be
drawn from the set of negations of literals already appearing in
F).
Because of their heavy cost, disjunction and negation of
complex formulas must be avoided. Translating a problem as
given is usually hopeless; even small problems easily exhaust
memory. To minimize CNF explosion, the problem is manipu-
lated prior to translation in two ways: introduction of temporary
variables and symmetry breaking. When a negation must be
performed, the cost can often be reduced by a simple technique
we call ‘negation caching’.

5.4 Temporary Variable Introduction

Relational union translates directly to disjunction. These dis-
junctions, however, are elementwise, and only become intoler-
able when attempting to translate a union of complex relational
expressions. Relational compositions are worse, because they
involve £ disjunctions for a scope of % for each element of the
result. Equalities are also problematic; the formula p = ¢, where

p is a variable and ¢ is a relational expression, creates terms of

the form [e], = [p], which involves a negation of [e]..

As a concrete example of these problems, consider following
the rules of Figure 4 to translate the expression (p ; ¢) ; » for a
scope of 3, where p, ¢ and 7 are variables. Each element in the
translation of (p ; ¢) is a disjunction of 3 formulas, each of
which contains 2 clauses of one literal each; in CNF, this ele-
ment therefore has 2° = 8 clauses. In the matrix representing the
entire expression, each element will be a disjunction of 3 formu-
las, each with 9 clauses, which gives a formula of 9* = 729
clauses. Now suppose that this expression sits on the right-hand
side of an equality: v = p ; ¢ ; r. Translating the equality will
require negating each element of the translation of the expres-
sion, resulting in a formula of perhaps 2’ clauses.

To avoid these problems, complex expressions are broken up
by the introduction of temporary variables. The formula

p=@nnu(snt
for example, is broken into 3 formulas:
p = tempo U temp,
tempo = (g Nr)
tempr =(snt)

The introduction of temporaries has the additional benefit of
common subexpression elimination: multiple occurrences of a
single expression are replaced by the same temporary variable.

Currently, we use some simple heuristics to determine when
to introduce variables: for all subexpressions of a relational com-
position, unless trivial (a variable or its transpose); for all subex-
pressions of a union that involve composition or intersection;
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for one side of an equality, and the left-hand side of an inequal-
ity, when both sides are compound expressions; for both sides of
a negated equality or inequality. We have not shown these to be
optimal, but they seem to work well in practice.

5.5 Symmetry Breaking

We have shown previously [JDJ96, JJD98] that the models of
relational formulas are permutation invariant: given a model of a
formula, the assignment that results from permuting the atoms
of the underlying universe will also be a model. For example,
the formula discussed above

p,qTeT
pz{irqz{iarp;q=1{}
with model
p = {t0 —~ t0}
q={tl - t1}
must also have the model
p={tl -t}
q = {t0 —~ t0}

since the atoms 70 and #I are uninterpreted, and exchanging
them is insignificant.

Consider now a model of the formula

p:SeT

FA(p=0)
where F is an arbitrary subformula, and p and ¢ are variables.
The models of F form a set that can be partitioned into equiva-
lence classes by such permutations. Suppose § is represented by
the set of atoms {50,s7}, and 7 by the set {£0,#7}. Then the mod-
els of (p # 0) are all the non-empty assignments to p, such as

p =1{s0 ~ t0, s1 — t0}

Clearly, for any edge we might pick, there is an assignment to p
including that edge that is a model of (p # 0). But more inter-
estingly, there must also be a model of the formula as a whole in
which p contains that edge. Any model of the formula must
have p contain some edge, and by permuting the atoms of § and
T, we can effectively choose the edge.

This observation can be exploited in the translation. Rather
than translating (p # 0) as the disjunction

vij X[pli
we can break the symmetry, and pick an element of the relation
to be true; picking the top left-hand element gives

X[ploo
for example.

For this case, the effect is not dramatic: (p # 0) can be trans-
lated anyway into a single clause. But a negated equality — (p =
q) would be translated to v X[p], # X[g],, which for a scope of %
is a dlSJunCthIl of # terms. Even when 2 and ¢ are variables,
constructing this formula is infeasible for a scope of 5 or more.
We therefore break symmetry on these troublesome formulas,
in this case allowing us to replace the disjunction

vi = Xlplis & Xlaly
whose size varies, in the worst case, with the exponent of the
square of the scope, by the single term

— X[ploo & XIgloo
which gives a formula of a single clause!

This argument has some subtleties. If p is a homogeneous re-
lation, its indices cannot be permuted independently. Conse-
quently, we have to include a diagonal and an off-diagonal ele-

ment. In general, more than one negated equality (or inequality)
can be reduced in this way, so long as each reduction exploits
permutation of a different type. We therefore rank the negated
subformulas according to their severity, and then allocate sym-
metry breaking reductions from the most to the least severe,
making sure never to break symmetry on the same type twice.

Permutation invariance holds only because the primitive
types are uninterpreted. Even in the presence of interpreted
types (such as integers), relational formulas are still permutation
invariant over the uninterpreted types. So symmetry breaking
can still be used in the presence of interpreted types, so long as
it is used only to justify permutations of uninterpreted atoms.

5.6 Negation Caching

As noted above, translating an equality p = ¢, where p is a vari-
able and e is a relational expression, creates terms of the form
Xle], = X[p], which involves a negation of X[e],. Introduction
of temporary variables creates large number of these equalities.
Worse, the expression e is often complex — precisely why it was
replaced by a temporary in the first place.

Often, however, the negatlon of X[e] is smaller than X[e] it-
self. Suppose e is a composition p ; ¢ of variables. Then

Xleli = vi XIplik A X[ali
which gives, for a scope of %, 2" clauses of # literals each,
whereas

—lely = aXIplic v X[aly
which gives £ clauses of 2 literals each. Since CNF is not ca-
nonical, computing X[e]ij and then negating it will not result in
this small formula, but on the contrary produces an even larger
formula. This effect is compounded by redundancy in the CNF
representation. A clause is redundant if one of its subsets also
appears as a clause. By using a trie representation of CNF
[ZS594], we eliminate some of these redundant clauses — namely
those that are lexical prefixes of clauses already present — but not
all of them.

We therefore employ the following strategy. When the ele-
ment formulas for a composition are computed, their duals are
also computed and cached. The representation of a formula thus
includes two formulas: the formula itself, and optionally its ne-
gation. When the negation of a formula is required, the cached
formula, if present, is used directly; if absent, the negation is
computed and cached. This simple idea has a very dramatic
effect on performance.

5.7 Solving
We have experimented with two boolean solvers: a trie-based
version [Z594] of Davis-Putnam [DP60], which we imple-
mented as part of Nitpick in Java, and WalkSAT [SKC94], a
stochastic solver developed at Bell Labs, which is run as a native
method in C.

WalkSAT works by local search, and is thus incomplete: it
may fail to find a model of the boolean formula when one exists.
This has rarely been a problem in practice; almost always, a
model, if one exists, is found on the first try. Davis-Putnam
works only on small problems; when there are more than a few
hundred boolean variables, it does not terminate in a reasonable
time. It is, however, deterministic and thus complete: it will
eventually find a model if one exists. We have also experi-

127



mented briefly with GRASP [SS96], a more modern determi-
nistic algorithm, but it seems unable to match the performance
of WalkSAT on practical examples.

WalkSAT uses an intriguingly simple strategy. Its metric is
the number of clauses in the CNF formula that are satisfied; at
each step, it attempts to change the assignment by flipping the
value of a boolean variable so as to increase the metric. The ba-
sic algorithm is as follows:

fori=1to MAX_TRIES {
T = randomly generated assignment
forj = 1 to MAX_FLIPS
if T satisfies formula return T
v = the variable whose flipping gives largest increase
in #clauses satisfied
T =T with v flipped
return “no assignment found”

WalkSAT adds an element of random walk to the search. At
each step, it tosses a coin: with probability p, it follows the stan-
dard scheme; with probability (1—p), it picks a variable from an
unsatisfied clause and flips it.

Some performance results for a variety of analyses are shown
in Table 2. Phone and Finder are toy specifications. Style is a
specification of the paragraph style hierarchy of Microsoft
Word, constructed as a class project in the Masters of Software
Engineering degree at Carnegie Mellon; it is described in detail
in [JD96b]. Allocate is a simplified fragment of a railway inter-
locking design written in Z by Praxis UK PLC. Mobile IP is a
description of a draft version of a mobile internet protocol for
IPv6, written by an undergraduate at Carnegie Mellon
[JNW97, Ng97]. The descriptions are reproduced in full in the
technical report [Jac97]; they are all in NP, Nitpick’s source
language, and were translated automatically into the intermedi-
ate language. For each example, a representative claim was ana-
lyzed; in all cases, the claim has a counterexample in the small-
est scope.

The column marked Problems gives the number of problems
generated by the claim; Formulas gives the maximum number of
relational formulas in each problem (after variable introduction).
The columns marked Vars and Clauses give the number of boo-
lean variables and clauses in the emitted formula; 7Translate and
Solve give the times to perform the translation and solve the
boolean formula. All formulas were solved using WalkSAT,
except when DP appears in parentheses after the solving time;
for these, the Davis-Putnam solver was sufficient (ie, found a
solution in less than 30s). The final column gives the time taken
by the previous, explicit version of Nitpick (as described in
[JDJ96, JDJ98]).

The formulas generated are large, but not necessarily hard to
solve. Formulas can be classified according to the average num-

ber of literals per clause, and the ratio of the number of variables
to the number of clauses. It seems that hardest classes of formu-
las are those for which the probability of satisfiability is about
50%; for clauses of 3 literals, this corresponds to a ratio of 4.3
clauses/variable [MSL92]. Our formulas often have 10 or more
literals/clause; we have not yet studied whether they fall into the
hard or easy category.

Timings were obtained on a modestly equipped machine; the
two versions of Nitpick actually run on different platforms, but
are roughly comparable. The entry ?? indicates that a model was
not found in a reasonable time; we set a bound of one hour. The
explicit checker did find a model for Mobile IP, but for a smaller
scope in which different bounds were associated with different
types.

As can be seen, the new method outperforms the old method
in almost all cases. (One reviewer of this paper claimed that the
old method is ‘clearly hopeless’. Remarkably, it isn’t: not be-
cause it scales well — which it does not — but because counterex-
amples can often be found in tiny scopes. In the Mobile IP case
study, for example, one message and two hosts was sufficient to
expose a serious flaw.) Moreover, the new method is much sim-
pler to implement; our entire prototype is only about 6000 lines
of Java code, of which almost half is concerned with front-end
functionality (parsing and static checks).

Negation caching has a dramatic effect on all the examples,
often reducing the formula size, and translation time, by an or-
der of magnitude. Symmetry has a marked effect only on exam-
ples involving negated equalities. On Szyle, for example, it re-
duces the number of clauses from 53,495 to 4,385 for a scope of
4, and translation time from 17s to 2s. Detailed performance
figures appear in the technical report [Jac97].

6 Conclusions

We have experimented before with a boolean analysis, repre-
senting boolean formulas not in CNF but with ordered binary
decision diagrams (BDDs) [DJJ96]. Although that method
performed excellently on small examples, it did not scale well.
BDDs, unlike CNF, are a canonical representation. In model
checking, this is essential — it allows fixpoints to be detected —
but in our setting there is little benefit, and the extra cost is un-
warranted.

The remarkable success of the stochastic solver GSAT
[SLM92] and its descendants has made boolean translation
attractive in other domains too. The closest application to ours
is in planning [KS96, EMW97]. The planning problem is
technically closer to the model checking problem than to our
problem: namely finding a sequence of transitions in a state
machine that leads to a state satisfying a given property (in
planning, the goal, and in model checking, the negation of the
invariant). The focus on data structures rather than on transi-
tion sequences makes our scheme rather different.
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Example Problems Formulas Scope vars Clauses Translate Solve Explicit

Phone 1 10 3 66 307 0s 0s (DP) 0s

4 112 842 0s 0s (DP) 0.5s

5 170 2159 0s 0s (DP) 35s

6 240 5413 1s 2s (DP) 5m
Finder 1 47 3 273 1364 Os 1s (DP) 0.5s

4 464 3500 0s 0s 1s

5 705 8483 0s 3s 11s

6 996 20779 9s 2m,33s 2m,12s
Style [ 12 | 71 3 408 1864 Is 65 (DP) Is

4 704 4385 25 0s 11s

5 1080 9977 6s 5s 11m,45s
Allocate K | 41 3 192 522 0s 15 (DP) 10s

4 316 931 0s 0s ”

5 470 1473 0s 0s ”

10 1690 6693 6s 0s ”
Mobile IP 1 68 3 438 2436 0s 0s ”

4 760 6548 3s 0s ”

5 1170 16536 8s 0s ”

Table 2: Performance of new method versus old method

The scheme described in this paper is novel in two respects.
The novelty of the intermediate language is not in its operators,
but in its typing. By representing sets as relations with Unir as
their right-hand type, we are able to treat sets and relations uni-
formly, making the language and analyzer simpler, without in-
curring any overhead in the boolean translation. Unif always has
one atom, so a set is translated, as expected, into a £ X 1 matrix
— namely a vector.

The novelty of the translation is in preempting the blowup
by manipulating the relational formula prior to translation. The
treatment of closure is particularly simple and effective (al-
though it does make the manipulation of the relational formula
dependent on the scope). No doubt further improvements could
be obtained by optimizing the manipulations of the boolean
formulas themselves — how they are represented and combined.

The notion of scope is perhaps unremarkable, but seems to
be the lynchpin to making progress in automating the analysis
of software specifications. Nevertheless, the incompleteness
resulting from an ad hoc bound on the search, compounded by
the incompleteness of the solver, is of course undesirable.
Sometimes the user will conclude that a property holds only
because the search was conducted in too small a scope, or was
not given enough time to find a counterexample.

We are investigating ways to mitigate this problem. The ana-
lyzer might, for example, provide an estimate of the probability
that a model exists but has not been found; from this, the user
could determine for how long to run the solver. In a safety-
critical application, it would be appropriate to construct an ab-
straction that establishes that a search within a given scope suf-
fices to show correctness for all scopes, but for mainstream
software development, the effort is not worthwhile.

Researchers in formal methods have devoted almost all their
attention to analysis schemes that gain completeness at the ex-

pense of automation. It seems to us that fast and fully automatic
analyses whose results are correct with high probability are more
likely to appeal to practitioners, and offer exciting new research
challenges.
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