Enforcing Authorization Policies
using Transactional Memory
Introspection
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Take home slide

We can utilize the mechanisms of
Software Transactional Memory
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Security policy enforcement

Common difficulties
with policy enforcement:

Difficulty 1
Time of check vs. time of use o

Difficulty 2
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Policy enforcement difficulty 1
Time of check vs. time of use

if (allowed(principal, resource, operation)) {

¥

perform operation on resource
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Policy enforcement difficulty 1
Time of check vs. time of use

if (allowed(principal, resource, operation)) {
perform operation on resource
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Solution for difficulty 1
Software Transactional Memory (STM)

if (allowed(principal, resource, operation)) {
perform operation on resource
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Solution for difficulty 1
Software Transactional Memory (STM)

atomically {

if (allowed(principal, resource, operation)) {
perform operation on resource
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atomically {
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Transactional Memory
Introspection (TMI)

Utilizes the mechanisms of
Software Transactional Memory
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Where TMI fits in with STM
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Policy enforcement difficulty 2
Error handling

if (allowed(principal, resourcel, opl)) {
perform opl on resourcel

} else {
clean up and report error
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Policy enforcement difficulty 2
Error handling

if (allowed(principal, resourcel, opl)) {
perform opl on resourcel

} else {
clean up and report error
}
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Policy enforcement difficulty 2
Error handling

if (allowed(principal, resourcel, opl)) {

perform opl on resourcel
} else {

clean up and report error
}

1f (allowed(pr1nc1pal resource2, op2)) {
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Policy enforcement difficulty 2
Error handling (cont4d)

e Error handling accounts for a large fraction
of server software, over two-thirds [1BM'87]

e Exception handling code itself is prone to
€rrors [Fetzer and Felber '04]
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Policy enforcement difficulty 3
Complete mediation

if (allowed(principal, resourcel, opl)) {
perform opl on resourcel
} else {

clean up and report error
}
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Policy enforcement difficulty 3
Complete mediation

if (allowed(principal, resourcel, opl)) {
perform opl on resourcel
} else {

clean up and report error
}

1f (allowed(pr1nc1pal resourcez op2)) {
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Policy enforcement difficulty 3
Complete mediation (contd)

e Areal problem in current practice

e Bugs of this kind found in the Linux kernel,

page cache read did not check for file
Permissions [Zhang et al. USENIX Security ‘02]
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TMI solves these difficulties
and

simpl
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Handling errors with STM abort

atomically {
if (allowed(principal, resourcel, opl)) {
perform opl on resourcel;
} else {
clean up and report error
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Handling errors with STM abort

atomically {
if (allowed(principal, resourcel, opl)) {
perform opl on resourcel;

¥

if (allowed(principal, resource2, op2)) {
perform op2 on resource2;
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Handling errors with STM abort

atomically {
if (allowed(principal, resourcel, opl)) {

perform opl on resourcel;

¥

if (allowed(principal, resource2, op2)) {
perform op2 on resource2;
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Complete mediation and decoupling
of enforcement code

atomically {
if (allowed(principal, resourcel, opl)) {
perform opl on resourcel;

)

if (allowed(principal, resource2, op2)) {
perform op2 on resource2;

)

Lors 3 Bt ) P gTes R T Te g 3 L e R PR e S . v PRt At R P ot Yot B Vi & M ’ o2 b . F s
o N 3 Vg R F] - 3 3 = ol o Mt A R e O Lol el = [ & - e i g ¢ WIS & e & - S’ g e A v &3 o X, WA P Lo & o * o o = vy
Sy ¥ -~ y e > xS o e Ny S ot el VAR R reny U et : S5 [ N % PO A e s vy oSS s 2 AW ANS S, R AR et & veg v ¢ SO RN by 3 Dk o P S
A f AT AY 2o ) AR TR T Sl e 0 A .,.v- A5t .‘ L T TS T s ““ Ly, B ¢ 2 P Ry T RS O AR SR T |~ S
e ] N = B LIRS, . s A Ty B, At ¥ 4 y 3 = B o4 Ty L TN 0 CATB 0 o VW e S0 s Sy Y S s Lt 75 e WA 5 \ e e ) A % P T DAL s
Gy (s & A [ [ o B AT A R S B S el e T e R P Stk L B 63 Sl R L b R T e B B Sl AT Nty EERAR AR S A A T L R Kol A e ¥
{ A




16

Complete mediation and decoupling
of enforcement code

atomically [principal] {
if (allowed(principal, resourcel, opl)) {
perform opl on resourcel;

)

if (allowed(principal, resource2, op2)) {
perform op2 on resource2;
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Complete mediation and decoupling
of enforcement code

atomically [principal] {
perform opl on resourcel;
perform op2 on resource2;
} on abort {
report error; //nocleanup necessary
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Complete mediation and decoupling

of enforcement code

atomically [principal] {
perform opl on resourcel;
perform op2 on resource2;
} on abort {
report error; //nocleanup necessary
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Complete mediation and decoupling

of enforcement code

atomically [principal] {
perform opl on resourcel;
perform op2 on resource2;
} on abort {
report error; //nocleanup necessary

}
e TMIH reference monitor is quked
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Complete mediation and decoupling

of enforcement code

atomically [principal] {
perform opl on resourcel;
perform op2 on resource2;

W} on abort {

report error; //nocleanup necessary
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Policy evaluation in TMI

e TMlauthorization manager evaluates the policy

e Supplied by the programmer, decoupled from
application logic

e |nvoked on all accesses to sensitive resources.
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Variants of authorization managers
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Variants of authorization managers

Eager

Denied

L Od

Validate access

Commit
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Variants of authorization managers
Lazy

Log metadata =
Validate log
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Variants of authorization managers
Overlapped

Send metadata
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Implementation

e Extends Sun’s DSTM2 library for Java
[Herlihy, Luchango and Moir OOPSLA'06]

e Programmer specifies security metadata

. Pluggable authorlzatlon mgr receives metadata
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Evaluation

GradeSheet: 900 LOC, simple enforcement code,
1 atomic block

Tar: 5,000 LOC, Java Stack Inspection,
1 atomic block
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Evaluation

Average execution time of a request
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Summary

e TMlis a new reference monitor architecture

e Decouples application logic from
policy enforcement
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TMI utilizes the mechanisms of
Software Transactional Memory
to greatly improve
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