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Abstract. Machine Learning-as-a-Service (MLaaS) enables deep learn-
ing (DL) model owners to outsource inference tasks to a public cloud plat-
form. A model owner trains a DL model in-house and uploads the trained
model to a MLaaS. For the uploaded model, the MLaaS platform exposes
an API to query the uploaded model with inputs and obtain predictions.
However, uploading the trained model to public cloud platforms exposes
the model owner to security and privacy risks, as the model is available in
plaintext to the cloud provider during inference.

In this work, we present techniques to secure DL models with trusted
execution environments and propose a secure outsourcing scheme to
offload portions of the DL model computations during inference to faster
untrusted processors. We implement the presented techniques in MazeNet,
a framework to transform pretrained models into MazeNet models and
deploy them on a public cloud platform to provide inference services.

We evaluate MazeNet on popular convolutional neural networks, and
the results demonstrate that MazeNet improves the performance of DNN
models as compared to a secure baseline model, where the model runs
within a trusted environment. MazeNet increases the throughput of the
inference task up to 30x and decreases the latency up to 5x for the bench-
mark models in our experimental evaluation.
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1 Introduction

Machine Learning-as-a-Service (MLaaS) enables deep learning (DL) model own-
ers to deploy trained models on public cloud platforms to provide inference
services. A model owner pretrains a model in-house and uploads the trained
model to a public cloud platform. In turn, MLaaS exposes an API endpoint to
the uploaded model to query the model with inputs and obtain predictions.
However, moving the model to a public cloud platform exposes the model
owner and the uploaded model to various security and privacy risks. First, a
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compromised or malicious MLaaS provider can easily steal the deployed models
as the model is available in plaintext during the inference because the cloud
vendor controls the entire hardware and software stack at its data centres. A
stolen model leads to financial losses and legal troubles for the model owner.
Often, organisations invest significant financial resources to train state-of-the-art
models [21] that solve critical business problems. Second, having access to model
parameters and intermediate states, the DL model can leak sensitive information
about their private training dataset through membership inference attacks [44].
Often, these models are trained on private datasets to improve the accuracy of
the learning task. Legal laws in many countries require that private data, such
as financial transactions [1], electronic health records [2], insurance, etc., be
protected. Otherwise, the defaulting organisation will be penalised heavily [1,2].
Third, the MLaaS provider can tamper with the uploaded model to influence the
results. Therefore, it becomes crucial to protect the integrity and confidentiality
of the uploaded models on public cloud platforms.

A naive solution to protect the model on an MLaaS platform would be to
run the model within a Trusted Execution Environment (TEE) such as Intel
Software Guard Extensions (SGX). The TEE will be responsible for ensuring
the confidentiality and integrity of the DL model during the inference process.
However, directly running the DL model within the TEE is suboptimal.

First, TEEs often have fixed and usually smaller protected memory than
the main memory. For example, SGXv1 offers only 128 MB of protected mem-
ory. Therefore, a DL model larger than protected memory incurs a performance
penalty. Second, TEEs cannot securely utilise untrusted but powerful resources
such as co-located processors, main memory, and storage available on the system.

In this work, we present MazeNet, a framework to transform pre-trained mod-
els into MazeNet models and securely run them on heterogeneous and distributed
systems consisting of trusted execution environments and untrusted runtimes.
MazeNet uses three key techniques to overcome the limitations of TEEs and
provides a secure and fast inference solution.

First, to overcome the fixed protected memory of SGX enclaves, MazeNet
splits the DNN model into smaller models, referred to as submodels, such that
the maximum memory usage of each submodel during inference is less than the
size of the protected memory offered by the SGX enclaves. During inference,
MazeNet distributes the submodels to different SGX enclaves. Splitting avoids
the performance penalty due to swapping when submodels execute within SGX
enclaves. Figure 1a shows an illustration of splitting, where a model M is split
(D into five submodels S; ... Ss.

Second, running submodels only within TEEs leaves other untrusted
resources underutilised. Therefore, to maximise the system utilisation and
improve the performance, a subset of submodels is outsourced to untrusted run-
time environments. However, outsourcing to an untrusted environment raises pri-
vacy risks for the outsourced submodels. Therefore, MazeNet employs its second
technique, cloaking, a secure outsourcing scheme to offload submodel evaluation
to untrusted hardware. In cloaking, synthetic layers and neurons are added to
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(b) On the cloud, a Model Manager deploys the MazeNet model, and exposes an API
for users to query the model. During the inference, the MLaaS provider signs inputs
and outputs of cloaked submodels (3) that are outsourced to untrusted environments.

Fig. 1. End-to-end workflow of MazeNet system.

the submodel, which hides the original weights within the synthetic weights to
protect the privacy of the outsourced submodel. In the Fig. la, after splitting,
submodel Sy, Sy are cloaked (@) to produce final MazeNet Model.

Third, during inference, the adversary can tamper with any data or compu-
tation outside the TEEs, including cloaked submodel weights. MazeNet employs
digital signatures to detect tampering in offloaded computations. It requires the
cloud vendor to sign @) both the inputs and the outputs of the cloaked sub-
models, as shown in Fig.1b, to commit to submodel evaluation results. The
signatures are later used during an audit phase, where MazeNet independently
verifies some of the outsourced computations by re-executing some of them.

Figure 1 shows the end-to-end MazeNet workflow. First, a cloud tenant trans-
forms a pretrained model into a MazeNet model with Model Builder and uploads
the generated model to a public cloud platform, where a Model Manager securely
deploys the uploaded model and exposes an API to query the model.

Prior works [16,46,50] have proposed secure outsourcing schemes to out-
source linear layers of DL models to hardware accelerators. However, outsourcing
only linear layers is suboptimal, as linear layers are frequently followed by non-
linear layers. As a result, the intermediate state needs to be constantly moved
between the TEE and the GPUs. Table1 shows the data transferred between
TEE and non-TEE for prior works. MazeNet overcomes this limitation by out-
sourcing both the linear and the non-linear layers to GPUs, thereby reducing
communication costs. MazeNet can reduce up to 90% of the data transfer cost.
Figure 2 compares MazeNet with prior works.
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Table 1. Data transfers between the TEE and GPU when only linear layers are out-
sourced to GPUs, while non-linear layer executes within the TEE.

Data transfer (MB)
Model TEE—GPU|GPU—TEE Total
VGG16 34.77 51.71 86.48
ResNet50  [38.70 40.39 79.09
DenseNet201/91.43 29.96 121.39

To evaluate the benefits and costs of the proposed techniques, we have built
a prototype of the MazeNet framework on top of TensorFlow [14]. We transform
popular convolutional neural networks (CNN), VGG16 [45], ResNet50 [17], and
DenseNet201 [18], into MazeNet models and compare them against a secure
baseline model, where the whole unmodified model runs within a TEE. Our
evaluation shows that MazeNet can improve the throughput up to 30x and reduce
the latency up to 5x for the models considered in our experimental evaluation.

To summarise, the following are the main contributions of this work:

— This work presents MazeNet, a framework to secure trained deep learning
models on public cloud with trusted execution environments.

— It proposes an outsourcing scheme to outsource both linear and non-linear
layers to untrusted environments to accelerate the model inference.

— Our evaluation shows that MazeNet can significantly improve the throughput
and the latency of DL models as compared to the secure baseline models.

2 Background

Trusted Execution Environments. Trusted Execution Environments (TEESs)
provide an isolated environment that is protected against software and hardware-
based attacks from privileged adversaries, including the OS, BIOS, and firmware.
Silicon vendors have introduced support for TEEs [11,28,31,32]. This work uses
Intel SGX as a TEE because its threat model is most suitable for cloud work-
loads, as it has a minimal trusted computing base. With SGX, applications can
build enclaves within their program address space, whose contents are protected
from privileged adversaries.

Threat Model. MazeNet admits a strong adversary based on the standard threat
model of Intel SGX. We only trust the code and data residing in enclaves and
the Intel CPU. The adversary controls the privileged system software, including
the OS, firmware, and BIOS. It can read and modify data located outside SGX
enclaves. The main goal of this work is to protect the privacy of trained parame-
ters of a deep learning model. We assume that the cloud vendor is not aware of the
pretrained model architecture. This work does not aim to protect the privacy of
user inputs, as it is orthogonal to the goal of model privacy.

Prior research has demonstrated several side-channel attacks against SGX |7,
52], and Intel is actively working to fix those side-channel attacks [20]. Therefore,
side-channel attacks are outside the scope of this work.



Author Proof

MazeNet: Protecting DNN Models on Public Cloud Platforms With TEEs 5

Prior Work Model Input Outsource Scalable to Platform /
Privacy Privacy to Untrusted Large Models Technique
Hardware
(server) ( server)
Securenets [8] v v v SMM
Cryptonets [13] FHE
Chameleon [38] v GC
DeepSecure [39] v/ v GC
Crypflow [25] v v MPC
SecureML [35] v MPC
MiniONN [29] v FHE and GC
Gazelle [23] v FHE and MPC
Shadownet [46] v v ARM TrustZone
DarknetTZ [34] v ARM TrustZone
OMG [5] v ARM TrustZone
Occlumency [27] v SGX
TensorScone [26] v/ SGX
DarkNight [16] v v SGX
MLCapsule [15] v v SGX
Slalom [50] v SGX
MazeNet v v v SGX

Fig. 2. Feature comparison of prior works with respect to the privacy of models and
user inputs. SMM: Secure Matrix Multiplication, SGX: Intel Software Guard eXention.
FHE: Fully Homomorphic Encryption. MPC: Multi-Party Compuation. GC: Garbled
Circuits.

3 Building MazeNet Models

A pre-trained model is transformed in two stages. First, the model is split into
smaller models. Then, a subset of models is cloaked to produce a MazeNet model.

3.1 Splitting DNN Models

The size of DNN models is increasing as new state-of-the-art architectures are
introduced, and larger models are trained to achieve higher accuracy on the
learning task. Recent report [4] states that computing resources needed for DNNs
doubles every 3.4 months, with GPT-3 model reaching 175 billion parameters.
Due to their large size, many DNN models do not fit within the fixed protected
memory offered by TEEs. In case of SGX enclaves, the hardware can only crypto-
graphically protect a small portion of main memory [16,49]. Models larger than
the size of protected memory incur a performance penalty due to swapping.
Intel SGX reserves a portion of main memory, Enclave Page Cache (EPC),
to store the encrypted pages of the enclaves in the main memory, which are
protected by the hardware. As this is a fixed portion of memory, enclave appli-
cations and DNN models that have higher memory requirements than the size of
the protected memory incur EPC swapping, where the SGX driver in the kernel
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Fig. 3. Splitting the VGG16 [45] model into smaller submodels.

seals a few pages of EPC and stores them on the unprotected memory. Thus
freeing a few pages in the EPC for enclave applications. Due to EPC swapping,
the performance of enclave applications is severely degraded, as swapping is com-
putationally expensive due to the cryptographic operations required to ensure
confidentiality and integrity of swapped pages in untrusted memory. Further,
applications stall if they needs any of the swapped-out pages.

To overcome this limitation of fixed protected memory, MazeNet splits large
DNN models into smaller models referred to as submodels, such that each sub-
model fits within the protected memory offered by SGX. After splitting, each
submodel can be deployed on different TEEs to avoid EPC swapping.

Figure 3 shows one such splitting of the VGG16 model, where the splits are
performed after the pooling layers. In the case of functional models, where the
output of one layer can be input to more than one following layers, the splits
can be performed at block levels.

3.2 Submodel Cloaking

The submodels obtained from splitting can be hosted on TEESs to provide secure
inference services. However, deploying submodels only on TEEs leaves other pow-
erful but untrusted system resources, such as CPUs and GPUs, underutilised.
Therefore, a subset of the submodels is deployed in the untrusted runtime envi-
ronment to improve the performance of the inference service. The submodels
deployed within TEEs are referred to as in-TEE submodels, while the submod-
els deployed outside the TEEs are referred to as non-TEE submodels.

However, outsourcing submodels to untrusted environments poses the follow-
ing security and privacy risks, which were earlier mitigated by TEEs. First, pas-
sive adversaries can observe the delegated submodels in plaintext and therefore
they can learn the connection between different layers along with their parame-
ters and weights. Second, an active adversary can tamper with outsourced com-
putation. It can replace the weights of outsourced submodels, change the results,
or perform replay attacks on outsourced computations.

To protect the privacy of outsourced submodels, MazeNet employs its second
technique of cloaking, where the submodels are cloaked before deploying them
to untrusted environments. In cloaking, synthetic layers and neurons are added
to the submodel to produce a cloaked submodel, where the original submodel
is embedded within the cloaked submodel. Cloaking hides the existing weights
within synthetic weights.
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Fig. 4. Phase 1: Adding synthetic neurons (O) between existing neurons (@) in a four
layer submodel.

Key idea. The key idea behind cloaking is that parameters or weights of a layer
are a set of matrices, and it is difficult to distinguish whether a given matrix is
part of a pre-trained model or not. For example, filters in convolutional layers
detect different features. Given two filters, each detecting a different feature, it
is difficult to determine which one is part of the trained model.

Prior work on model explanations that tries to reason about the working of
DL models suggests that individual filters and units (neurons) need a global view
of the entire model to reason about the usefulness or role of individual neurons
in the predictions [48]. Thus, when synthetic weights are added in submodels,
an adversary cannot distinguish between the embedded weights and the newly
added synthetic weights. It can only observe the partial computation, which
contains a mix of actual and synthetic computation. The keys to recover the
results from cloaked submodels are securely stored within the TEEs.

For cloaking, a subset of submodels are marked as in-TEE, which are deployed
within TEEs, while the remaining are marked as non-TEE, which are cloaked to
produce cloaked submodels. The first and the last layer in the pre-trained model
are always part of in-TEE submodels. The remaining submodels are alternatively
marked as in-TEE and non-TEE. In the previous example of splitting VGG16
model in the Fig. 3, submodels Sy, S5, S5 are marked as in-TEE submodels, while
submodels Ss, Sy are labelled as non-TEE and cloaked.

3.3 Cloaking Process

Non-TEE submodels are cloaked in two phases. In the first phase, synthetic
neurons are inserted into existing (embedded) layers to hide embedded neurons.
Then, in the second phase, synthetic layers are added to hide embedded layers.

Sample weight distributions. The weights of the synthetic neuron and layers
are drawn from sample weight distributions. However, the probability distri-
bution of weights for each layer is unknown beforehand, and during the train-
ing, layers learn one of the instances of these weights from the distributions.
The weight distributions differ across layers, as each layer learns a different fea-
ture. For example, in convolutional networks, initial layers learn simple features
such as edge detection, while deeper layers learn complex features such as facial
expression. A sample distribution can be created for layers during the training
and hyperparameter tuning phase by recording the weights of each layer. More-
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Fig. 5. Phase 2: Adding a synthetic layer, layer 2a, to a two layer submodel.

over, the sample distribution can be extended by training the model multiple
times with different initial weights.

Phase 1: Adding Synthetic Neurons. In the first phase, synthetic neurons
are added to the convolutional and dense layers. In case of convolutional layers,
synthetic filters compatible with existing filters in the layer are sampled and
appended to the existing filters. For dense layers, weight matrices compatible
with the size of the input tensor are sampled and appended to existing weights.
Finally, the weights are shuffled to hide the existing weights from the newly
added weights.

Adding synthetic neurons and filters makes the layers incompatible with the
following layers as the size of the outputs increases. For example, consider a dense
layer containing 64 neurons. Suppose 32 neurons are added to the layer during
the first phase of cloaking. Then, it will produce output of length 96 instead of 64.
Thus, the following layer will become incompatible as it expects input size to be
64. Therefore, the outputs from cloaked layers are filtered before feeding them to
following following layers. Figure4 shows that the output of synthetic neurons
is filtered before feeding them to the following layer. The output of synthetic
neurons is used later in the second phase of cloaking when synthetic layers are
added. Similarly, shuffling the filter and weight matrices results in incorrect
results produced by layers. Therefore, the weights of the following layers are also
reordered such that dot products compute the same results as before the weights
were shuffled.

After synthetic neurons are added, embedded weights are hidden from the
adversary. However, the adversary still knows that a subset of the weights are
from the embedded model for any given layer. Therefore, to further hide the
embedded layer as well, synthetic layers are added.

Phase 2: Adding Synthetic Layers. During the second phase, synthetic layers
are added to the submodels obtained from the first phase of cloaking to build the
final cloaked submodels. Adding synthetic layers embeds the existing submodel
within a bigger model (cloaked submodel).
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Fig. 6. One of the instances of the VGG16 MazeNet model obtained after splitting and
cloaking. represents embedded layers, while : Layer : represent synthetic layers.

A submodel can be hidden in another model as new architectures have been
introduced which moves away from the traditional sequential architecture where
the output of one layer is input to the immediately following layer. State-of-the-
art models differ widely in their architecture from introduction of skip connec-
tion in ResNet [17], densely connected layer in DenseNet [18], parallel layers in
Inception module of GoogleNet [47], and ensemble models, [12,17] which com-
bine multiple independent models to form a bigger model. Thus, a submodel
may appear to be part of multiple architectures. Further, adding synthetic layers
increases the difficulty of identifying embedded layers based on the input-output
relationship between the layers in the cloaked submodels.

The model owner provides the architecture of the synthetic layers for the
second phase of cloaking, which specifies the location and the type of synthetic
layers to be added in the cloaked submodels. To attach synthetic layers, interme-
diate inputs are selected from the submodel, and they are filtered. In contrast to
embedded layer, the inputs to synthetic layers contain outputs of synthetic neu-
rons as well as shown in Fig. 5, which were added in the first phase of cloaking.
Then, the weights for the synthetic layers are drawn from the sample distribu-
tions, and the layers are added to the submodel.

The synthetic outputs produced by the synthetic layers are later eliminated
by the TEEs. During cloaking, MazeNet uses taints to track the status of each
value produced by the layers in the cloaked submodel. A taint tensor is main-
tained for each input, intermediate, and output tensor. The values in the taint
tensor indicate whether the corresponding value in the actual tensor is real or
synthetic. For the initial user input, the taint tensor is initialised with real
label. As the input passes through the synthetic layers and synthetic neurons,
the corresponding value in the taint tensor is set to synthetic. Similarly, real
label is set for values produced by embedded layers or neurons.

Figure 6 shows one of the instances of generated MazeNet model correspond-
ing to the VGG16 model. It consists of three in-TEE submodels, T3, T3, and 75,
and two cloaked submodels, C5 and Cy.
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4 Running MazeNet Models

A Model Manager on the cloud deploys the MazeNet models generated from
pre-trained models. It deploys in-TEE submodels within Intel SGX enclaves and
cloaked submodels on untrusted environments. Then, it exposes an API to query
the deployed model. On receiving input from a user, it routes the input through
a series of in-TEE and cloaked submodels to compute the inference results.

However, during the inference, an adversary on the cloud can read and modify
any data and computations that are outsourced to the untrusted runtime to
compromise the inference process or results. To detect integrity violations during
cloaked submodel evaluation, MazeNet relies on digital signatures. The enclaves
are built with the public key of the cloud provider. Thus, the public key cannot
be modified or replaced during the inference. If the cloud vendor tampers with
the private key that it controls, the signature verification will fail.

Outside the enclave, MazeNet requires the cloud vendor to compute signa-
tures Signsk(Cinput), where sk is the cloud vendor’s private key, for each input
Cinput and output Coyipys of the cloaked submodels C' € C. The enclave, which
receives the intermediate output Coyepye as input for the in-TEE submodel, ver-
ifies the intermediate outputs and corresponding signatures. On successful veri-
fication, the enclave filters embedded outputs from synthetic outputs with taint
obtained during cloaking and feeds the filtered output to the in-TEE submodel
to proceed with the inference process. Then, the enclave sends both signatures
to the Model Manager for auditing.

During an audit phase, the Model Manager can randomly verify some of
the outsourced computation by re-executing those computations within a TEE,
or outsource them to a non-colluding party, such as other cloud vendors or on-
premises execution. The audit phase does not influence the throughput or latency
of the system, as it happens when the system is idle or in an offline phase.

Security Analysis of MazeNet Models. All the in-TEE submodels run
within TEEs; therefore, in-TEE submodel weights are secured by the hardware
from adversaries. In the case of non-TEE submodels, each non-TEE submodel
T € T is cloaked to get a corresponding cloaked submodel C' € C. To steal the
weights of the embedded non-TEE submodel 7' from the cloaked submodel C,
the adversary needs to correctly identify embedded neurons from synthetic ones.
Equivalently, the adversary can steal the submodel if it can correctly guess the
synthetic outputs from the embedded outputs, which are filtered by the enclaves.

Each subset of output from the cloaked model corresponds to a unique model.
However, only one of them corresponds to the embedded model. Thus, the prob-
lem of submodel stealing for the adversary reduces to correctly identifying a
subset from all possible subsets of a given set. For a set of size |S|, there are
2151 — 1 possible subsets, excluding the empty subset. Therefore, if a cloaked sub-
model produces N tensors as outputs, then the probability that an adversary
can correctly guess the embedded non-TEE submodel T is:
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For the entire model, the number of expected weights that would be presented
in randomly extracted submodels would be the sum of expected weights in the
individual cloaked submodels. Therefore, the number of weights present in a
randomly extracted model by the adversary would be:

Wel

E[Embedded Weights] = Z ollcll 1

ceC

Here, |W¢| is the number of embedded weights or parameters present in
cloaked submodel C, and ||C|| is the number of output tensor produced by the
cloaked submodel C.

5 Implementation

We have built the MazeNet framework on TensorFlow [14]. It consists of two com-
ponents: Model Builder and Model Manager. Model Builder accepts a pre-trained
model in TensorFlow SavedModel format, and produces a MazeNet model con-
sisting of in-TEE and cloaked submodels. The in-TEE submodels are exported in
TFLite format, and the cloaked submodel in SavedModel format. In addition to
the MazeNet model, the Model Builder produces taint tensors that are required
during the inference process.

On the cloud, Model Manager manages the life cycle of MazeNet models. It
is responsible for securely deploying in-TEE submodels within the TEEs and
cloaked submodels in untrusted environments. The enclave hosting in-TEE sub-
models has secure access to taint tensors during the inference process to filter
embedded outputs.

Our implementation relies on Intel SGX as a TEE. As applications do not run
out-of-the-box on Intel SGX, the research community and industry have devel-
oped multiple frameworks to run applications on SGX. These include Graphene-
SGX [51], Porpoise [42], Panoply [43], SGX-LKL [36]. Among these, we have
selected Graphene-SGX (v1.0) as it supports the Python programming environ-
ment and the TensorFlow deep learning framework.

To implement the MazeNet framework, we have added cloaking support for
popular layers in the TensorFlow framework, which were present in our bench-
mark models — VGG16, ResNet50, and DenseNet201. In total, TensorFlow has
around 150 types of layers, and we implemented cloaking support for 20 Tensor-
Flow layers for the benchmark models.

In the implementation, adding cloaking support for TensorFlow layers
required 715 lines of Python code in Model Builder, and 550 lines for Model
Manager as reported by pygount [3]. Further, MazeNet can be extended to
other models by implementing cloaking for unsupported layers present in the
model.
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Table 2. Configuration parameter used to generate MazeNet models.

Model Cloak factor/Submodel width/In-TEE layers
VGG16 10% 10 1, 11, 22

ResNet50  |10% 10 1-7, 92-102, 174-177
DenseNet201/10% 10 1-7, 49-137, 477-709

6 Evaluation

To find the benefits and costs of the presented techniques, we transformed
popular convolutional neural networks, VGG16 [24], ResNet50 [17], and
DenseNet201 [18], into MazeNet models.

Generating MazeNet models. We have used pre-trained model weights
present in Keras library 9] to produce MazeNet models. In MazeNet, the model
developer provides the set of synthetic layers to be added during the cloaking
phase. For the evaluation, we duplicated existing layers to produce cloaked sub-
models.

There are three key configuration parameters (split, cloak factor, cloaked
submodel width) for building a MazeNet model. Table 2 lists the configuration
parameters used in our evaluation.

1. Split states how the given model should be split into smaller submod-
els. According to the Table2, layer 1,11 and 22 of the VGG16 model are
designated as in-TEE layers. Therefore, the Model Builder produces three
in-TEE submodels, each containing one layer, while the remaining layers
{LQ, ceay L10}7 {ng, ey Lgl} are part of two cloaked submodels.

2. Cloak factor represents the percentage of synthetic weights to be added to
build a cloaked layer. For example, a convolutional layer with 64 filters and
10% cloak factor will result in 72 filters in the cloaked convolutional layer.

3. Cloaked submodel width limits the maximum width during cloaking, as
duplicating layers increases the width of the submodel, where width is the
number of layers present at a given depth d.

6.1 Experimental Setup

Based on the parameters in Table 2 to build MazeNet models, the Model Builder
produces three in-TEE and two cloaked submodels. The in-TEE submodels are
deployed on three TEE systems that are equipped with an Intel i7-7700 desktop-
class CPU, which supports SGXv1 with 128 MB of cryptographically protected
memory, and 32 GB of main memory. The remaining two cloaked submodels are
deployed on non-TEE systems without SGX support. The non-TEE system is
equipped with server-class Xeon Gold 6150 CPU, having 36 cores and 72 threads,
along with 256 GB of main memory. As the server-class machine has a high core
count and sufficient main memory, both the cloaked submodels are deployed on
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Fig. 7. Throughput of MazeNet models generated from parameters in Table 2.

the same machine. Our evaluation focuses on throughput and latency, where the
inference service performs classification on images from the ImageNet [40].

Baseline models. We compare the performance of MazeNet models against
secure baseline models where the whole unmodified model executes within a
TEE. The secure baseline model executes on one of the TEE systems (i7-7700)
described above. As the non-TEE system does not support any TEE, we cannot
report secure baseline performance for the 6150 CPU. Similarly, for non-secure
baseline, we run unmodified models in the standard untrusted environment.
The accuracy of MazeNet models is similar to unmodified models, as MazeNet
performs the same set of computations in addition to synthetic computations.

6.2 Throughput Results

To evaluate throughput, we query the models with 128 input samples that are
split across eight clients, where each client simulates a single user and query
the models in parallel. We repeat this experiment with different batch sizes,
where multiple inputs are grouped to form a batch, and report the maximum
throughput across batch sizes, for each model in Fig. 7a. The results demonstrate
that MazeNet models achieve higher throughput when compared to the secure
baseline models. MazeNet models benefit from the faster untrusted processors,
whereas the secure baseline models are limited by the weak trusted CPU. How-
ever, the speedup observed across models differs significantly from 30x in VGG16
to 2x in DenseNet201. The speedup is more significant in VGG16 as it is com-
putationally expensive, requiring 30.96 GFLOPs as compared to ResNet50 and
DenseNet201 models, which require 7.73 and 8.58 GFLOPs, respectively. Thus,
the VGG16 MazeNet model benefits more from untrusted processors.

During the experiments, we observed that each MazeNet model achieved
maximum throughput at a different batch size. Therefore, we next measure the
role of batch size in the throughput of MazeNet models. To measure the impact
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Fig. 8. Latency trends of MazeNet models.

of batch size, eight clients query the model at different batch sizes, and the results
are presented in Fig. 7b. Increasing the batch size improves the throughput of
MazeNet models. However, increasing the batch size beyond the optimal point
leads to a significant decline in throughput. The primary reason for this degra-
dation of throughput is EPC swapping in enclaves due to the large intermediate
state produced by in-TEE submodels at higher batch sizes.

Finally, we evaluate how the throughput scales with increasing workload. Ini-
tially, a single client queries the model with a fixed batch size of one. Then, the
number of clients is progressively increased, while keeping the batch size fixed,
to simulate the increasing workload. Figure 7c shows the throughput of MazeNet
models at varying workloads. Initially, the overall throughput of MazeNet infer-
ence system increases with an increase in workload. However, the throughput
saturates when the number of clients crosses six.

6.3 Latency Results

Latency is the time duration a client has to wait for results after sending the
inputs to the model. To measure the latency of models, we query the model
with a single client that queries the model with a single input. The observed
latency for different models is reported in Fig. 8a. The results show a significant
improvement in latency for the VGG16 MazeNet model compared to the secure
baseline, with latency dropping from 3 to 0.6s — a bx improvement.

However, there is no latency improvement for the ResNet50 and DenseNet201
MazeNet models. There are two main sources that contribute to the latency of
MazeNet models, in addition to computational operations. First is the time
spent on computing the digital signatures by cloaked submodels and verification
of signatures by enclaves. Second is the time spent on data transfers between
cloaked and in-TEE submodels. As compared to the VGG16 MazeNet Model,
the ResNet50 and DenseNet201 MazeNet models spend more time on computing
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Fig. 9. Overheads arising from different sources during MazeNet inference.

digital signatures and data transfers than performing deep learning operations,
which can be accelerated by untrusted hardware.

Next, we evaluate how the latency changes with increasing workload. We
began with a single client which queries the model with a single input. Then,
progressively, we increase the number of clients over time. Figure 8b presents the
latency trends of MazeNet models under the varying number of clients. Initially,
the Latency increases slightly when the number of clients is increased from one
to five. As the number of clients increases, the number of active models in the
inference pipeline increases. However, when the pipeline is full or saturated,
further increasing the number of clients proportionally increases the latency as
the input queries are queued by the Model Manager.

Next, we investigate the impact of batch size on the latency of MazeNet
models. We measure the latency of MazeNet models at different batch sizes
while keeping the number of clients constant (one). Initially, the client sends
the query with a single input. Then, it gradually increases the number of input
samples within the batch. Figure 8c reports the latency for the entire batch. For
all the models, the latencies at different batch sizes follow the same pattern.
The batch latency increases with an increase in batch size. However, the average
time spent per input sample within a batch reduces from 0.60 to 0.30s when the
batch size is increased from one to fifteen. Similarly, it decreases from 0.56 to
0.40s for ResNet50, and 0.71 to 0.41s for DenseNet201. The results show that
batching can reduce the time spent per input during inference.
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6.4 Overheads

Overhead of enclave execution. Applications run slowly within enclaves due
to the overheads intrinsic to enclave execution. To quantify the overhead of
enclave execution, we measure the throughput of MazeNet models in two config-
urations: in-TEE submodels within TEEs and in-TEE submodels outside TEEs.
In the first configuration, we run MazeNet models in the standard configuration
as per the experimental setup described in Sect.6.1. In the second configura-
tion, in-TEE submodels are deployed in an untrusted environment to avoid the
overheads of enclave execution, while the remaining setup remains the same.
Figure 9a plots the throughput of the VGG16 MazeNet model in both config-
urations. The throughput of the standard configuration, in-TEE submodels with
TEEs, is within 20% of the other configuration for batch sizes up to eight, as the
throughput is bottlenecked by cloaked submodel execution time instead of the
enclave execution. However, at higher batch sizes, EPC swapping occurs due to
the larger intermediate state produced by the in-TEE submodels, which shifts
the bottleneck from the cloaked submodel to EPC swapping in enclaves. Conse-
quently, the throughput of in-TEE submodels within TEE starts to decrease at
higher batch sizes. Thus, the overhead of enclave execution is more prominent
when there is EPC swapping, while it is minimal without EPC swapping.

Network Overhead. Intermediate results of submodels are transferred over the
network, which introduces overhead during the inference process. We evaluate
the overhead due to the 1 Gigabit Ethernet network in our experimental setup.
To isolate network overhead, we run both the in-TEE submodels and cloaked
submodels and in-TEE submodels on the same non-TEE system, the server
machine described in the experimental setup, Sect. 6.1. This eliminates the need
for network transfers during the inference process. As the in-TEE submodels
runs outside the enclave, similar to the previous experiment, we can offset the
performance gains from running in-TEE submodels outside the enclave, up to
20% at smaller batch sizes. We compare the throughput of the VGG16 MazeNet
model in the above two configurations. The throughput in both cases is similar,
as the inference process is compute-bound. During inference, VGG16 submod-
els transfer around 10 MB of data per single input inference. As the MazeNet
model in standard configuration achieves around eight inferences per second, the
network bandwidth of one Gigabit does not introduce any significant overhead.

Overhead of synthetic computations.: To quantify the overhead due to the
synthetic computations present in the cloaked submodels, we compare the num-
ber of floating-point operations required to compute inference results in unmod-
ified models and MazeNet models. Table3 lists the number of floating point
operations (FLOPs) in unmodified and MazeNet models, which were generated
from the parameters given in Table 2. Next, we evaluate the impact of different
amounts of synthetic layers on the throughput of MazeNet models. Figure 9c
shows the throughput trends for three models, each having different widths.
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Table 3. Number of Floating-Point Operations (FLOPs) in standard and Mazenet
models when models were cloaked with parameters in Table 2.

Model  Standard 122eNet Submodels

in-TEE Cloaked Total Increase

(GFLOPs)

VGG16 30.96 1.85 151.76 153.60 5x
ResNet50 7.73 0.684 60.85 61.54 8x
DenseNet201  8.58 3.17 51.18 5436  6x

7 Related Works

Prior works have used trusted execution environments to protect the privacy
and confidentiality of training and inference of deep learning models [5,6,19,26].
Another line of research has focused on offloading deep learning computation to
hardware accelerators [16,46,50,53]. The main limitation of these works is that
they outsource only linear layers. However, often linear layers are followed by
a non-linear layer. Therefore, the intermediate outputs of the linear layers need
to be constantly moved between the TEE and the GPUs. MazeNet overcomes
this by outsourcing both linear and non-linear layers to untrusted environments,
thus reducing the constant need to transfer data between TEE and GPUs.

Another line of works has presented cryptography-based solutions that
use homomorphic encryption schemes [10,13,41] and multi-party computation
[25,30,35,37-39] protocols or a combination of both techniques [23,33] to pro-
tect deep learning workloads. Recent work [22] reports sub-second latency for the
VGG16 model with GPUs on a smaller CIFAR dataset, while MazeNet achieves
sub-second latency with CPUs on the larger ImageNet dataset. Cryptography-
based techniques face two primary challenges when applied in real-world deploy-
ments. The first is the significant computational overhead associated with cryp-
tographic operations. The second is the high communication cost incurred by
interactive protocols. Together, these limitations make such approaches less prac-
tical for applications where low latency and high throughput are critical.

8 Conclusion

In this work, we presented MazeNet to protect the privacy models on public
cloud platforms with TEEs, and introduced methods to outsource portions of
computation during inference to untrusted hardware. Our outsourcing scheme
outsources both the linear and non-linear layers. We implemented the presented
techniques in a prototype framework, MazeNet, to build MazeNet models from
given pre-trained models and deploy the MazeNet models on a public cloud
platform to provide inference services. Our evaluation of popular convolutional
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networks demonstrates that MazeNet models can improve the throughput by up
to 30x and the latency by up to 5x as compared to the secure baseline models.
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