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Retrofitting Transtormation
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Retrofitting Transtormation
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Retrofitting Transtormation
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Retrofitting Transtormation
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Retrofitting Transtormation
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Retrofitting Transtormation

Optimize >  |nstrument > Optimize
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Motivating Example

int foo(int a, int b) {
Intc =a + b;
return c;

}
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Motivating Example

int foo(int a, int b) {
iIntc=a+b;
return c;

}

signed integer overflow
= undefined behavior
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Motivating Example

Instrumentation

Integer overflow checker int foo(int a, int b) { '

—  |if(a>0& & b>0&&a>a+b)
//////7 exit(1);

int foo(int a, int b) { if (@<08& & b<0&&%a<a+b)

e i)
) ’ iIntc=a + b;
return c;

}

signed integer overflow
= undefined behavior

LLVM : Optimize — Instrument — Optimize
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Motivating Example

Instrumentation removed

Integer overflow checker int foo(int a, int b) { '

/ —  |if(a>0&&b>0&& a>a+b)
int foo(int a, int b) { exit(1);

. _ f(a<0& & b<0&&ka<a+b)
Intc=a + b;

_ exit(1);
return c; \ . :
Intc=a + b;
; Optimize (Linux LLVM)  return c:
Y

signed integer overflow
= undefined behavior
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Motivating Example

Integer overflow checker

/ -
iIntc=a+b;
return c; \

; Optimize (Linux LLVM)

int foo(int a, int b) {

signed integer overflow
= undefined behavior

LLVM : Optimize — Instrument — Optimize
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Instrumentation removed

intfoo(inta, intb){ ¢
f(a>0&& b>0&& a>a+b)
exit(1);
f(a<0& & b<0&&ka<a+b)
exit(1);
intc=a + b;

return c; o
) Optimize
(MacOSX LLVM)

!

int foo(int a, int b) {
if (b>0&& (a & b)>0)

exit(0) ‘\
Intc =a + b;
return c; Instrumentation
} modified



Motivating Example

)N removed

a>a-+Db)
int foo(int a<a+b)
iIntc =a
return c; @ _
\
ptimize
signed integ DSX LLVM)

= undefined

N

return c; Instrumentation
} modified
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Problem Statement

Can we detect erroneously removed/modified

instrumentation due to compiler optimizations”?

Challenges:

Chec
Chec
Chec

Solution:

KS
KS

KS

may be completely removed.
may be partially removed.

may be moved.

Some checks are indeed redundant.

Can we frame this as a reachability problem?
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Pretro: retrofitted program Popt: Optimized Pretro

int foo(int a, int b) { int foo(int a, int b) {
f(a>0&& b>0&& a>a+b) if (b>0&& (a & b)>0)
exit(1); exit(0)
f(a<0&&b<0&& a<a+b) intc=a + b;
exit(1); return c;
intc=a + b; }
return c;
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Reachability

Pretro: retrofitted program Popt: Optimized Pretro
int foo(int a, int b) { int foo(int a, int b) {
f(a>0&& b>0&& a>a+b) if (b>0&& (a & b)>0)
exit(1); exit(0)

f(a<0&&b<0&& a<a+b) intc=a + b;
exit(1); / return c;
intc=a+b; Y

return c; ———— Event of Interest

}
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Reachability

Pretro: retrofitted program Popt: Optimized Pretro
int foo(int a, int b) { int foo(int a, int b) {
f(a>0&& b>0&& a>a+b) if (b>0&& (a & b)>0)
exit(1); exit(0)
f(a<0&&b<0&&ka<a+b) intc=a + Db;
exit(1); / return c;
intc=a + b; }
return c: ———— Event of Interest
Y

Direct unsafe execution to exit path.
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Reachability

Pretro: retrofitted program Popt: Optimized Pretro
int foo(int a, int b) { int foo(int a, int b) {
f(a>0&& b>0&& a>a+b) if (b>0&& (a & b)>0)
exit(1); exit(0)
f(a<0&&b<0&&ka<a+b) intc=a + Db;
exit(1); / return c;
intc=a + b; }
returnc: —— Event of Interest

Semantics same as Pretro

}

Direct unsafe execution to exit path.
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Reachability

Pretro: retrofitted program Popt: Optimized Pretro
int foo(int a, int b) { int foo(int a, int b) {
f(a>0&& b>0&& a>a+b) if (b>0&& (a & b)>0)
exit(1); exit(0)
f(a<0&&b<0&&ka<a+b) intc=a + Db;
exit(1); / return c;
intc=a + b; }
returnc: ~—— Eventof Interest

Semantics same as Pretro

}

Direct unsafe execution to exit path.

Given same inputs,
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Reachability

Pretro: retrofitted program Popt: Optimized Pretro
int foo(int a, int b) { int foo(int a, int b) {
f(a>0&& b>0&& a>a+b) if (b>0&& (a & b)>0)
exit(1); exit(0)
f(a<0&&b<0&& a<a+b) intc=a + b;
exit(1); / return c;
intc=a + b; }
returnc: ~—— Eventof Interest

Semantics same as Pretro

}

Direct unsafe execution to exit path.

Given same inputs,
1. Prero and Popt reaches Event of Interest
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Reachability

Pretro: retrofitted program Popt: Optimized Pretro
int foo(int a, int b) { int foo(int a, int b) {
f(a>0&& b>0&& a>a+b) if (b>0&& (a & b)>0)
exit(1); exit(0)
f(a<0&&b<0&&ka<a+b) intc=a + Db;
exit(1); / return c;
intc=a + b; }
returnc: ~—— Eventof Interest

Semantics same as Pretro

}

Direct unsafe execution to exit path.

Given same inputs,
1. Pretro and Popt reaches Event of Interest
2.  Pretro and Popt reaches exit(0)
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Reachability

Pretro: retrofitted program

int foo(int a, int b) {
f(a>0&& b>0& & a>a+0Db)
exit(1);
f(a<0&&b<0&&ka<a+b)
exit(1);
intc=a + b;
return c;

}
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Reachability

Pretro: retrofitted program

define 132 @foo(a, b)

R2 = icmp sgta, O

br R2, L3, L9

T

L3: R4 =icmp sgtb, 0
brR4, L5, L9

1 FI | F

L5:R6=adda, b

R7 = icmp sgt a, R6

br R7, L8, L9
T FN\,
L8: call void @exit(1) | [L9: R10 = icmp slta, O
unreachable brAR1/O, L1141, L17
T

L11: R12 =icmp slt b, O
br R12, L13, L17
T
L13: R14 = add a, b
R15 = icmp slt a, R14
br R15, L16, L17
1 FN,
L16: call void @exit(1) | |[L17: R18 = add a, b
unreachable ret R18
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Reachability

Pretro: retrofitted program

define 132 @foo(a, b)

R2 = icmp sgta, O

br R2, L3, L9

T

L3: R4 =icmp sgtb, 0
brR4, L5, L9

ol FI | F

L5:R6=adda, b

R7 = icmp sgt a, R6

br R7, L8, L9
T FN\,
L8: call void @exit(1) | [L9: R10 = icmp slta, O
unreachable brAR1/O, L1141, L17
T

L11: R12 =icmp slt b, O
br R12, L13, L17

T

L13: R14 =add a, b

R15 = icmp slt a, R14

br R15, L16, L17

T F

L16: call void @exit(1) | |[L17: R18 = add a, b
unreachable ret R18
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Popt: Op“ M |Zed Pretro

int foo(int a, int b) {
if (b>0&& (a & b)>0)
exit(0)
Intc =a + b;
return c;

}



Reachability

Pretro: retrofitted program Popt: Optimized Pretro
define 132 @foo(a, b) define i32 @foo(a, b)
R2 = icmp sgta, O RO = icmp sgt b, O
br R2, L3, L9 R1=and b, a
T R2 =icmp sltR1, 0
L3: R4 = icmp sgt b, O R3 = and RO, R2
br R4, L5, L9 br R3, L4, L5
T FI | F T FN,
L5:R6 =add a, b M8: call void @exit(1) ||M5: R6 = add b, a
R7 =icmp sgt a, R6 unreachable ret R6
br R7, L8, L9
T F,
L8: call void @exit(1) | [L9: R10 = icmp slta, O
unreachable br R10, L11, L17
T
L11: R12 =icmp slt b, O
br R12, L13, L17 - -
T
L13: R14 =add a, b
R15 = icmp slt a, R14
br R15, L16, L17
1 FN,
L16: call void @exit(1) | |L17: R18 = add a, b
unreachable ret R18
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Reachability

Pretro: retrofitted program Popt: Optimized Pretro
define 132 @foo(a, b) define i32 @foo(a, b)
R2 = icmp sgta, O RO = icmp sgt b, O
br R2, L3, L9 R1=and b, a
T R2 =icmp sltR1, 0
L3: R4 = icmp sgt b, O R3 = and RO, R2
br R4, L5, L9 br R3, L4, L5
T FI | F T F\
L5:R6 =add a, b M8: call void @exit(1) ||M5: R6 = add b, a
R7 =icmp sgt a, R6 unreachable ret R6
or R7, 18, L9 Z 5
T F Event of interest
L8: call void @exit(1) | [L9: R10 = icmp slta, O
unreachable or R10, L11, L17
T
L11: R12 =icmp slt b, O
br R12, L13, L17 . =
T
L13: R14 =add a, b
R15 = icmp slt a, R14
br R15, L16, L17
1 F
L16: call void @exit(1) | |L17: R18 = add a, b
unreachable ret R18
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Reachability

Pretro: retrofitted program Popt: Optimized Pretro
define i32 @foo(a, b) define i32 @foo(a, b)
R2 =icmp sgt a, 0 RO = icmp sgt b, O
brR2, L3, L9 R1=and Db, a
T R2 =icmp sltR1, 0
L3: R4 = icmp sgt b, O R3 = and RO, R2
br R4, L5, L9 br R3, L4, L5
T FI | F T FN,
L5:R6 =add a, b M8: call void @exit(1) ||M5: R6 = add b, a
R7 =icmp sgt a, R6 unreachable ret R6
br R7, L8, L9 5
T F Event of interest
L8: call void @exit(1) | [L9: R10 = icmp slta, O
unreachable or R10, L11, L17
T
L11: R12 =icmp slt b, O
br R12, L13, L17 . =
T
L13: R14 =add a, b
R15 = icmp slt a, R14
br R15, L16, L17
1 F
L16: call void @exit(1) | |L17: R18 =add a, b
unreachable ret %18
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Reachability

Pretro: retrofitted program Popt: Optimized Pretro
define i32 @foo(a, b) define i32 @foo(a, b)
R2 =icmp sgt a, 0 RO = icmp sgt b, O
brR2, L3, L9 R1=and Db, a
T R2 =icmp sltR1, 0
L3: R4 = icmp sgt b, O R3 = and RO, R2
br R4, L5, L9 br R3, L4, L5
T FI | F T FN,
L5:R6 =add a, b M8: call void @exit(1) ||M5: R6 = add b, a
R7 =icmp sgt a, R6 unreachable ret R6
br R7, L8, L9 5
T i Event of interest
L8: call void @exit(1) | |[L9: R10 = icmp slta, O
unreachable or R10, L11, L17
T
L11: R12 =icmp slt b, O
br R12, L13, L17 . -
T
L13: R14 =add a, b
R15 = icmp slt a, R14
br R15, L16, L17
1 F
L16: call void @exit(1) | |L17: R18 =add a, b
unreachable ret R18
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Reachability

Pretro: retrofitted program Popt: Optimized Pretro
define i32 @foo(a, b) define i32 @foo(a, b)
R2 =icmp sgt a, 0 RO = icmp sgt b, O
br R2, L3, L9 R1=andb, a
T R2 =icmp slt R1, 0
L3: R4 = icmp sgt b, O R3 = and RO, R2
brR4, 15,19 br R3, L4, L5
T FI|F T FN,
L5:R6 =add a, b M8: call void @exit(1) ||M5: R6 = add b, a
R7 =icmp sgt a, R6 unreachable ret R6
br R7, L8, L9 3
T i Event of interest
L8: call void @exit(1) | |[L9: R10 = icmp slta, O
unreachable brAR}O+ L11, L17 POretro: !(R2) A '(R10)
L11: R12 =icmp sltb, O
br R12, L13, L17 . -
T
L13: R14 =add a, b
R15 =icmp slt a, R14
br R15, L16, L17
1 F
L16: call void @exit(1) | |L17: R18 = add a, b
unreachable ret R18
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Reachability

Pretro: retrofitted program Popt: Optimized Pretro
define i32 @foo(a, b) define i32 @foo(a, b)
R2 =icmp sgta, 0 RO =icmp sgt b, O
br R2, L3, L9 R1=andb, a
T R2 =icmp slt R1, 0
L3: R4 = icmp sgt b, O R3 = and RO, R2
br R4, L5, L9 br R3, L4, L5
|T FI | F T FN,
L5:R6 =add a, b M8: call void @exit(1) ||M5: R6 = add b, a
R7 =icmp sgt a, R6 unreachable ret R6
br R7, L8, L9 3
T i Event of interest
L8: call void @exit(1) | |[L9: R10 =icmp slt a, 0
unreachable brAR}), L11, L17 POretro: !(R2) A I(R10) A
T — A —
L11: R12 = icmp slt b, 0 \ (R2=(a>0)) % (R10=(a <0))
br R12, L13, L17 . -
T
L13: R14 =add a, b
R15 = icmp slt a, R14
br R15, L16, L17
1 F
L16: call void @exit(1) | |[L17: R18 = add a, b
unreachable ret R18
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Reachability

Pretro: retrofitted program Popt: Optimized Pretro
define i32 @foo(a, b) define i32 @foo(a, b)
R2 =icmp sgt a, 0 RO = icmp sgt b, O
br R2, L3, L9 R1=and Db, a
T R2 =icmp sltR1, 0
L3: R4 = icmp sgt b, O R3 = and RO, R2
br R4, L5, L9 br R3, L4, L5
T FI | F T FN,
L5:R6 =add a, b M8: call void @exit(1) ||M5: R6 = add b, a
R7 =icmp sgt a, R6 unreachable ret R6
br R7, L8, L9 5
T i Event of interest
L8: call void @exit(1) | |[L9: R10 = icmp slta, O
unreachable br R10, L11, L17 POretro: 1(R2) A I(R10) A
T (R2 = (a> 0)) A (R10 = (a < 0))
L11: R12 =icmp slt b, O \ E = PO
br R12, 13, L17 retro = T Uretro
F F
T
L13: R14 =add a, b
R15 = icmp slt a, R14
br R15, L16, L17
1 F
L16: call void @exit(1) | |L17: R18 =add a, b
unreachable ret R18
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Reachability

Pretro: retrofitted program Popt: Optimized Pretro
define i32 @foo(a, b) define i32 @foo(a, b)
R2 =icmp sgt a, 0 RO = icmp sgt b, O
br R2, L3, L9 R1=andb, a
w1 R2 =icmp sltR1, 0
L3: R4 = icmp sgt b, O R3 = and RO, R2
br R4, L5, L9 \ br R3, L4, L5
|T Fl | F T FN,
L5:R6 =add a, b M8: call void @exit(1) ||M5: R6 = add b, a
R7 =icmp sgt a, R6 unreachable ret R6
br R7, L8, L9 / 3
T i Event of interest

L8: call void @exit(1) | |[L9: R10 = icmp slta, O

unreachable br R10, L11, L17 POretro: 1(R2) A I(R10) A
| T (R2 = (a> 0)) A (R10 = (a < 0))
L11: R12 =icmp sltb, O E = PO V ... v Pi
bl’ R12, |_13, |_17 retro = retro mam retro
F F
T
L13: R14 =add a, b
R15 = icmp slt a, R14
br R15, L16, L17
1 F
L16: call void @exit(1) | [L17: R18 = add a, b
unreachable ret R18
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Reachability

Pretro: retrofitted program Popt: Optimized Pretro
define i32 @foo(a, b) define i32 @foo(a, b)
R2 =icmp sgt a, 0 RO = icmp sgt b, O
br R2, L3, L9 R1=andb, a
w1 R2 =icmp sltR1, 0
L3: R4 = icmp sgt b, O R3 = and RO, R2
br R4, L5, L9 \ br R3, L4, L5
|T Fl | F T FN,
L5:R6 =add a, b M8: call void @exit(1) ||M5: R6 = add b, a
R7 =icmp sgt a, R6 unreachable ret R6
br R7, L8, L9 / 3
T i Event of interest

L8: call void @exit(1) | |[L9: R10 = icmp slta, O

unreachable br R10, L11, L17 POretro: 1(R2) A I(R10) A
T (R2 = (a > 0)) A (R10 = (a < 0))
' or R.rzl’cgg’SU?’ '} . Eretro = POretro V ... V Piretro
T

L13: R14 =add a, b
R15 =icmp slt a, R14
br R15, L16, L17

1 F
L16: call void @exit(1) | [L17: R18 = add a, b
unreachable ret R18
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Reachability

Pretro: retrofitted program Popt: Optimized Pretro
define i32 @foo(a, b) define i32 @foo(a, b)
R2 =icmp sgt a, 0 RO = icmp sgt b, O
br R2, L3, L9 R1=andb, a
w1 R2 =icmp sltR1, 0
L3: R4 = icmp sgt b, O R3 = and RO, R2
br R4, L5, L9 br R3, L4, L5
1 Fl | F T F\,
L5:R6 =add a, b M8: call void @exit(1) ||M5: R6 = add b, a
R7 =icmp sgt a, R6 unreachable ret R6
br R7, L8, L9 3
T F Event of interest
L8: call void @exit(1) | |[L9: R10 = icmp slta, O
unreachable br R10, L11, L17 POretro: 1(R2) A I(R10) A
T (R2 = (a > 0)) A (R10 = (a < 0))

L11: R12 = icmp slt b, O

br R12, L13, L17 - -
yT

L13: R14 =add a, b
R15 = icmp slt a, R14
br R15, L16, L17

1 F

L16: call void @exit(1) | [L17: R18 = add a, b

unreachable ret R18
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Eretro = POretro V ... V Plretro




Reachability

Pretro: retrofitted program

define 132 @foo(a, b)

R2 = icmp sgta, O

br R2, L3, L9

T

L3: R4 =icmp sgtb, 0
brR4, L5, L9

1 FI | F

L5:R6=adda, b

R7 = icmp sgt a, R6

br R7, L8, L9

T F

L8: call void @exit(1) | [L9: R10 = icmp slta, O
unreachable br R10, L11, L17

ST
L11: R12 =icmp slt b, O
br R12, L13, L17
T
L13: R14 = add a, b
R15 = icmp slt a, R14
br R15, L16, L17
T F
L16: call void @exit(1) | |[L17: R18 = add a, b
unreachable ret R18

W
RS
K ) P
Py &5 -
& 3 R
33 3 4
-w = =
- .
- v -
. M
e rhin e B
Evait®

35

Popt: Op“ M ized Pretro

define 132 @foo(a, b)

RO = icmp sgt b, O

R1=and b, a

R2 =icmp slt R1, 0

R3 = and RO, R2

br R3, L4, L5

T F N\

M8: call void @exit(1) [[M5: R6 = add b, a
unreachable ret R6

Event of interest 3

POretro: '(RZ) A '(R10) N

(R2 = (a > 0)) A (R10 = (a < 0))
Eretro = POretro V ... V Plretro
Eopt — POopt V...V Pjopt



Reachability

Pretro: retrofitted program Popt: Optimized Pretro
define 132 @foo(a, b) define i32 @foo(a, b)
R2 = icmp sgta, O RO = icmp sgt b, O
br R2, L3, L9 R1=andb, a
T R2 =icmp slt R1, 0
L3: R4 = icmp sgt b, O R3 = and RO, R2
br R4, L5, L9 br R3, L4, L5
|T SEN= T FN,
L5:R6 =add a, b M8: call void @exit(1) ||M5: R6 = add b, a
R7 =icmp sgt a, R6 unreachable ret R6
br R7, L8, L9 5
T F, Event of interest
L8: call void @exit(1) | [L9: R10 = icmp slta, O
unreachable br R10, L11, L17 POretro: 1(R2) A I(R10) A
T (R2 = (a > 0)) A (R10 = (a < 0))
L11: R12 =icmp slt b, O = — PO v v Pi
br R1 2 |_1 3 |_1 7 retro retro s retro
’ T ’ F Eopt = POopt V...V Pjopt
113 R14 =add a. b If Pretro reaches event of interest, then
R15 = icmp st a, R14 Popt reaches event of interest
ﬁ_}la L16, L|1:7\A (Eretro=>Eopt)
L16: call void @exit(1) | |[L17: R18 =add a, b
unreachable ret R18
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Reachability

Pretro: retrofitted program Popt: Optimized Pretro
define i32 @foo(a, b) define i32 @foo(a, b)
R2 =icmp sgt a, 0 RO = icmp sgt b, O
br R2, L3, L9 R1=andb, a
T R2 =icmp sltR1, 0
L3: R4 = icmp sgt b, O R3 = and RO, R2
br R4, L5, L9 br R3, L4, L5
|T SEN= T FN,
L5:R6 =add a, b M8: call void @exit(1) ||M5: R6 = add b, a
R7 =icmp sgt a, R6 unreachable ret R6
br R7, L8, L9 5
T F, Event of interest
L8: call void @exit(1) | [L9: R10 = icmp slt a, O
unreachable bor R10, L11, L17 POretro: 1(R2) A I(R10) A
T (R2 = (a > 0)) A (R10 = (a < 0))

L11: R12 =icmp slt b, O

or R12 L13. L17 Eretro = POretro V ... V Plretro

T F Eopt = POopt V...V Pjopt
113 R14 = add a, b If Pretro reaches event of interest, then Popt
R15 = icmp slt a, R14 reaches event of interest (Eretro=>Eopt)
br R15, L16, L17
/T F\ ~Eretro
L16: call void @exit(1) ||L17: R18 = add a, b
unreachable ret R18
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Reachability

Pretro: retrofitted program

define 132 @foo(a, b)

R2 = icmp sgta, O

br R2, L3, L9

T

L3: R4 =icmp sgtb, 0
brR4, L5, L9

1 FI | F

L5:R6=adda, b

R7 = icmp sgt a, R6

br R7, L8, L9
T FN\,
L8: call void @exit(1) | [L9: R10 = icmp slta, O
unreachable brAR1/O, L1141, L17
T

L11: R12 =icmp slt b, O
br R12, L13, L17

T

L13: R14 =add a, b

R15 =icmp slt a, R14

br R15, L16, L17

T F

L16: call void @exit(1) | |[L17: R18 = add a, b
unreachable ret R18
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Popt: Op“ M ized Pretro

define 132 @foo(a, b)
RO = icmp sgt b, O
R1=and b, a

R2 =icmp slt R1, 0
R3 = and RO, R2

br R3, L4, L5

S N
M8: call void @exit(1) |IM5: R6 = add b, a

unreachable ret R6

Event of interest 5

POretro: '(RZ) A '(R10) N
(R2=(a>0))"N(R10=(a<0))

Eretro = POretro V ... V Plretro

Eopt = POopt V...V Pjopt

If Pretro reaches event of interest, then Popt

reaches event of interest (Eretro=>Eopt)

~ Eretro, ~Eopt



Reachability

Pretro: retrofitted program Popt: Optimized Pretro
define 132 @foo(a, b) define i32 @foo(a, b)
R2 = icmp sgta, O RO = icmp sgt b, O
brR2, L3, L9 R1=and Db, a
T R2 =icmp slt R1, 0
L3: R4 = icmp sgt b, O R3 = and RO, R2
br R4, L5, L9 br R3, L4, L5
|T SEN= T FN,
L5:R6 =add a, b M8: call void @exit(1) ||M5: R6 = add b, a
R7 =icmp sgt a, R6 unreachable ret R6
br R7, L8, L9 5
T F, Event of interest
L8: call void @exit(1) | [L9: R10 = icmp slta, O
unreachable br R10, L11, L17 POretro: 1(R2) A I(R10) A
T (R2 = (a > 0)) A (R10 = (a < 0))
bl’ R12, |_13, |_17 retro — retro s . retro
T F Eopt = POopt V...V Pjopt
113:R14 = add a, b It Pretro reaches event of interest, then Popt
R15 = icmp slt a, R14 reaches event of interest (Eretro=>Eopt)
br R15, L16, L17
. /T F\ ~Eretro, "'Eopt
L16: call void @exit(1) | |[L17: R18 = add a, b If P,etro dOes not reach event of
unreachable ret R18

interest, then Popt does not reach

r &KTGERS - event of interest (~Eretro=>~Eopt)




Reachabillity

Pretro: retrofitted program Popt: Optimized Pretro
define 132 @foo(a, b) define i32 @foo(a, b)
R2 = icmp sgta, O RO = icmp sgt b, O
br R2, L3, L9 R1=andb, a
T R2 =icmp slt R1, 0
L3: R4 = icmp sgt b, O R3 = and RO, R2
br R4, L5, L9 br R3, L4, L5
T FI | F T FN,
L5: R6 =adda, b M8: call void @exit(1) [[M5: R6 = add b, a
R7 =icmp sgt a, R6 unreachable ret R6
br R7, L8, L9 5
T F, Event of interest
L8: call void @exit(1) | [L9: R10 = icmp slta, O
unreachable br R10, L11, L17 POretro: 1(R2) A I(R10) A
] (R2 = (a > 0)) A (R10 = (a < 0))
: = icmp slt b, .
or R12. L‘Ig, 117 Eretro = POretro V ... V.P|retro
T F Eopt = POopt V...V Pjopt
113:R14 = add a, b It Pretro reaches event of interest, then Popt
R15 = icmp slt a, R14 reaches event of interest (Eretro=>Eopt)
br R15, L16, L17
. /T F\ ~Eretro, "'Eopt
L16: call void @exit(1) | ([L17: R18 =add a, b If Popt reaches event of interest, then
unreachable ret R18

P.etro reaches event of interest

f &’r GERS 40 (Eont rtro)




Evaluation

* Built prototype tor LLVM IR programs.

* Modified retrofitting transformation to mark event of
Interests.

e /3 for query.

* Naive integer overflow checker, Address Sanitizer,
SoftboundCETS

e Scalability optimizations
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Address Sanitizer

Total Check Check

Benchmark Functions Time-Out

Events Success Failed

o]p 135 121 9
bisort / 20 18
em3d 9 27 21
health 13 41 37

mst 10 14 11

perimeter 0 28 27
power 13 o6 48

treeadd 0 3 @

9 19 16
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SoftBoundCETS

Total Check Check

Benchmar '
chmark Functions Events Success Failed

bh
bisort

n |_'."!".,a:‘.23'.,
NS Vi
5\": ‘E':‘-
5 3k 1
= )
e g':'l’\c 4 3
Y = il '.)ii'.
Wenal




Conclusion

* Optimization do erroneously remove checks.
* Formulating as Reachabillity detects errors.
* Must address false positives.

* petter memory axioms.
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SoftboundCETS bug

define void quantum_qgec_get_status(i32* pwidth, i32* ptype) {

entry:
RO = call __softboundcets_load_base_shadow_stack(2)
R1 = call __softboundcets_load_bound_shadow_stack(2)
R2 = call __softboundcets_load_key_shadow_stack(2)
R3 = call __softboundcets_load_lock_shadow_stack(2)
R4 = call __softboundcets_load_base_shadow_stack(1)
R5 = call __softboundcets_load_bound_shadow_stack(1)
R6 = call __softboundcets_load_key_shadow_stack(1)
R7 = call __softboundcets_load_lock_shadow_stack(1)
R8 = call __softboundcets_get_global_lock()

cmp = (ptype < RO)

cmpl = (ptype[1] > R1)

or.cond.i = cmp || cmp1

br or.cond.i abort_label next_label

My,
= e 2
WARY ¥
"o o,
N ‘5-": [
= sk 4
- -
1 DR . . 45
=, AV
’—f:’a i %"
“Eievail®




SoftboundCETS bug

define void quantum_qgec_get_status(i32* pwidth, i32* ptype) {

entry:
RO = call __softboundcets_load_base_shadow_stack(2)
R1 = call __softboundcets_load_bound_shadow_stack(2)
R2 = call __softboundcets_load_key_shadow_stack(2)
R3 = call __softboundcets_load_lock_shadow_stack(2)
R4 = call __softboundcets_load_base_shadow_stack(1)
R5 = call __softboundcets_load_bound_shadow_stack(1)
R6 = call __softboundcets_load_key_shadow_stack(1)
R7 = call __softboundcets_load_lock_shadow_stack(1)
R8 = call __softboundcets_get_global_lock()

cmp = (ptype < RO)

cmpl1 = (ptype[1] > R1)

or.cond.i = cmp || cmp1

br or.cond.i abort_label next_label
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SoftboundCETS bug

define void quantum_qgec_get_status(i32* pwidth, i32* ptype) {
entry:
RO = call __softboundcets_load_base_shadow_stack(2)
R1 = call __softboundcets_load_bound_shadow_stack(2)
R2 = call __softboundcets_load_key_shadow_stack(2)
R3 = call __softboundcets_load_lock_shadow_stack(2)
R4 = call __softboundcets_load_base_shadow_stack(1)
R5 = call __softboundcets_load_bound_shadow_stack(1)
R6 = call __softboundcets_load_key_shadow_stack(1)
R7 = call __softboundcets_load_lock_shadow_stack(1)
R8 = call __softboundcets_get_global_lock()

cmp = (ptype < RO)

cmpl1 = (ptype[1] > R1)

or.cond.i = cmp || cmp1

br or.cond.i abort_label next_label
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SoftboundCETS bug

define void quantum_gec_get_status(i32* pwidth, i32* ptype) {
entry:
RO = call __softboundcets_load_base_shadow_stack(2)
R1 = call __softboundcets_load_bound_shadow_stack(2)
R2 = call __softboundcets_load_key_shadow_stack(2)
R3 = call __softboundcets_load_lock_shadow_stack(2)
R4 = call __softboundcets_load_base_shadow_stack(1)
R5 = call __softboundcets_load_bound_shadow_stack(1)
R6 = call __softboundcets_load_key_shadow_stack(1)
R7 = call __softboundcets_load_lock_shadow_stack(1)
R8 = call __softboundcets_get_global_lock()

cmp = (ptype < RO)

cmpl1 = (ptype[1] > R1)

or.cond.i = cmp || cmp1

br or.cond.i abort_label next_label
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SoftboundCETS bug

define void quantum_qgec_get_status(i32* pwidth, i32* ptype) {

entry:
RO = call __softboundcets_load_base_shadow_stack(2)
R1 = call __softboundcets_load_bound_shadow_stack(2)
R2 = call __softboundcets_load_key_shadow_stack(2)
R3 = call __softboundcets_load_lock_shadow_stack(2)
R4 = call __softboundcets_load_base_shadow_stack(1)
R5 = call __softboundcets_load_bound_shadow_stack(1)
R6 = call __softboundcets_load_key_shadow_stack(1)
R7 = call __softboundcets_load_lock_shadow_stack(1)
R8 = call __softboundcets_get_global_lock()

cmp = (ptype < RO)

cmpl = (ptype[1] > R1)

or.cond.i = cmp || cmp1

br or.cond.i abort_label next_label
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SoftboundCETS bug

define void quantum_qgec_get_status(i32* pwidth, i32* ptype) {

entry:
RO = call __softboundcets_load_base_shadow_stack(2)
R1 = call __softboundcets_load_bound_shadow_stack(2)
R2 = call __softboundcets_load_key_shadow_stack(2)
R3 = call __softboundcets_load_lock_shadow_stack(2)
R4 = call __softboundcets_load_base_shadow_stack(1)
R5 = call __softboundcets_load_bound_shadow_stack(1)
R6 = call __softboundcets_load_key_shadow_stack(1)
R7 = call __softboundcets_load_lock_shadow_stack(1)
R8 = call __softboundcets_get_global_lock()

cmp = (ptype < RO)

cmpl = (ptype[1] > R1)
or.cond.i=cmp |l cmp1

br or.cond.i abort_label next_label
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SoftboundCETS bug

define void quantum_qgec_get_status(i32* pwidth, i32* ptype) {

entry:
RO = call __softboundcets_load_base_shadow_stack(2)
R1 = call __softboundcets_load_bound_shadow_stack(2)
R2 = call __softboundcets_load_key_shadow_stack(2)
R3 = call __softboundcets_load_lock_shadow_stack(2)
R4 = call __softboundcets_load_base_shadow_stack(1)
R5 = call __softboundcets_load_bound_shadow_stack(1)
R6 = call __softboundcets_load_key_shadow_stack(1)
R7 = call __softboundcets_load_lock_shadow_stack(1)
R8 = call __softboundcets_get_global_lock()

cmp = (ptype < RO)

cmpl1 = (ptype[1] > R1)

or.cond.i = cmp || cmp1

br or.cond.i abort_label next_label

My,
e S5
WARY ¥
"o Crioe,
N ‘5-": [
= sk 4
- -
1 \ il . . 5 1
=, AV
’—f:’a i %"
“Eievail®




SoftboundCETS bug

define void quantum_qgec_get_status(i32* ptype) {

entry:
RO = call __softboundcets_load_base_shadow_stack(2)
R1 = call __softboundcets_load_bound_shadow_stack(2)
R2 = call __softboundcets_load_key_shadow_stack(2)
R3 = call __softboundcets_load_lock_shadow_stack(2)
R4 = call __softboundcets_load_base_shadow_stack(1)
R5 = call __softboundcets_load_bound_shadow_stack(1)
R6 = call __softboundcets_load_key_shadow_stack(1)
R7 = call __softboundcets_load_lock_shadow_stack(1)

cmp = (ptype < RO)

cmp1 = (ptype > R1)

or.cond.i = cmp || cmp1

br or.cond.i abort_label next_label
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SoftboundCETS bug

define void quantum_qgec_get_status(i32* ptype) {

entry:
RO = call __softboundcets_load_base_shadow_stack(2)
R1 = call __softboundcets_load_bound_shadow_stack(2)
R2 = call __softboundcets_load_key_shadow_stack(2)
R3 = call __softboundcets_load_lock_shadow_stack(2)
R4 = call __softboundcets_load_base_shadow_stack(1)
R5 = call __softboundcets_load_bound_shadow_stack(1)
R6 = call __softboundcets_load_key_shadow_stack(1)
R7 = call __softboundcets_load_lock_shadow_stack(1)

cmp = (ptype < RO)

cmp1 = (ptype > R1)

or.cond.i = cmp || cmp1

br or.cond.i abort_label next_label
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SoftboundCETS bug

define void quantum_qgec_get_status(i32* ptype) {

entry:
RO = call __softboundcets_load_base_shadow_stack(2)
R1 = call __softboundcets_load_bound_shadow_stack(2)
R2 = call __softboundcets_load_key_shadow_stack(2)
R3 = call __softboundcets_load_lock_shadow_stack(2)
R4 = call __softboundcets_load_base_shadow_stack(1)
R5 = call __softboundcets_load_bound_shadow_stack(1)
R6 = call __softboundcets_load_key_shadow_stack(1)
R7 = call __softboundcets_load_lock_shadow_stack(1)

cmp = (ptype < RO)

cmp1 = (ptype > R1)

or.cond.i = cmp || cmp1

br or.cond.i abort_label next_label
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SoftboundCETS bug

define void quantum_qgec_get_status(i32* ptype) {

entry:
RO = call __softboundcets_load_base_shadow_stack(2)
R1 = call __softboundcets_load_bound_shadow_stack(2)
R2 = call __softboundcets_load_key_shadow_stack(2)
R3 = call __softboundcets_load_lock_shadow_stack(2)
R4 = call __softboundcets_load_base_shadow_stack(1)
R5 = call __softboundcets_load_bound_shadow_stack(1)
R6 = call __softboundcets_load_key_shadow_stack(1)
R7 = call __softboundcets_load_lock_shadow_stack(1)

cmp = (ptype < RO)

cmp1 = (ptype > R1)

or.cond.i = cmp || cmp1

br or.cond.i abort_label next_label
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SoftboundCETS bug

define void quantum_qgec_get_status(i32* ptype) {

entry:
RO = call __softboundcets_load_base_shadow_stack(2)
R1 = call __softboundcets_load_bound_shadow_stack(2)
R2 = call __softboundcets_load_key_shadow_stack(2)
R3 = call __softboundcets_load_lock_shadow_stack(2)
R4 = call __softboundcets_load_base_shadow_stack(1)
R5 = call __softboundcets_load_bound_shadow_stack(1)
R6 = call __softboundcets_load_key_shadow_stack(1)
R7 = call __softboundcets_load_lock_shadow_stack(1)

cmp = (ptype < RO)

cmp1 = (ptype > R1)

or.cond.i = cmp || cmp1

br or.cond.i abort_label next_label
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SoftboundCETS bug

define void quantum_qgec_get_status(i32* ptype) {
entry:
RO = call __softboundcets_load_base_shadow_stack(2)
R1 = call __softboundcets_load_bound_shadow_stack(2)
R2 = call __softboundcets_load_key_shadow_stack(2)
R3 = call __softboundcets_load_lock_shadow_stack(2)
R4 = call __softboundcets_load_base_shadow_stack(1)
R5 = call __softboundcets_load_bound_shadow_stack(1)
R6 = call __softboundcets_load_key_shadow_stack(1)
R7 = call __softboundcets_load_lock_shadow_stack(1)

cmp = (ptype < RO)

cmp1 = (ptype > R1)

or.cond.i = cmp || cmp1

br or.cond.i abort_label next_label
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Related Work

* Translation Validation
* Checks for equivalence of semantics in code before and after optimization.
e Heuristics may cause false positives.
o SymDiff
e Checks for equivalence of two C programs using HAVOC and Boogie.
* We are interested in LLVM IR programs.
* STACK
* Detects instrumentations removed due to undefined behavior (unstable code).

 Does not detect all removal of instrumentations.
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