Rethinking Web Platform
Extensibility

Mohan Dhawan
Rutgers University



Gateway to the World Wide Web

March 13, 2013 Mohan Dhawan



000le /ide Web

google will

google will not load

google will eat itself

google will you marry me
google will not search
google will rule the world
google will.i.am

google will you be my friend
google will disappear
google will beat apple
google will take over the world

March 13, 2013 Mohan Dhawan



Oogle ide Web

google will L)

google will not load At Ty Ve e Searew] el SN
google will eat itself m{oo! NEWS Segln Yoy Fame = iy
google will you marry
google will not searcl R I A e T s

google will rule the w ; ] At Kuves & Bl
google will.i.am
google will you be my
google will disappear MOST POPULAR HIGHIGHT ‘ AT/ERTIREMENT
google will beat appls Coffee Might Trigger First Heart Attack in
google will take over Some

ST

Momn U5 | flssianss Ward  Intertainment  Sparts | Tech  Paltics Scence  Mealth  Traved LSRR T TS TS

Most Popular Selact & Catagory: | Most Popular  v)

: hour, & mmete nge

TUESDAY, Auy. 15 (henlihDey Mews ) <« An occasions cup of coffes

MG 1037 1181 Naat F1acks 1 S0Ira pecpla, 3 New study SU00=:1E 2 M" ng mith é

5
WION RIS VLY | L S Al | Incaoe Photas En’oy a A' 4
Most Emailed News gy v vi| 53

Hama sales dacling in 20 states, D.C \

AE 1 Bawr, A2 minutes ago o
ek A8 times
RT3 o i e e | R

Dol of Colutrias reporting spong sues declrmes.
led by by droos 1 foemer boor avcas of Arzona. MOST EMalLED proTos K MY V1]

March 13, 2013 Mohan Dhawan



Gmail Calendar Documents Photos Reader Web more ~ Hiking Fan -  %¥

Gwmail o g
by Google
Mail Qv Archive Report spam Delete B2 = Movetovy  Labelsv¥ More v c 1-150f15 4 >
K Jason Cornwell » Please return my stapler - Hi, You seem to have taken my stapler. Please, 1:10 pm
Inbox (3) . . ‘
= Paul McDonald » Fun Hike Yesterday! - Thanks for the great hike yesterday, it was awesome 1:06 pm
Starred 7.7
- . = Arielle Reinstein » July 4th weekend - Hi there: | heard you'll be around this weekend and I'd Ic Jun 28
QGGQ|E will Sent Mail
. — Drafts (2) O %7 JS Bach [® Tonhalle concert Friday - Hey man, there's a great concert this Friday evenir Jun 22
google will not load -
. . +| Hiking (3) [ | - . . - e )
QGGQ|E Wi ” EEIt |t5E|f =] Christine Chiu * Hi Hiking, Looking for opinion on my diet/fitness app - Hi Hiking, | bumped ir Jun 9
Urgent! [ ]
Qﬂﬂgle W| ” y’ou marryl 12 morey [ %7 Yan Tseytlin (2), Draft » Hey there! - | heard you found a great place to go hiking. Let me know when Mar 28
google will not searcl Chat o EO Kenneth, me (2) [ Group dinner? - Sushi sounds great! On Fri, Mar 25, 2011 at 10:08 AM, Ken Mar 25
QGI:]Q|E Wi ” rl...l|E th'E W Search or invite O Kenneth, me (2) » Long timel - Hey Ken! Things have been really good! And lunch sounds gres Mar 24
MR =4 Hiking Fan
Qﬂﬂgle Wl ”-I-am Set status here ¥ d Michael Bolognino [® This weekend - Hi there. Let's meet up at 8PM tenight for burgers and then t Mar 24
gﬂﬂgle wi ” -}"Du bE m:'l % Call phone a Arielle Reinstein [® dipsea trail - When it stops raining | really want to hike the Dipsea Trail agair Mar 24
google will disappear| = Arele
® Emily =) Jason Toff * How are you? - Hey there, We haven't spoken in a while. How are you? Wou Mar 24
google will beat apple = Jason
Michael a Jr Wikane * VW Auction in Tacoma - Hi, | was doing a search on Google for VW's in Tac Mar 6
; = Mic
google will take over
=4 Payl ] LGnnnla \inira 2 Mow uni il fram

TUESDAY, Auy. 15 (henlihDey Mews ) <« An occasions cup of coffes

MO 1037 sl haat Macks 0 soira pacpla, 3 new 2udy SUQPSLTE
WION RIS VY | L S s | Inceoe Mhotas

Most Emailed News gy i | nss |

Hama sades dacling in 28 states, D.C
AE 1 B, A2 minutes Ao
ek A8 times

VASHINGTON - The shosdowr 0 e oncesizzing

Dol of Colutrias reporting spong sues declrmes.
fed by by droos 1 former boor avcas of Arzona. MOST EMalLED proTos K MY V1]

March 13, 2013 Mohan Dhawan 2



Gmail Calendar Documents Photos Reader Web more ~ Hiking Fan -  %¥

Gi"" :]il SEARCH MAIL SEARCH THEWEB  Snawsearch otions
Mail Or Archive Report spam Delete + = Move to v Labels v More v [+ 1-150f156 4 >
COMPOSE MAIL
[HE] Jason Cornwell * Please return my stapler - Hi, You seem to have taken my stapler. Please, 1:10 pm
Inbox (3) . .
=] Paul McDonald » Fun Hike Yesterday! - Thanks for the great hike yesterday, it was awesome 1:06 pm
Starred
S1 . = Arielle Reinstein »_July 4th weekend - Hi there: | heard you'll be around this weekend and I'd Ic Jun 28

| :
You TUhe Q Browse Movies  Upload there's a great concert this Friday evenir Jun 22

PSY " GANGNAM STYLE (ggéE}g) MN diet/fitness app - Hi Hiking, | bumped ir Jun 9
PSY © subscibe 37 videos ~ bat place to go hiking. Let me know when Mar 28
! On Fri, Mar 25, 2011 at 10:06 AM, Ken Mar 25

been really good! And lunch sounds gres Mar 24

up at 8PM tonight for burgers and then t Mar 24

really want to hike the Dipsea Trail agair Mar 24

En't spoken in a while. How are you? Wou Mar 24

Hoing a search on Google for VW's in Tac Mar 6

'a-_-; picamal o (840 2401 — Mar £
e y‘mﬁ(‘
oy a g
ond =i,
up
Woted | Ploy 5;¢cpslﬂu
= 1ew protos KEMY V1)

PSY (ft. HYUNA) 2%
L A6

'S Luu ¥ Addto Share [ 439,738,179 i

March 13, 2013 Mohan Dhawan 2



Gmail Calendar Documents Photos Reader Web more ~ Hiking Fan -  %¥

GM ,:—]il SEARCH MAIL SEARCH THEWEB  Snawsearch otions
nao:y O Archius B snam DNalets + = ~150f 15 4 »

e, 1:10 pm

me 1:06 pm

| 1 Tul le Jun 28
You TUhe nit Jun 22
PSY - GANGNAM S1| ir Jun9

PSY © subscibe 3 Mar 28

Mar 25

Mar 24

Mar 24

Mar 24

Mar 24

1 K =
B e e A e e o

1D proros EIMY V1

& he ®  Addto Share P 439,738,179 m zs;'[%mumms!t

March 13, 2013 Mohan Dhawan 2




Web platform extensibility

&E | Internet

Client ‘//

Web Server
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Web platform extensibility
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Web platform extensibility

&E | Internet

Client ‘//

Web Server
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Web platform extensibility

&E | Internet ‘

Client ‘//

Web browser and Web application
extensibility are complementary

Web Server
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Web platform extensibility

&Fj | Internet

Client ‘//

Web browser and Web application
extensibility are complementary

Web Server

Client-hosted Web Browser extensions can
applications can enhance enhance Web application
Web browser functionality functionality
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An operating systems analogy

[ User application J

/

Operating system
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Problems with OS extensibility (1)

Problem: Buggy & vulnerable drivers

[ User application J

f ! Memory mana

Yy ger
Scheduler, ... /

Operating system

<
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Problems with OS extensibility (1)

[ User application

er
Scheduler, ... /

Operating system
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Problems with OS extensibility (1)

S
[ User application J

Operating system
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Problems with OS extensibility (1)

Some solutions

1) SPIN [SOSP’95]
Key idea: Language-based safety

2) VINO [05DI’96]
Key idea: SFI + Lightweight transactions

3) Nooks [SOSP’03]
Key idea: Lightweight protection domains

March 13, 2013 Mohan Dhawan 5



Problems with OS extensibility (ll)

Problem: OS bloat, rigid interfaces

[ User application J
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Problems with OS extensibility (Il)

Solution

Exokernel [SOSP’95]
Key idea: Applications manage complexity
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Exokernel operating system

User application

<

Device drivers

Memory manager

Scheduler, ...

~

o

March 13, 2013

-~

&

User

application

Device drivers

Memory manager

Scheduler, ...

~

J

Exokernel

Mohan Dhawan



Exokernel operating system

User application manages complexity

User

application
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My thesis

We can leverage operating system
principles to secure and enhance the
extensibility of the Web platform
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Contributions

* Characterizing extensibility issues in web browsers

— Analyzed the nature of information flow in JavaScript-
based web browser extensions [ACSAC’09 , ECOOP’12a]

* Extensibility as a language and system primitive

— Designed and implemented a language runtime system to
secure web application extensibility [PLAS’10, ECOOP’12b]

— Built a novel browser architecture that enables
applications to leverage extensibility for security and
robustness [SOSP’11]



Part I: Securing Web platform
extensions with Sabre and Transcript
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Analogy: OS extensions

[ User application J i

a R
Device
Device
driver 2

/

Operating system [ Web browser

[ Web application J

<
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Analogy: OS extensions
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Analogy: OS extensions

[ User application J i [ Web application Ji
Device
driver 1

ExtenS|on2

Device
Operating system [ Web browser

driver 2
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Extensibility with vulnerability ?

Java

Microsoft _ " )

o
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Extensibility with vulnerability ?

Arbitrary code execution, privilege
escalation, denial of service, etc.
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JavaScript-based extensions

O

Web browser extensions Web application extensions

Extensions run with privileges
of the hosting principal
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JavaScript-based extensions

Cookies Browsing History Preferences

‘\ﬁ ‘

Passwords Network File System Operating System
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JavaScript-based extensions

&

Cookies Local Storage Application Data

A
=
Keyboard and 5, AJAX
Mouse Events WG‘ ,

¢ <
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Web browser extension example

»

www.evil.com

Victim

Other
extension /

Vulnerable Firefox and Greasemonkey
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Web browser extension examle
1

Victim accidently visits
www.evil.com

EE——

Grease-
monkey
Other
extension J

Vulnerable Firefox and Greasemonkey

www.evil.com

Victim
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Web browser extension examle

Victim

www.evil.com responds
with a Web page
containing malicious
JavaScript code

—

Grease-
monkey
Other
extension /

Vulnerable Firefox and Greasemonkey
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Web browser extension examle
3

lalicious script exploits
bugs in browser and

extension to get access

to Greasemonkey APIs

Victim

Other
extension /

Vulnerable Firefox and Greasemonkey
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Web browser extension examle
3

lalicious script exploits
bugs in browser and

=
g

Victim

<

Grease-
monkey

extension to get access
to Greasemonkey APIs

g\

Other
extension /

Vulnerable Firefox and Greasemonkey
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Web browser extension examle

=
g

Victim

Malicious script uses
privileged extension
APIs to read sensitive
files on the file system

<

Grease-
monkey

Other
extension /

Vulnerable Firefox and Greasemonkey
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Web browser extension examle

&
g3

Victim

Malicious script uses
extension APIs to send
sensitive files to the

remote attacker

<

Grease-
monkey

Other
extension /

Vulnerable Firefox and Greasemonkey
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Web application extension example

HOME PAGE | TODAY'S PAPER | VIDEO | MOST POPULAR | TIMES TOPICS

Ehe New Jjork Bimes : 2
PR TS Media & Advertising

WORLD US. NY./REGION BUSINESS TECHNOLOGY SCIENCE HEALTH SPORTS OPINION

Search Business Financial Tools More in Business »
i Go " Selecia Financial Tool 3]  Global Markets Economy
C Business

Note to Readers

Septombdar 13, 2009

& SIGNINTO
Some NYTimes.com readers have seen § pop-up box yarning them E-MAIL

about a virus and directing them to a site that claims to offer 5 PRINT
antivirus software. We believe this was generated by an
unauthorized advertisement and are working to prevent the problem
from recurring. If you see such a warning, we suggest that you not click on it. Instead,
quit and restart your Web browser. Questions and comments can be sent to

adtraffic@nytimes.com.

@ REPRINTS
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Web application extension example

* Rogue third party advertisement

— Displayed image of fake virus scan

! Personal Antivirus L

| S \q . ;
N

Personal Get full time protection

. Scanning for threats

» a >

@ Full computer scan ax Remove threats
= I

B V.

File Name

Result/Infection
B C:\Bootymemtest.exe Infected: I-Worm.Sober i - Trojan
B C:\config.sys Infected: Suspicous.Harakit - Trojan, Virus
B C:\hberfi.sys Infected: Suspicious.Harakit - Trojan, Virus

Infected: Suspicious.Harakit - Trojan, Virus

(amEEE

13
Elapsed time: 11 second(s)

Currently scanning: C:\ (Local Disk)

Current object: C:\Program Fies\Lenovo'System Update \session\7bg67Sww
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Problems with extensions

Web browser extensions Web application extensions

Untrusted extensions put client

security and privacy at risk

March 13, 2013

Mohan Dhawan 16




Security for extensions

* Sabre [ACSAC’09] (Best Student Paper Award) secure
Web browser extensions
— Analyze information flow in JavaScript-based extensions

— Sabre found several information flow violations in legacy
extensions

* Transcript [PLAS’10, ECOOP’12b] secures Web
application and Web browser extensions

— Implements isolation as a first class primitive for JavaScript



Sabre: Analyzing information flow in
JavaScript-based extensions
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Sabre: Key idea

Sabre enhanced Firefox with extensions

March 13, 2013 Mohan Dhawan
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Sabre: Key idea

JavaScript

Sabre enhanced Firefox with extensions
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Sabre: Key idea

Security
JavaScript Ia bel

Appropriately
mark data as
sensitive

Sabre enhanced Firefox with extensions
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Sabre: Key idea

Track the
propagation of
security label in

the browser

Sabre enhanced Firefox with extensions
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Sabre: Key idea

D
S~
. s
JavaScript
/ \ object

m fake action when

QL i sensitive data is

Sabre enhanced Firefox with extensions .
externalized
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Sabre: Greasemonkey attack

monkey
Other
Extension

Sabre enhanced Firefox with extensions

3 -

File System

March 13, 2013 Mohan Dhawan
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Sabre: Greasemonkey attack

Grease-
monkey

Other
< i4

Sabre enhanced Firefox with extensions
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Sabre: Greasemonkey attack

monkey
Other
Extension

Sabre enhanced Firefox with extensions
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Results: Categorizing benign extensions
|| Extension | HTMLforms | HTTP channel | File system | Load URLs | IS events |

Ad Block
2 All-in-one Sidebar v
3 Cool Previews v v
4 Download Statusbar v
5 Fast Video Download v
6 Forecastfox v
7 Foxmarks Synchronizer v
8 Ghostery v
9 Google Previews v v
10 Greasemonkey (v0.8.1) v v
11  NoScript v v
12 PDF Download 4 v v
13 PwdHash v
14  SpeedDial v v
15  StumbleUpon v v
16  Stylish v v v
17  Tab Mix Plus v v
18  User Agent Switcher v
19 Video DownloadHelper v v
20  Web-of-Trust v v v
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Results: Categorizing benign extensions

Whitelisting / declassification of
trusted extensions is essential

March 13, 2013 Mohan Dhawan 21



Results: Accuracy

* Vulnerable and malicious extensions
— GreaseMonkey v0.3.3
— Firebug v1.01
— FFsniFF
— BrowserSPY

* Result
— Precisely identified all flow violations
— No false positives during normal web browsing



Transcript: Language-based security
for Web platform extensions
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Example: Online text editor

Check Your Writing

T T

+ Your Rules + Tools + Help

Sponsors:

The Elements of Style
William Strunk, E. B.
White
New $13.57
Best $8.38

‘nvacy Informaton

amazonconT

and you're done

Printer Friendly|

Hello All,

I spent like forever writing the best email I've ever written with - my good travel tips.
When I hit send I noticed my login expired and I lost everything. I guess that is how it goes in
the wild west.

Ignore

Try a simpler word for that is

Simple words help you express your message clearly. Replacing complex words with simpler

words whenever possible lets your readers concentrate on your ideas and information. (How
To/Tools: Complex and Abstract Words by Nick Wright)

Replace that is with

* (omit) when possible

I'm due to PCS soon, so I'm putting the word out now to ensure it gets out, here are my top

European travel tips for shift workers stationed at Ramstein AB:

March 13, 2013
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Example: Online text editor

77\

amazon.com

The Elements of Style
William Strunk, E. B.
White
New $13.57
Best $8.38

March 13, 2013

| Editor’s DOM modified by third |
| party Web application extension
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Ul redressing attack

z-index: -1

opacity: 0.0
z-index: O

This is what you see

This is what you click on
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State of the art: Access control

Web Application <iframe> sandboxed
third party content

March 13, 2013 Mohan Dhawan
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State of the art: Access control

1 3 <iframe>isrigid and
hampers functionality

March 13, 2013 Mohan Dhawan
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State of the art: Access control

7 o O

Need a fine-grained
JavaScript sandbox

March 13, 2013
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Access control sufficient ?

Reference monitors use access control
policies to sandbox untrusted third
party JavaScript content




not
Access control Asufficient

Access control policies may allow
seemingly innocuous, but undesirable
JavaScript heap and DOM changes




not
Access control Asufficient

~

What happens when the
sandbox raises an alarm ?




not
Access control Asufficient

(i) Lose all unsaved work
or
_ (ii) Continue unsafe work




not

Access control Asufficient

Undo all effects of untrusted
code on any policy violation

March 13, 2013
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not

Access control Asufficient

N

Vg

Speculative execution
provides isolation




Transcript

* Enhance JavaScript language with speculation
— Execute untrusted content speculatively

Web
Application

<

\

Profile edit Friends * MNetworks ¥ Inbox ~

Featured: _‘_ The Simpsons g Lost P Prison Break Friends G Grey's Anatomy Scrubs
Search v .

New: [0 The unit ] Dawsons Creek %% FriNight Lights @ Boy Meets World [l Aqua Teen [l Private

Practice
Applications dit Addicted to Heroes
Photos Customize Profile Box
31| Events
‘ Home ‘ Articles | Discuss | Photos | Video | Quotes Recruit Fans
Marketplace
4 Craffii Trivia Challenge
ﬁi Ads and Pages Who was the very first "hero" shown onscreen in --.,’/ ERo

i ? )
AL Groups the first season E YauR H
siioica Peter Petrelli ( REnT
-~ LN ,

Need to take the Mohinder Suresh HERC)YES Sprint yahc-aa

GMAT? MONDAYS 9/8c #&NBC

Mathan Petrelli

VOTE EVERY WEEK TO HELP

[N watt parkeman CREATE THE NEXT GREAT HERO!
Let Veritas Prep, the
leader in GMAT
;raepe:{rr!::lon and Create a Question|
admissions consu Iting
help you. 89th percentile Yaur Tnral Srara’ 0 nninre

>

Speculative
Execution

— Commit changes after policy enforcement

March 13, 2013
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Transcript goals (1)

eval
this
with

42;');

> eval (‘var foo
> foo
472

March 13, 2013 Mohan Dhawan
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Transcript goals (1)

eval
this
with

> eval (KN/W or User Input>);
> P9

March 13, 2013 Mohan Dhawan
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Transcript goals (1)

eval
this
with

Handle arbitrary third party code
including dynamic constructs

aaaaaaaaaaaaaaaaaaaaaaa



Transcript goals (1)

' * Cookie stealing
' Ul Redressing :
Drive-by downloads i

»  Annoying popups
*  Undesired navigation
.~ X-domain communicatiol

Enforce powerful security
policies on 3rd party behavior

March 13, 2013 Mohan Dhawan 31



Features of Transcript

JavaScript speculation

— Speculative execution of unmodified third party
JavaScript code

Suspend/resume speculative execution

— Web application can mediate external actions like
DOM and AJAX operations (akin to a system call)

Speculative DOM updates



Transcript in action

\ Transcript runtime system
var sp = speculate {

L

body.appendChild(overlay);

|5

do {

iBlock

sp = sp.resume();

} while(sp.isSuspended());

sp.commit();




Transcript in action

Transcript runtime system

var sp = speculate {

o-

body.appendChild(overlay);

|5

iBlock

do {
.

A€

sp = sp.resume();

} while(sp.isSuspended());

sp.commit();

\_ "
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Transcript in action

\ Transcript runtime system
var sp = speculate {
body.appendChild(overlay); —@—>
i 3rd_party
3 i call stack
iBIOCk i Web app
do { :

sp = sp.resume();

} while(sp.isSuspended());

sp.commit();




Transcript in action

\ Transcript runtime system
var sp = speculate {

body.appendChild(overlay); Speculation object sp

: 3 party | DOM,
b i call stack | R/W sets
iBlock |

do {

<

@)

Web app

sp = sp.resume();

} while(sp.isSuspended());

sp.commit();




Transcript in action

Transcript runtime system

<head>

iBlock i
| g

var sp = speculate {

cee <div>
body.appendChild(overlay); +

do {

sp = sp.resume();

} while(sp.isSuspended());

sp.commit();

e s

March 13, 2013 Mohan Dhawan
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Transcript in action

var sp = speculate {
body.appendChild(overlay);

|5

do {

iBlock

sp = sp.resume();

} while(sp.isSuspended());

sp.commit();

N\

March 13, 2013

Transcript runtime system

<head>

L

'F' <div>

J
a'd l appendcChild

<head>

DOM’
2

<div>
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Transcript in action

\ Transcript runtime system
var sp = speculate {

L

body.appendChild(overlay);

|5

iBlock ,
do { | resume

. Web app*
sp = sp.resume(); —@—)

} while(sp.isSuspended());

sp.commit();




Transcript in action

\ Transcript runtime system
var sp = speculate {
body.appendChild(overlay); | . _
> i Speculation object sp
- | 3 party | DOM,
b i call stack | R/W sets
iBlock i |
do {
3rd party
sp = sp.resume(); call stack
| k
() Web app
2/

} while(sp.isSuspended());

sp.commit();




Transcript in action

\ Transcript runtime system
var sp = speculate {

L

body.appendChild(overlay);

|5

do {

iBlock

sp = sp.resume();

; sp’s write —)
} while(sp.isSuspended()); i _— + Heap,;, Heap,e,,

sp.commit();

| <6> EE DOM’SP DOMnew




Firefox 3.7a4

March 13, 2013

Implementation

\
A 4™

SpiderMonkey
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Firefox 3.7a4
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Implementation

SpiderMonkey
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Implementation

oo
Firefox 3.7a4 SpiderMonkey

Speculate construct
Speculation object
Suspend/Resume

Read/Write logs JS
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Applicability of Transcript

Resume editing

GoagieSpell es un script que nos permite afiadir un corrector
ortografico Bara cualquier campo de formulario. Soporta miltiples
lenguajes (Danes, Ingles, Espafiol, Frances, ltaliano entre otros.) y

.

los diferentes navegadores como In =
Este corrector esta basado en el cqFrances
modificado para insertarlo en cualql Francesa
Francas
Francos
Frunces

Nobe: Submenus have L so/ IFrances &7 0K

differant rounded comsars!

Close
JS Menu: No network or cookie access Picture Puzzle: Disallow Spell Checker: No Ajax if cookies were read
attaching key event handlers
O
O |
Combine three sliders to create a simple RGE colorpicker.
Hex #FFABTB
RGE rgh(255, 168, 123)
Opacity opacity:0.26
GreyBox: <iframe>s to whitelisted URLs only Color Picker: No innerHTML in host’s context
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Applicability of Transcript

Observed no change in the
behavior of third party code
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@ Original @ Transcript (JS only) B Transcript (full)

0.252

JS Menu

Overhead = 0.16s

0.118

0.156

0.170

Picture
Puzzle

0.216
0.196

0.156

Spell
Checker
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0.252

JS Menu

0.1560'170

0.118

Picture
Puzzle

0.216
0.196
0.156 0_1440.155
0.118§
Spell GreyBox
Checker
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Summary: Part |

e Sabre uses information flow tracking across
browser subsystems to prevent security and
privacy violations

— Exploited browser extensions can cause loss of
sensitive information

* Transcript implements speculative execution
for JavaScript to provide isolation & recovery
— Enforcement of powerful security policies
— No restriction or changes to third party code



Part ll: Enhancing Web platform
extensibility with Atlantis
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Analogy: OS and Web browser

[ User application J

[ N

Device drivers

Memory manager

Scheduler, ...

< o

Operating system

March 13, 2013 Mohan Dhawan

Web application }

Rendering engine \

HTML/CSS parser
J

Web browser
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The Web protocol

JavaScript DOM
Bindings

g




The Web protocol
JavaScript DOM
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The Web protocol
JavaScript DOM
Bindings
e,
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The Web protocol

Web
sockets

Web workers

JavaScript DO
Bindings

o

A\
@




The Web protocol

: Web
Geolocation
DOM avaScript DO > ) )
Storage + Bindings We WOF ers

T




The Web protocol

ocation_ JSON__ 1
Geolocation A —_sockets
DOM avaScript DO Web "

ot rkers
Storage - Bindings =D WO
i e
wﬁ.@ oot
Silverlight K %
Data m 4%




The complex Web protocol

am ~
S s
e AP

“Now, this is just a simulation of what the blocks
will look like once theyre assembled.”
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Complex but standardized
browser APIs
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The complex Web protocol

Complex but standardized
browser APIs

$

Brittle APl implementations

$

Applications fail differently
on different browsers

Mohan Dhawan
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The complex Web protocol

Hard to write secure and
robust Web applications

aaaaaaaaaaaaaaaaaaaaaaa




Example: IE’'s Event interface bug

-

U

Security vulnerability in IE v6-
10, allows mouse cursor to be

screen even if IE is minimized

~

tracked anywhere on the

)

March 13, 2013 Mohan Dhawan
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Example: IE’'s Event interface bug

a N

Security vulnerability in IE v6-
10, allows mouse cursor to be
tracked anywhere on the
screen even if IE is minimized

- )

~ D
Virtual keyboards and

. keypads are no longer safe 5
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Example: IE’'s Event interface bug

11111 ‘Q
: Ldad-pt L]
RN 5N I
-‘ ke J ]
L J i dLe]
1 “;2 3 Pay As Yo ates from
Skype IE running exploit code
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Example: IE’'s Event interface bug

a N

Security vulnerability in IE v6-
10, allows mouse cursor to be
tracked anywhere on the
screen even if IE is minimized

= /

- I
An attacker can access all

mouse movements simply by
displaying ads on Web pages |

&
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Example: IE’'s Event interface bug

a N
Security vulnerability in IE v6-
10, allows mouse cursor to be

tracked anywhere on the
screen even if IE is minimized

= /
4 A

 YouTube and NYTimes potential attack vectors
* Bug already exploited by two ad analytics firms

& /

March 13, 2013 Mohan Dhawan
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Example: IE’'s Event interface bug

Security vulnerability in IE v6-
10, allows mouse cursor to be
tracked anywhere on the

screen even if IE is minimized

& /

‘e IE’s DOM implementation populates the
Event object with mouse events & attributes

e JavaScript can poll for mouse coordinates, but
allowed only for pages in focus with cursor in it/

\




Example: IE’'s Event interface bug

Hard to write secure and
robust Web applications
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Monolithic v/s Exokernel

User application

<

Device drivers

Memory manager

Scheduler, ...

~

o
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&

User

application

Device drivers

Memory manager

Scheduler, ...

~

J

Exokernel
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Monolithic v/s Exokernel

User application manages complexity

User

application
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Our solution: Atlantis

Extensibility enhances security & robustness

/ Rendering engine \

Markup/CSS parser

\ Scripting runtime

£ Atlantis J
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[ Web application J

Web
application

Rendering engine \

HTML/CSS parser
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Atlantis architecture

Scripting Layout and Markup
Runtime Rendering Parser

Syphon Interpreter

Ul Network

Principal Instance
Creation Device
Storage
. Server
Cross-Pl Messaging
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Atlantis architecture

Scripting
Runtime

Layout and
Rendering

Markup
Parser

Ul

Syphon Interpreter

Network

Principal Instance
Creation

Cross-Pl Messaging

/
Device
>torage Server

Web page
with 3
isolation
domains



Atlantis architecture

Defined by

Scriptin Layout and Marku
the Web page R ’ ;

Runtime Rendering Parser

Syphon Interpreter

Per-instance <

Kernel
Ul Network

Principal Instance
Creation Device
Storage
. Server
Cross-Pl Messaging




Defining the Web stack
- <environment>

<compiler=‘http://foo/compiler.syp’>

<markupParser=‘http://bar/mParser.js’>

<runtime=‘http://baz/runtime. js’>
</environment>

Syphon Interpreter
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Defining the Web stack

<environment>
<compiler=‘http://foo/compiler.syp’>
- <markupParser=‘http://bar/mParser.js’>
<runtime=‘http://baz/runtime. js’>
</environment>

\

mParser.js
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compiler.syp - mParser.syp
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Defining the Web stack

<environment>
<compiler=‘http://foo/compiler.syp’>
<markupParser=‘http://bar/mParser.js’>
<runtime=‘http://baz/runtime. js’>
</environment>

compiler.syp mParser.syp
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Defining the Web stack

<environment>
<compiler=‘http://foo/compiler.syp’>
<markupParser=‘http://bar/mParser.js’>
<runtime=‘http://baz/runtime. js’>
</environment>

compiler.syp mParser.syp runtime.syp

Syphon Interpreter




Defining the Web stack

High-level application runtime

Layout and Rendering DOM tree AJAX library
compiler.syp mParser.syp runtime.syp

Syphon Interpreter




Defining the Web stack

March 13, 2013

High-level application runtime

Syphon Interpreter

Atlantis Kernel

Mohan Dhawan
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Defining the Web stack

March 13, 2013

High-level application runtime

Atlantis Kernel APIs

v’ Bitmap rendering

v Frame creation and destruction
v’ Cross-frame messaging

v' Low-level GUI events

v' Blocking/non-blocking HTTP sockets

Atlantis Kernel

Mohan Dhawan
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March 13, 2013

Default Web stack

-

<HTML>

<html>
<title>HTML</title>
<body>

This is HTML!
</body>

</html|>

Mohan Dhawan

No <environment>

tag present

47



Default Web stack

<HTML>

<html>
<title>HTML</title>
<body>

This is HTML!
</body>

</html|>

JScompiler.syp HTML+CSSparser.syp DOM.syp

Syphon Interpreter




Default Web stack

Common case: Third party
extensible Web stack

111111111111

aaaaaaaaaaa




innerHTML
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Extensibility

“<div> Hello </div>" Z

Mohan Dhawan
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Extensibility

nnnnn

o “<div> Hello </div>”" z

Enables JavaScript code
injection attacks or XSS

March 13, 2013

Mohan Dhawan
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Extensibility

var comment = document.getElementById (“commentBox”) ;

var contentParent = document.getElementById(“parent”) ;

contentParent.innerHtml = comment.value; <::>



Extensibility

var comment = document.getElementById (“commentBox”) ;

var contentParent = document.getElementById(“parent”) ;

comment.value;

contentParent.innerHtml

What if this is
malicious JavaScript ?

March 13, 2013 Mohan Dhawan 48



Extensibility

Ability to shim innerHTML and
automatically install a sanitizer




Extensibility

Ability to shim innerHTML and
automatically install a sanitizer




Extensibility

Developers own the DOM in Atlantis

March 13, 2013
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Load time (seconds)

Slashdot

March 13, 2013

Web page load time

Craigslist Wordpress Bing

Mohan Dhawan

M Layout
@ HTML parse
m HTML fetch

M Start-up

Flickr
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Summary: Part Il

 The Web protocol is complex and huge
— No individual browser gets it all right

* JavaScript frameworks, microkernel browsers

— Useful but cannot hide all browser quirks or
introspect black-box components

e Atlantis is an exokernel browser

— Kernel handles low-level networking, GUI events,
bitmap rendering

— Application defines higher-level abstractions
— Strong security and powerful extensibility



Conclusion and Future directions
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Conclusion

* Modern browsers provide limited extensibility
with much less security [ACSAC’09, ECOOP’12a]

* Extensibility is important for developing novel
browser-based user applications [IMC’12]

e Transcript [PLAS’10, ECOOP’12b] and Atlantis
[SOSP’11] reason about browser extensibility
from languages and systems perspectives to
provide novel solutions



Future directions

* Next-generation Web browser
— Abstractions for building novel user applications

— Mobile, Internet-enabled AR/HUD and consumer
devices

* Security & Privacy
— Content-based security for web applications

— Impact of new HTML5 and legacy browser APls on
end-user privacy
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Backup slides



Defense against Ul redressing attack

var commitSp = true;
var sp = speculate {

document.body.appendChild(overlay);
b
dof iBlock

var obj = sp.getObject(), arg = sp.getArgs();
switch(sp.getCause()) {
case “appendChild“:
if (uiRedressing(arg[0])) commitSp = false;
else obj.appendChild(arg[0]);
break;
}; /* end switch */
sp = sp.resume();

twhile(sp.isSuspended());

% If (commitSp) sp.commit(); 4
""-.._\___ __,f"".
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Dynamic script loading

Execute ‘ l

newcode.js in

/

3'd party <
call stack

Callee

. pare nt contexté

Y

\

Caller

.

J

SP delimiter

March 13, 2013

=)
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Execution
context for
newcode.js

1

document.write(‘<script
src=“newcode.js”></s’ + ‘cript>’);
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Example: Layout and rendering

<html>
<div width=%“49.5%">
</div>
<div width=“50.5%">
</div>

</html>

ew
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Normalized execution time v/s IE8

0.5
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Microbenchmarks
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