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Abstract

Event-driven applications, particularly those based on the publish—subscribe communication
model, are widely adopted to build responsive and decoupled applications in domains such as
robotics, the Internet of Things (IoT), and real-time control. While these architectures of-
fer flexibility and scalability, they also pose significant challenges in meeting real-time timing
requirements. These challenges often stem from factors such as long-running event-handler
executions, misconfigured parameters, and execution orderings of event-handlers.

In this thesis, we address the problem: “Given code based on the publish—subscribe commu-
nication model, will it consistently deliver messages on time?”. To answer this, we propose a
framework for analyzing the timing behaviour of such systems. Our approach involves construct-
ing a Timed Automata Model from the source code, capturing both timing and behavioural
semantics. The constructed Timed Automata Model is then verified using a model checker to
determine if the system could ever end up in a situation where messages are not delivered on
time.

If such a situation arises, the framework provides feedback such as recommending adjustments
to configuration parameters, reordering event-handler execution, or relaxing overly strict tim-
ing requirements. Through case studies on several real-world ROS packages, a widely adopted

publish—subscribe system, we demonstrate the practical utility of our approach.
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Chapter 1
Introduction

Event-Driven Programming (EDP) [2] is a programming paradigm in which the
program’s flow is dictated by events rather than a fixed sequence of instructions.
Unlike procedural programming, EDP allows the program to listen for internal
and external events and react using event-handling mechanisms, offering greater
flexibility and responsiveness. This approach is particularly suitable for applications
in IoT, real-time systems [55, 8], and graphical user interfaces. According to a
survey [50] of 840 people in 9 countries across the globe, 85% of organizations have
turned to event-driven architecture to meet their business needs. Financial services,
telecoms, and media & technology companies are at the forefront of the adoption
wave, with 27% of organizations having a central team promoting it within the
organization. The lack of real-time data leading to decisions made on inconsistent
or outdated information concerns 46% of transportation and logistics businesses
and 44% of retail businesses. Although research highlights that the EDP paradigm
results in more reliable software [10, 9], it also introduces challenges [13, 1], including
overkill for periodic tasks, event loss, latency, event ordering issues, complexity, etc.,
that need to be addressed. Event-driven architecture encompasses various patterns,

including publish-subscribe!, request-reply, and point-to-point communication [51].

1.1 Publish-Subscribe Systems

A pub-sub system enables decoupled communication between event producers (pub-
lishers) and consumers (subscribers). As illustrated in Figure 1.1, publishers gener-

ate messages and associate them with specific topics (e.g., TopicA, TopicB), which

'From here on, we will be referring to publish-subscribe as pub-sub
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Figure 1.1: Working model of publish-subscribe systems: Incoming messages from the
publishers are enqueued into the queue before getting processed by the event-handlers of the
subscribers. The MessageType is indicated in parentheses to denote the structure of the mes-
sage.

serve as the communication channels for message transmission. Each message con-
forms to a predefined data structure referred to as MessageType (e.g., A, B), which
specifies the fields, names, and data types used in communication. The relation-
ship between a subscriber and a topic is 1:1, as each subscriber registers to receive
messages from a specific topic and MessageType. However, from the topic’s per-
spective, the relationship is one-to-many since a single topic may have multiple
subscribers. Similarly, each publisher is associated with a single topic (1:1), but a
topic can have multiple publishers producing messages for it, thus forming a one-to-
many relationship. Subscribers express interest in specific topics by registering for
them and receive only the messages published to those topics, which are later pro-
cessed through an event-handler. An event-handler is essentially a callback function
used to process incoming messages of a specific MessageType. Each unique (Sub-
scriber, Topic, MessageType) tuple has a dedicated queue and is associated with
an event-handler. In some pub-sub systems, attempting to reuse the topic with
different message types results in a runtime type-mismatch error. In such systems,
the uniqueness of queues effectively reduces to the (Subscriber, Topic) pair, as Mes-

sageType does not matter when topic re-usability is not allowed. When a publisher



sends a message to a topic of a specific MessageType, the message is enqueued
into the queues of all subscribers registered to that topic and MessageType. While
event-handlers for the same MessageType can technically be reused and associated
with different subscribers, this is seldom seen in practice. This is because each sub-
scription typically has a unique purpose, requiring a specialized callback function
to handle the message appropriately for that specific task.

At the core of the system is the queue, which plays a crucial role in maintaining
system stability by buffering messages. Although implementation details may vary
across different systems, a common design is to maintain a dedicated queue for each
(Subscriber, Topic, MessageType) tuple, resulting in one queue per event-handler.
The size of each queue is typically determined by a system-defined Quality of Ser-
vice (QoS) parameter. These queues help prevent message loss during bursts of
high-frequency publishing by temporarily storing incoming messages. However, it
is important to note that these queues are of finite size. When a queue reaches
its capacity, incoming messages may either overwrite older ones or be dropped, de-
pending on the system’s queue management policy. To process a message from
the queue, the system relies on a dispatcher that is responsible for monitoring the
queues and invoking the appropriate event-handler when a new message becomes
available. We will explore the behavior of the dispatcher in detail in a later Sec-
tion 2.3.1.1, particularly in the context of the underlying threading model. In the
following section, we delve into the internal workings and limitations of pub-sub
systems by examining various illustrative scenarios. We focus solely on the behav-
ior of the functions explicitly shown by abstracting away other system components.
For simplicity, we assume that all functions execute on a single machine unless
explicitly stated otherwise in the examples, even though in practice they may be
distributed across multiple systems. We further assume zero network delay, imply-
ing that messages' are delivered instantaneously. Additionally, we adopt a single-

threaded execution model, meaning that only one event handler executes at a time.

In a pub-sub system, the terms messages and events are often used interchangeably.



Publisherl: Publisher2:

1: while true do 1: while true do

2:  sleep(3) 2:  sleep(b)

3:  publish<TopicA>(msgA) 3:  publish<TopicA>(msgA)
4: end while 4: end while

ASubscriber(msgA: A): // TopicA.queue_size < 10
1: ... {takes 9 secs}
2: publish<TopicB>(msgB) {Max timing constraint for TopicB: 7 seconds}

BSubscriber(msgB: B): // TopicB.queue_size < 10
1: ... {takes 20 secs}

Figure 1.2: Pseudocode of a pub-sub system with TopicB having a maximum timing constraint
of 7 seconds.

1.2 Scenario-1 (Prolonged Event-handling Times)

In the pseudocode shown in Figure 1.2, two distinct publishers, Publisherl and
Publisher2, periodically publish messages to TopicA with the same MessageType
A at intervals of 3 seconds and 5 seconds, respectively. In this setup, two queues
are instantiated, each with a default size of 10, as messages are received by TopicA
and TopicB, with their respective MessageTypes being A and B. At time intervals
t =3, 6,9, 12, and 15, Publisherl publishes messages that are enqueued into the
queue associated with TopicA. Similarly, at t = 5, 10, and 15, Publisher2 publishes
messages that are also added to the same queue. The ASubscriber event-handler
processes messages from TopicA by dequeuing them from its corresponding queue.
Each time a message from TopicA is dequeued and dispatched, the system triggers
the ASubscriber event-handler. After processing the message for 9 seconds, it sub-
sequently publishes a new message of MessageType B, which gets enqueued into
the queue associated with TopicB. The BSubscriber event-handler is responsible for

processing messages from TopicB that are enqueued into its corresponding queue.



To ensure timely communication in pub-sub systems, a maximum timing constraint!
can be configured for each topic. While the previous statement does not explicitly
specify who configures this value or how it is determined, it is typically defined by
the package user i.e., the person who deploys and runs the package on the hard-
ware. In such systems, the package user determines the maximum timing constraint
(i.e., the maximum permissible gap between two consecutive messages) based on op-
erational requirements, frequencies of the underlying devices, and insights gained
from practical stress tests. In our work, we assume that this timing constraint is
provided as an input to our tool, as elaborated in Section 3.1 with an example
ROS package. In this example, TopicB is associated with a timing constraint of 7
seconds, meaning its event-handlers (in this case, BSubscriber) expect to receive a
message at least once every 7 seconds. This timing constraint value is provided by
the user, based on their domain knowledge and understanding of the expected mes-
sage frequencies within the system. The responsibility of satisfying this constraint
lies with the publishers of TopicB, in this case, the ASubscriber event-handler. This
mechanism helps monitor and enforce that messages are published to topics within
their specified time frames, ensuring the system meets real-time requirements while
maintaining stability and efficiency. We assume the event-handlers are on different
systems, so their execution order doesn’t matter in this example.

Figure 1.3 illustrates the execution timeline corresponding to the pseudocode in

Msg_TA - Message received on TopicA

Msg_TB - Message sent on TopicB

Quee for TopioA - ral] W] R AT W AT

Msg_TA Msg_TA Msg_TA Msg_TA Msg_TA Msg_TA
] v U v )
e [ I | I | I I | I | I [
0 1 2 3 4 5 6 7 8 9 10 1 12
Msg_TB

[ Maximum Timing Constraint of TopicB |

Executing ASubscriber

Queue for TopicB :- I:I I:I I:I I:I I:I

Figure 1.3: Execution timeline of the pub-sub system shown in Figure 1.2.

Figure 1.2. The boxes above the time axis represent the queue where messages for

!Timing constraint for a topic means we are expecting a message for that topic at least once within the
specified time interval



TopicA are enqueued, while the boxes below the time axis represent the queue for
TopicB. For simplicity, the queues are shown only at the points in time when a mes-
sage is enqueued or dequeued from either queue. Publisherl and Publisher2 enqueue
messages into the queue corresponding to TopicA at periodic intervals of 3 seconds
and 5 seconds, respectively. At time t = 3, a message from Publisherl to TopicA
is published and enqueued into its corresponding queue. Since there is no network
delay, the message is immediately dequeued (represented with a strikethrough) and
dispatched, triggering the execution of the ASubscriber event-handler (depicted in
green). The event-handler takes 9 seconds to process the message before publishing
a message to TopicB. However, as previously mentioned, TopicB has a maximum
timing constraint of 7 seconds (illustrated in red), meaning that a message is ex-
pected to be published to TopicB at least once every 7 seconds. In this scenario,
the message to TopicB is published at t = 12, whereas we are expecting it once
before t < 7, thus resulting in a timing violation. Such violations indicate that
the system fails to meet its real-time requirements, potentially compromising reli-
ability, especially in time-sensitive applications. To prevent timing violations and
ensure the system remains in a safe operational state, the maximum timing con-
straint must be greater than 12 seconds. This value accounts for both the 9-second
processing time and the 3-second delay before the message is initially published to
TopicA. Only when the constraint exceeds 12 seconds can the system meet real-time

guarantees, ensuring timely message delivery and maintaining operational stability.

Publisherl: Publisher2:
1: while true do 1: while true do
2:  sleep(3) 2:  sleep(h)
3:  publish<TopicA>(msgA) 3:  publish<TopicA>(msgA)
4: end while 4: end while

ASubscriber(msgA: A): // TopicA.queue_size < 10

1: if execute_long path_ is true then
2: ... {takes 10 secs}
3: else

4: ... {takes 1 sec}
5. end if

6: publish<TopicB>(msgB) {Max timing constraint for TopicB: 7 seconds}




BSubscriber(msgB: B): // TopicB.queue_size < 10
1: ... {takes 20 secs}

Figure 1.4: Pseudocode of a pub-sub system with a configuration parameter (exe-
cute_long_path_) and TopicB having a maximum timing constraint of 7 seconds.

1.3 Scenario-2 (Misconfiguration)

In the pseudocode shown in Figure 1.4, two distinct publishers, Publisherl and
Publisher2, periodically send messages to TopicA with the same MessageType A
at intervals of 3 seconds and 5 seconds, respectively. In this setup, two queues
are instantiated, each with a default size of 10, as messages are being received to
TopicA and TopicB, with their respective MessageTypes being A and B. At time
intervals t = 3, 6, 9, 12, and 15, Publisherl publishes messages that are enqueued
into the queue associated with TopicA. Similarly, at t = 5, 10, and 15, Publisher2
publishes messages that are also added to the same queue. The ASubscriber event-
handler processes messages from TopicA by dequeuing them from its corresponding
queue. Each time a message from TopicA is dequeued and dispatched, the system
triggers the ASubscriber event-handler. After processing the message, it subse-
quently publishes a new message of MessageType B, which gets enqueued into the
queue associated with TopicB. The execution time of the ASubscriber event-handler
is determined by the value of the configuration parameter execute_long_path_.
Configuration parameters are values loaded from external files. These parameters
can dynamically influence the program’s execution flow, enabling flexible testing
and system adjustments without requiring changes to the source code. This design
enhances the program’s adaptability, supporting experimentation with different con-
figurations and fine-tuning of system behavior as needed. If execute_long_path_
value in the external file is true, its corresponding if-branch is taken and the execu-
tion time is 10 seconds. If the alternate branch is taken, the execution time reduces
to 1 second. The BSubscriber event-handler is responsible for processing messages
from TopicB that are enqueued into its corresponding queue. To ensure timely com-
munication in pub-sub systems, a maximum timing constraint can be configured for
each topic. In this example, TopicB is associated with a timing constraint of 7

seconds, meaning its event-handlers (in this case, BSubscriber) expect to receive a
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message at least once every 7 seconds. This timing constraint value is provided by
the user, based on their domain knowledge and understanding of the expected mes-
sage frequencies within the system. The responsibility of satisfying this constraint
lies with the publishers of TopicB, in this case, the ASubscriber event-handler. This
mechanism helps monitor and enforce that messages are published to topics within
their specified time frames, ensuring the system meets real-time requirements while
maintaining stability and efficiency. We assume the event-handlers are on different
systems, so their execution order doesn’t matter in this example.

Figure 1.5 illustrates the execution timeline corresponding to the pseudocode in

Msg_TA - Message received on TopicA

Msg_TB - Message sent on TopicB n ...I
AlA|A|A
Queue for TopicA - lalal ] lalalalal] [alafala]a] ]
Msg_TA Msg_TA Msg_TA Msg_TA Msg_TA Msg_TA
R — 11 1 1 T 1 I 1 T
0 1 2 3 4 5 6 7 8 9 10 1 12 M13TB
l Maximum Timing Constraint of TopicB ‘ ng_

Executing ASubscriber

Queue for TopicB :- |:| |:| |:| |:| |:|

Figure 1.5: Execution timeline of the pub-sub system shown in Figure 1.4, following the if-
branch.

Figure 1.4. The boxes above the time axis represent the queue where messages for
TopicA are enqueued, while the boxes below the time axis represent the queue for
TopicB. For simplicity, the queues are shown only at the points in time when a mes-
sage is enqueued or dequeued from either queue. Publisherl and Publisher2 enqueue
messages into the queue corresponding to TopicA at periodic intervals of 3 seconds
and 5 seconds, respectively. At time t = 3, a message from Publisherl to TopicA
is published and enqueued into its corresponding queue. Since there is no network
delay, the message is immediately dequeued (represented with a strikethrough) and
dispatched, triggering the execution of the ASubscriber event-handler (depicted in
green). In a situation where the configuration parameter execute_long path_ is
set to true, the time taken by the ASubscriber event-handler before publishing to
TopicB (i.e., 10 seconds) exceeds the maximum timing constraint of 7 seconds (il-
lustrated in red), resulting in a timing violation, as illustrated in Figure 1.5. To

prevent timing violations and ensure the system remains in a safe operational state,
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one solution is to set the execute_long_path_ parameter to false, reducing the
event-handler execution time to within acceptable limits. Alternatively, the timing
constraint associated with TopicB could be relaxed and increased beyond 10 seconds
to tolerate both the values of the configuration parameter. Either approach ensures
the system adheres to its real-time constraints, enabling timely message delivery

and preserving operational stability.

main:

1: register_subscriber(BSubscriber)

2: register_subscriber(ASubscriber)

Publisherl: Publisher2:

1: while true do 1: while true do

2:  sleep(2) 2:  sleep(2)

3:  publish<TopicA>(msgA) 3:  publish<TopicB>(msgB)
4: end while 4: end while

ASubscriber(msgA: A): // TopicA.queue_size < 10
1: ... {takes 2 secs}
2: publish<TopicC>(msgC) {Max timing constraint for TopicC: 4 seconds}

BSubscriber(msgB: B): // TopicB.queue_size < 10
1: ... {takes 2 secs}
2: publish<TopicD>(msgD) {Max timing constraint for TopicD: 8 seconds}

CSubscriber(msgC: C): // TopicC.queue_size < 10
1: ... {takes 15 secs}

DSubscriber(msgD: D): // TopicD.queue_size < 10
1: ... {takes 20 secs}




Figure 1.6: Pseudocode of a pub-sub system with multiple incoming messages, TopicC and
TopicD have maximum timing constraints of 4 seconds and 8 seconds, respectively.

1.4 Scenario-3 (Event-Handlers Ordering)

In the pseudocode shown in Figure 1.6, two distinct publishers, Publisherl and Pub-
lisher2, periodically send messages to TopicA with MessageType A and to TopicB
with MessageType B, respectively, at 2-second intervals. In this setup, four queues
are instantiated, each with a default size of 10, as messages are being received to
TopicA, TopicB, TopicC, and TopicD, with their respective MessageTypes being A,
B, C, and D. At time intervals t = 2, 4, 6, 8, and 10, Publisher1 publishes messages
that are enqueued into the queue associated with TopicA. Similarly, at the same in-
tervals, Publisher2 publishes messages that are enqueued into the queue associated
with TopicB. The ASubscriber event-handler processes messages from TopicA by
dequeuing them from its corresponding queue. Each time a message from TopicA is
dequeued and dispatched, the system triggers the ASubscriber event-handler. Af-
ter processing the message for 2 seconds, it subsequently publishes a new message
of MessageType C, which gets enqueued into the queue associated with TopicC.
The CSubscriber event-handler is responsible for processing messages from TopicC
that are enqueued into its corresponding queue. The BSubscriber event-handler
processes messages from TopicB by dequeuing them from its corresponding queue.
Each time a message from TopicB is dequeued and dispatched, the system trig-
gers the BSubscriber event-handler. After processing the message for 2 seconds,
it subsequently publishes a new message of MessageType D, which gets enqueued
into the queue associated with TopicD. The DSubscriber event-handler is responsi-
ble for processing messages from TopicD that are enqueued into its corresponding
queue. To ensure timely communication in pub-sub systems, a maximum timing
constraint can be configured for each topic. In this example, TopicC and TopicD
are configured with timing constraints of 4 seconds and 8 seconds, respectively.
These constraints help monitor and enforce timely message publication, ensuring
that the system meets real-time requirements while maintaining overall stability
and efficiency. For this example, we assume that the event-handlers ASubscriber
and BSubscriber execute on the same machine and same thread, while all others are
distributed across different machines. When messages from multiple topics arrive

simultaneously, the execution order of their respective event-handlers is determined
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by subscription priority. Typically, priority is assigned based on the order of reg-
istration. When multiple messages arrive, the event-handler corresponding to the
subscriber registered first is given priority to dequeue one message from its queue,
followed by its execution. After this, event-handlers of other subscribers are con-
sidered in the registration order, each allowed to dequeue one message and dispatch
its event-handler, provided messages are available in their respective queues. This
ordering can be difficult to resolve statically when subscriptions are created condi-
tionally, such as within if statements; therefore, the final order is determined at run
time. In this example, BSubscriber is given priority over ASubscriber because BSub-

scriber was registered first, as shown in the main function in Figure 1.6. Figure 1.7

Msg_TA - Message received on TopicA
Msg_TB - Message received on TopicB
Msg_TC - Message sent on TopicC
Msg_TD - Message sent on TopicD

Queue for TopicA :- I |/|A | | |A |A | | |/|A |A | | |A |A |A | |
Queue for TopicB :- MB | | B |B | | MB |B | |

Msg_TA, Msg_TB Msg_TA, Msg_TB Msg_TA, Msg_TB Msg_TA, Msg_TB Msg_TA, Msg_TB

v v v

N e

Time
| | | | | I | | | I
0 1 3 4 5 6 7 8 9 10
Msg, TD Ms% TC Msg, TD Msg, TC
A K A
| Maximum Timing Constraint of TopicC
| Maximum Timing Constraint of TopicD
Executing Executing Executing Executing
BSubscriber ASubscriber BSubscriber ASubscriber

Queue for TopicC :- I:I

Queue for TopicD :-

[]
L&

=
—
HE

Executing DSubscriber

Executing CSubscriber

Figure 1.7: Execution timeline of the pub-sub system shown in Figure 1.6.

illustrates the execution timeline corresponding to the pseudocode in Figure 1.6.
The boxes above the time axis represent the queues where messages for TopicA and
TopicB are enqueued, while the boxes below the axis represent the queues for Top-
icC and TopicD, respectively. For simplicity, queues are shown only at the moments
when messages are enqueued or dequeued. At time t = 2, messages from Publisherl

and Publisher2 are published to TopicA and TopicB, respectively, and enqueued
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into their corresponding queues. Since these messages arrive simultaneously on
the same machine and same thread, the event-handler for the topic with higher
priority, BSubscriber in this case, is executed first. With zero network delay, the
message is immediately dequeued (denoted with a strikethrough) and dispatched,
triggering execution of the BSubscriber event-handler (shown in green). At time t
= 4, BSubscriber finishes processing its message and publishes a new message to
TopicD, satisfying its timing constraint. Once BSubscriber completes, the executor
dequeues the message from the queue associated with TopicA, and the ASubscriber
event-handler begins execution at t = 4. Simultaneously, on a different machine, the
DSubscriber event-handler also begins execution at t = 4, triggered by the message
published to TopicD. ASubscriber takes 2 seconds to process its message and pub-
lishes a new message to TopicC at t = 6. However, because the timing constraint
for TopicC is 4 seconds (indicated in red from t = 0 to t = 4), while the TopicC
message got published at t = 6, this results in a timing violation. Such violations
indicate a failure to meet real-time constraints, which can compromise reliability in
time-sensitive systems. To prevent this, the subscription registration order should
be swapped, giving priority to ASubscriber over BSubscriber. This adjustment en-
sures that messages are processed in an order that respects timing guarantees, where
TopicC, with a timing constraint of 4 seconds, receives a published message at least
once every 4 seconds, and TopicD, with a constraint of 8 seconds, also meets its
requirement, thereby enabling the system to satisfy its real-time constraints and

maintain operational stability.

1.5 Applications of Publish-Subscribe Systems

The pub-sub systems are widely used in various domains where decoupled, scal-
able, and event-driven communication is essential. These systems enable efficient
data dissemination by allowing publishers to send messages to specific topics, which
subscribers can listen to without direct dependencies on the publishers. In dis-
tributed systems, pub-sub architectures are used for real-time messaging, such as
in financial trading platforms [48, 20], where stock market updates are broadcast to
multiple subscribers instantaneously. Similarly, in IoT (Internet of Things) applica-
tions [18, 43], pub-sub mechanisms facilitate communication between sensors, edge
devices, and cloud services, enabling real-time monitoring of smart homes [54, 3],

industrial automation [12], and connected vehicles [52, 22, 4]. In the field of au-
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tonomous robotics, frameworks like ROS [36] utilize pub-sub models [37, 41, 31, 45]
to handle communication between different robotic components, such as sensors [23]
and controllers [35]. In a Graphical User Interface (GUI) [58], when a user clicks
a button, the event (e.g., “click”) is published to an event system, and multiple
subscribers (event listeners) can respond accordingly, such as updating the User
Interface or triggering an action. Cloud platforms like AWS [5], IBM [21], Google
Cloud [17], and Azure [6] provide managed pub-sub services for event-driven archi-

tectures, making them integral to modern software ecosystems.

1.6 Timing Issues in Real Software

While the scenarios in Sections 1.2-1.4 are intentionally constructed to illustrate
timing issues, similar timing challenges arise in real-world pub-sub systems. Fac-
tors such as event-handlers execution order and misconfigurations can cause delays,
priority inversions, or missed deadlines. The Robot Operating System (ROS)! is
a widely used open-source pub-sub framework for building distributed robotic sys-
tems. Despite its name, ROS is not an operating system but rather a collection of
libraries that run on top of an existing OS to facilitate robotic development. Prior
studies [56, 60, 19, 29, 30] show that long event-handler latencies can cause buffer
overflows and message loss, which in real-time systems may lead to unpredictable
behavior or crashes. Gog et al. [16] found that misconfigured message arrival tim-
ings in autonomous vehicles led to increased collision risk. As detailed on Page 13
in their paper, their findings clearly demonstrate that “configurations with higher
response times collide with the person at collision speeds that increase with the
response time.” This highlights that the longer it takes for the system to process in-
formation and react, the greater the risk of a collision. While the paper specifically
discusses response times and deadline timings, the underlying cause of such delays
can often be attributed to the late arrival of crucial sensor messages into the system.
If critical information, such as the detection of a pedestrian or another vehicle, ar-
rives after its effective deadline for processing, the system’s ability to compute a safe
trajectory and execute a timely maneuver is severely compromised, directly lead-
ing to an increased likelihood of collisions and, consequently, jeopardizing overall
system safety. Similarly, Li et al. [28] demonstrated how delayed messages in ROS

applications introduced deliberately as part of an attack caused deadline misses and

"'We refer to ROS2, as ROS1 is no longer supported.
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system crashes. One example in the path planning module showed a robot using
stale map data due to a delayed message, causing it to crash into an obstacle it
failed to detect.

While these studies primarily focus on the runtime behavior of the ROS scheduler or
application-level execution, we observed that in certain ROS applications, messages
are published from the event-handlers. While this approach may be necessary for
specific functional requirements, it introduces complex timing and synchronization
challenges. It also impacts the predictability of system behavior, as message prop-
agation timing becomes heavily dependent on event-handlers execution order and
latency. Additionally, developers configure several tunable parameters, including
message arrival timings, queue sizes, and Quality-of-Service (QoS) attributes such
as security, etc. These parameters are typically set based on domain knowledge and
experience. However, overlooking critical architectural aspects such as underlying
scheduling mechanisms and concurrency behavior when defining these values can
lead to unintended timing violations and failure to meet real-time constraints. If
not carefully managed, these issues can result in unpredictable system behavior,

potentially leading to system failures or crashes.

1.7 Contributions

Contributions made in this thesis are summarized below:

e We highlight the potential timing issues in event-driven applications and propose a frame-

work to identify them.
e An implementation of our approach.

e A case study-based discussion on potential timing issues in selected packages.

1.8 Outline

The rest of the thesis is organised as follows:

e Chapter 2 presents the necessary background on Timed Automata, UPPAAL, and the
Robot Operating System (ROS), which are essential for understanding the concepts and

methodologies discussed in this thesis.
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Chapter 3 defines the problem statement formally, and the algorithms used to construct

the Timed Automata model.

Chapter 4 explains the various implementation aspects of the framework, focusing on

the algorithms and heuristics applied.

Chapter 5 evaluates the proposed framework on a variety of ROS packages and presents

a case study to illustrate its effectiveness in identifying potential timing-related issues.

Chapter 6 explores potential directions for extending the current work, discussing im-

provements and new features that could enhance the framework’s capabilities.

Chapters 7 and 8 summarize related research efforts in this area and conclude the thesis

with a discussion on key takeaways and future possibilities.
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Chapter 2
Background

This chapter presents the essential background required to understand the remainder of the
thesis. We begin by introducing Timed Automata [42] and illustrate their behavior through
examples, demonstrating how these models can be verified using a tool called UPPAAL [26].
Later, we shift our focus to the Robot Operating System [36] (ROS), an example of a pub-
sub system, and it is the target of our experimental analyses, highlighting commonly used
components and explaining how tasks are scheduled and executed within the ROS framework.
This chapter lays the foundation for the concepts and techniques developed in the subsequent

chapters.

2.1 Timed Automata

In this section, we give a brief introduction to the definition and semantics of Timed Automata

(TA).

Definition 2.1. (Timed Automata). A timed automaton (x) is a tuple (L, L°, A, C E,I),

where
e [ is a finite set of locations,

o LV C L is a finite set of initial locations,

A is a finite set of actions,

C' is a finite set of clocks,

e ECLxAx2%x &(C) x L is the finite set of edges. An edge (I, a,\, ¢, ) represents

an transition from location | to location Iy, on action a. ¢ is a clock constraint from the
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set @(C') of clock constraints that determines when the edge is enabled and the transition

can occur, while A C C' represents the set of clocks that are reset on this edge.

— Clock constraints (¢) is defined by

¢ :=true| false | o1 N | )1 Vo | ¢ |x Nk |z —y Mk

where z, y € C are clocks, k € N and W € {<,<,==,>,>}. Only these types of
constraints are allowed as invariants and enabling conditions. Few Eramples are x
<2, z== 10, etc.

o [: L — &(C), is an mapping function that maps each location in L with some clock

constraint (invariants) in @(C').

Definition 2.2. (Operation Semantics).
A clock interpretation is a function u : C — RT, where each clock in C is mapped to a non-

negative real number representing the current time value since it was last reset, and

Y CC,VxeC anddecRT,
Time Elapse: (u+d)(z) =u(x) +d,
Resetting Clock: ulY :=0](p) =0, if p € Y, u(p) otherwise

The semantics of the timed automata x is defined by associating a transition system P, with
it. A state of P, is a pair (I, c) where | is a location in x and ¢ is a clock interpretation. Let
(l, co) denote the initial state, where by denotes the initial location in x and c,(x) = 0 for all

clocks z. The transitions in P, can occur due to 2 types:

e Delay : For state (1, c) and real-valued time increment t > 0, (I, c) LN (I, c+1) if for all
0 <t <t, c +t' satisfies the invariant ().

e Action : For state (I,c) and edge (I, a,p, N\, 1Y), (I,¢) = (I, c') such that ¢ € ¢, ' €
I(1Y) and ¢! = ¢[A:=0] .

We use the following notational conventions for elements of timed automata throughout this

chapter.
1. Clocks are represented in bold. For example: clock signal,

2. Actions are underlined. For example: action go,
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3. Location names are denoted using italic styling, and the initial location is indicated with

an arrow above it. For Example: Location test,

4. Variables are written using teletype font and initialized with zero (for integer) and false

(for boolean). For example: int shared counter.

2.1.1 Example of a Timed Automata

Consider the timed automaton in Figure 2.1, where (Red, Green, Yellow) represent locations in
which time can elapse, constrained by invariants. Transitions occur when guard conditions on
the clock signal are satisfied, potentially resetting the clock. For example, in the traffic signal
system: at location Red, the invariant signal < 10, limits the duration of stay at that location
to a maximum of 10 units, while the guard on the edge from the Red, signal > 5 ensures at
least 5 units pass before transitioning to Green via action go, resetting the clock signal while
at it. At Green, the invariant signal < 15 and guard signal > 10 enforce a stay of 10-15 units
before transitioning to Yellow on action slow, resetting signal. Similarly, Yellow enforces a
stay of 2-5 units with invariant signal < 5 and guard signal > 2, then transitions back to Red

on action stop, resetting signal again. This cycle repeats indefinitely.

Red signal >= 5, go, signal =0 m signal >= 10, slow, signal = 0 Yellow
signa;y signal <= 15 \@I <=

signal >= 2, stop, signal =0

Figure 2.1: An example of timed automaton (traffic_sys).

Transitions are expressed as a tuple (location, clock), with edges labeled by time constraints,
actions, or both. The transitions represent how long the clock signal can stay at each location.
We present several valid transitions for the automaton system, each of which is a prefix of an

infinite trace.

5.5 go 12 slow stop

1. (Red,0) = (Red,5.5) = (Green,0) — (Green,12) — (Yellow,0) N (Yellow,3) —
(Red,0)
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(a) Starting at Red: We begin at inital location Red with the clock signal at 0,
represented by the tuple (Red,0). Our system allows a stay of 5-10 units at Red

before transitioning. In this specific trace, we wait for 5.5 units, moving to the state
(Red,5.5).

(b) Transition to Green: After 5.5 units, we use the go action, which transitions us
from Red to Green. Upon entering Green, the clock resets to 0, resulting in the state

(Green,0).

(c) Staying in Green: The system can remain in the Green location for 10-15 units.

In this trace, we stay for 12 units, reaching (Green, 12).

(d) Transition to Yellow: Next, the slow action is triggered, moving us from Green

to Yellow. The clock resets again, taking us to ( Yellow,0).

(e) Staying in Yellow: The Yellow location permits a stay of 2-5 units. Here, we

remain for 3 units, arriving at ( Yellow, 3).

(f) Returning to Red: Finally, the stop action is performed, transitioning us back to
Red. The clock resets to 0 once more, bringing us full circle to (Red, 0), completing

one cycle of the traffic signal.

11.4,slow 4.1,stop
i

(Yellow,0) —— (Red,0)

2. (Red, 0) (Green 0)

2 1 slow 3.14

(Yellow,0) =—

3. (Red,0) — EN (Red 1) (Green 0) =
(Yellow,3.14) — (Red 0)

(Green,4.2) — (Green,14.2) —

2.1.2 Properties in Timed Automata

In the context of timed automata, a property refers to a statement about the system’s behavior
over time, often involving clock constraints. Computation Tree Logic (CTL) [44] belongs to
the family of branching-time logics and is used to describe properties through the use of path
quantifiers and temporal operators. The path quantifiers;, A (for all computation paths) and
E (for some computation path), specify the branching structure, determining whether a given
property holds for all or some paths originating from a specific state. Temporal operators, which
must be immediately preceded by a path quantifier, define the behavior along these paths. Two
common temporal operators are F' (eventually or in the future), which asserts that a property
will hold in some state along the path, and G (always or globally), which states that a property
holds in every state on the path. Building on this foundation, different combinations of path

quantifiers and temporal operators allow the specification of more expressive system properties:
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o AG ¢: Asserts that for all paths, the property ¢ holds globally i.e., at every state along

every possible path, ¢ is always true.

o AF : Indicates that for all paths, the property ¢ holds eventually, i.e., no matter what

path is taken, the system will eventually reach a state where ¢ is true.

e EG p: Specifies that there exists a path where the property ¢ holds globally, i.e., there is

at least one possible path in which ¢ is always true.

e IKF ¢: Denotes that there exists a path where the property ¢ holds eventually i.e., it is

possible to reach a state where ¢ is true.

o A(p1Unry2): Denotes that across all paths, ¢ is guaranteed to become true at some time

k within the constraint X k, and ¢; holds continuously from now until that time k.

o FE(v1Unmrp2): Denotes that there exists at least one path where ¢y becomes true at some

time k within the constraint X k, and ¢; holds continuously from now until that time k.

Timed Computation Tree Logic (TCTL) extends CTL by incorporating timing constraints,
allowing the specification and verification of real-time properties such as deadlines, response
times, and safety conditions. The formula of TCTL for model checking can be defined as

follows:

pi=pltrue |z Xk | @ |1 Ve | o1 Aps | Alp1Usikp2) | E(01Uxip2)
| AGo | EGp | AFp | EFp

where,

e p is an atomic proposition, which is of the form: [, where [ € Locations or expr; X expry
where X € {==,#, <, <, >, >} and expr; denotes the set of all possible arithmetical ex-
pressions over integer variables. While standard timed automata typically do not include
integer variables, we utilize them in the context of extended timed automata, which will

be defined in a subsequent section.
e risaclock, k€N and X € {<, <, ==,> >},
We use the following two properties to verify the timed automata shown in Figure 2.1

e AF Green: This property ensures that the system cycles through locations properly and

does not get stuck in the Red or Yellow indefinitely. In other words, it guarantees that
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1. For a € A1NAy, for every (i, a, 1, A1, Il) in By and (b, a, g2, Xo, I3 ) in Ey, E has (I, k),

on all possible paths, the system will eventually reach Green. In the given system, this
property is satisfied because the system is designed to transition cyclically through the
locations Red, Green, and Yellow in a fixed order. Since there are no deadlocks or loops
that exclude Green, it is guaranteed that every computation path will eventually reach
Green. Thus, all traces of the system satisfy the property. To illustrate this, we present
one such trace among the many possible traces that satisfy the property. Additionally,
we show only a prefiz of that trace, a finite segment that is sufficient to demonstrate that
the Green is eventually reached, thereby satisfying the property.

(Red, 0) (Green 0) —>11'4’M (Yellow,0) ﬂ (Red, O) (Green 0)

EF (Red A signal > 10): This property checks whether there exists at least one path
in which the system eventually reaches Red location and the clock signal has a value
greater than 10. In other words, it asks: “Is it possible for the Red signal to remain
active for more than 10 time units?” This property is not satisfied in the current system
model. The reason is that the system is designed to reset the clock signal to 0 each
time it transitions to a new location. Additionally, the Red location has an invariant that
restricts the system from remaining in that location beyond 10 time units. As a result,
no trace can remain in the Red with signal exceeding 10. Since the clock is reset upon
each transition and cannot accumulate beyond the enforced time while in Red, no path

can satisfy this property.

To demonstrate this, we provide a finite prefix of a trace that does not satisfy the property:

(Red, 0) ( Green, 0)

2.1.3 Product of Timed Automata

The product of timed automata is a method used to combine multiple timed automata into
a single system that captures their synchronized behavior. Given two timed automata y; =
(Ly, L0y, Ay, C1, E1, L) and xo = (L, LY, Ay, Oy, Ey, I), assuming that their clock sets Cy, Cy
are disjoint. Then, the product automata x; || x2 is (L1 X Ly, L% x L%, Ay U Ay, C1 U Gy, E, 1),
where I(l, k) = I(l;) A I(L) and the edges (F) are defined by:

P2, A1 U Ag, (le> 121)>

2. For a € A\ Ay, for every (I, a,¢, A\, I') in E; and every t in Lo, E has {(I,t), a, ¢, A, (I*,1)).
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3. For a € A5\ Ay, for every (I, a, ¢, A\, I') in Fy and every t in Ly, E has ((t,1), a, ¢, \, (¢, 1')).

producer_clk == 5 produced_action!
g produced

value = (value + 1) % 100

temp_value = value

consumed_action?

producer_clk =0

(a) Producer Timed Automata (producer_sys).

produced_action? consumer_clk == 2
start >

recv_value = temp_value

received

consumer_clk <=2

consumer_clk =0

consumed_action!

(b) Consumer Timed Automata (consumer_sys).

Figure 2.2: An example illustrating two interacting timed automata.

start, start

roducer_clk<=5_~ - N
value = (value + 1) % 100 .,
producer_clk == 5 . start, consumed
\ 4 temp_value = value N

produced, start

consumed_action
producer_clk = 0 produced_action recv_value = temp_value

consumer_clk =0

sent, received

consumer_clk <=2

consumer_clk == 2

sent, consumed

Figure 2.3: Product automaton of the example shown in Figure 2.2.

The locations of the product are the pairs of component-locations, invariants of the product

location are the conjunction of the invariants of component-locations, and edges are obtained
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by synchronizing with shared actions. The clocks and constraints from both automata are also
considered together, ensuring correct timing behavior. The product of automata is usually

obtained while performing model verification.

2.1.4 Example of Two Interacting Timed Automata

A producer takes 5 time units to generate a value and then signals the consumer. Upon re-
ceiving this signal, the consumer takes 2 time units to process the value and respond. In this
model, we use variables to store and transfer data between the two automata and synchronized
actions, denoted by ! (send) and 7 (receive), to coordinate transitions between them. When
two automata have matching actions (one with action! and the other with action?), they can
only perform those transitions simultaneously, enabling precise modeling of interaction and
communication. A formal definition for variables and synchronized actions will be provided in
the next section when introducing UPPAAL. We assume all variables defined in the automata
are initialized to zero. Among these, temp_value is a shared global variable accessible by both
automata, while value and recv_value are local to the producer and consumer automata,
respectively.

Figure 2.2 models this interaction using two timed automata named producer_sys and con-

sumer_sys. The actions produced_action and consumed action are used to synchronize tran-

sitions between the producer and consumer automata. In the producer automaton, the lo-
cation start includes the invariant producer_clk < 5, and the edge from start to produced
has the guard producer_clk == 5, ensuring the transition occurs exactly at 5 time units.
As part of this transition, the variable value is incremented and taken modulo 100, and the
resulting value is then stored in temp value. The subsequent transition to sent uses the

produced_action! to synchronize with the consumer’s produced_action?, causing the consumer

to move from start to received, where recv_value is updated. In the consumer automaton, the
location received has the invariant consumer _clk < 2, and the edge to consumed is guarded by
consumer_clk == 2, enforcing exactly 2 units of processing time. It then transitions back to

start, synchronizing with the producer via the consumed_action. This cycle repeats indefinitely.

Figure 2.3 shows the product automaton derived from this interaction. While we only display
the valid combined locations and transitions of the product automaton, one additional unreach-
able location and its transition are included with a dotted line for illustrative purposes. The
system always transitions from the initial location (start, start) to (produced, start) because
the producer must remain in its start location until its clock reaches exactly 5 time units, as en-
forced by the invariant producer_clk < 5 and the guard producer_clk == 5. At that point,

it independently transitions to produced, incrementing the value and taking modulo 100, fol-
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lowed by updating temp_value. Meanwhile, the consumer remains in its start location, which
has no timing constraint and no enabled transitions until synchronization occurs. Therefore,
(produced, start) is the only valid next location from (start, start). Other possible transi-
tions, such as to (start, received) or (start, consumed), are invalid at this stage, as they would
require the consumer to move independently, which it cannot do without first synchronizing

with the producer. Similarly, transitions involving synchronized actions like produced_action

or consumed_action cannot occur until both automata are in the appropriate locations. Ad-

ditionally, in the figure, the synchronized actions produced_action? and produced_action! are

combined and labeled simply as produced_action for clarity.

We use the following two properties to verify the two timed automata shown in Figure 2.2

e AG (producer_sys.sent = (consumer_sys.recv_value == producer_sys.value)): This
property verifies that whenever the system reaches the sent location in the producer
automaton, the value received in the consumer automaton recv_value is always equal
to the value produced by the producer value. In other words, once the signal has been
successfully sent to the consumer, the data integrity between the producer and consumer
must be preserved. This property is satisfied. All traces of the system satisfy this property.
To illustrate this, we present one example trace from the many possible traces that fulfill
the property. Additionally, we show only a prefix of the trace, a finite segment that is
sufficient to demonstrate that the property holds below:

Producer Location | start | produced sent sent start
producer_clk 0 5 7.7 9.7 0
Consumer Location | start start received | consumed | start

consumer _clk 0 5 0 2 4.1

e EF (consumer_sys.consumed and producer_sys.produced): This property checks whether
there exists a case where a value is consumed before it is produced. The property is
not satisfied. However, this is expected, as the synchronization of actions between the
producer and consumer ensures that such a scenario cannot occur. Specifically, the system
guarantees that we will never reach the consumed location in the consumer automaton
while still being in the produced location of the producer automaton. To demonstrate

this, we provide a finite prefix of a trace that does not satisfy the property:
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Producer Location | start | produced sent sent start
producer_clk 0 5 13.4 15.4 0
Consumer Location | start start received | consumed | start
consumer _clk 0 5 0 2 9.9

2.2 UPPAAL

At its core, UPPAAL[26] is a specialized tool for modeling, simulating, and verifying systems
using networks of timed automata. A network of timed automata is a set of individual automata
that execute concurrently and interact via synchronization channels and shared variables, en-
abling the modeling of complex system behavior. It extends classical timed automata by in-
corporating features such as data variables, complex data types, synchronization mechanisms
via channels, and urgent/committed locations, enabling a more expressive representation of
real-time behavior. However, it restricts the use of TCTL for verification by disallowing nested
TCTL formulas, with timing aspects limited to clock constraints in conditions. Additionally,
the temporal operators G' and F' are denotes as H and <>, respectively. The verification engine

can be used to formally verify the following properties:
e Reachability: Whether a specific location can be reached.

— Example: Checking if a location named unsafe is reachable.

— TCTL: E <> unsafe.
e Safety: Ensures something bad never happens.

— Example: Temperature should never exceed a certain threshold.

— TCTL: A[] (temperature < threshold)
e Liveness: Ensures that something good eventually happens.

— Example: A resource is always eventually granted.
— TCTL: A[] (resource = (A<> grant)).

— This is a special case, as UPPAAL only allows this particular property to be expressed
with nesting [32].

e Deadlock freedom: Confirms no system component halts indefinitely.

— TCTL: A[] (not deadlock)
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— “deadlock” is a special keyword in UPPAAL which can be used accordingly.

These capabilities make UPPAAL particularly useful for verifying real-time embedded sys-
tems, communication protocols, and safety-critical applications. When a property is violated,

UPPAAL generates a single counterexample trace, aiding in debugging by pinpointing errors.

2.2.1 Extended Timed Automata

In this section, we formally introduce the definitions and semantics of Extended Timed Au-
tomata (ETA) by referring to the work presented in [49]. To support features such as discrete
variables, function calls, non-blocking channel-based synchronization via broadcast, and loca-
tion constraints (urgent and committed), we extend classical timed automata with additional
constructs. These enhancements enable the modeling of data-dependent behavior, precise tim-
ing control, and coordinated interactions among automata. In general, timed automata are
composed into a network of timed automata, typically consisting of a set of n processes, each
representing a timed automaton, as done in tools like UPPAAL. Each automaton operates over
a shared set of clocks and actions. Synchronization between processes is achieved through input
and output actions, enabling tightly coupled communication. To model synchronization, we

assume the action alphabet A includes:
1. Input actions (receive) denoted as action?,
2. Output actions (send) denoted as action!,
3. Internal (local) actions denoted as action.

The resulting Extended Timed Automata formalism integrates variable updates, function calls,
clock resets, transition guards, and enriched location types into a unified transition model,

offering a flexible yet precise framework for modeling and verifying real-time systems.
Definition 2.3. (Extended Timed Automata). Let T = (L, L°,F,V, A C, E,I), where
e L is a finite set of locations, ranged over by I,

— Locations can be marked urgent (#U) or committed (#C) or not marked at all.

Urgent locations: Time is not allowed to progress, but transitions can still be delayed

if guards are not satisfied.

Committed locations: Time is not allowed to progress, and the next transition must

mwvolve only committed locations, and no interleaving with other automata is allowed.
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o LU is the initial location, allowing only one location as the initial location,

o J is a set of function declarations, where f is an non-recursive function used for updating

the discrete variables 'V,
— funcCall := f(expry, expry,--- expry,), where f € F
e V is a finite set of discrete variables, ranged over by v,

— Variable valuation w is mapping from set of variables 'V to set of integers 7.

— expr :==m | v | expr X expr | —expr | funcCall, where Xe {x,+,—,+}, m € Z,
v € V. The division operator (=) in the expression grammar represents UPPAAL’s
C-style semantics of integer division. Since the domain of variable valuations (w):
V — 7Z is restricted to integers, the result of any arithmetic expression on division
must also be an integer. This ensures the semantics remain consistent within the

integer domain and no non-integer results arise.
— Act(V,F) denotes set of all assignments over V and F.

x single_act := funCall | v = expr | skip, where v € 'V

% act_seq := € | single_act act_seq

— @(V,F) denotes set of all boolean expression over V and F.
e A is a finite set of actions, ranged over by a,
e (' is a finite set of clocks, ranged over by wu,

— Clock constraints (V) is defined by

= true | false | Y1 Aoy |1 Viho | b [ a Xk |z —yXEk

where z, y € C are clocks, k € N and X € {<,<,==,>,>}. Only these types of
constraints are allowed on edge-guards and location-invariants. Few Fxamples are x
<2, x == 10, etc.

— Asg(C) denotes set of all assignments over C
% single_asqg := u = expr | skip, u € C

% asg-seq := € | single_asg asg_seq
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e FEC LxAxn(oV,F),¥(C)) x Asg(C) x Act(V,F) x L is finite set of edges where
n(®(V,F), ¥(C)) denotes the set of all conjunctions over ¢(V,F) and ¥(C') and Update('V, C,F)
is Act(V,F) x Asg(C) and defined by the rule:

— update := € | update update | act_seq | asg-seq, where single_act and single_asqg are
defined in Act(V,F) and Asg(C).

— An edge (L, a,v, N\, v,1;) represents an transition from location I; to location l;, on
action a. ¥ 1is the clock constraints from n(®(V, F), ¥(C)) that determine when the

edge 1s enabled and a transition can occur. X represents all the clocks that needs to
be reset (Asg(C)) and v represents function calls and variable updates (Act(V, F)).

o [: L—n(d(V,F), ¥(C)), is an mapping function that maps each location in L with some

clock constraint (invariants) in ¥ (C').

Definition 2.4. (Operation Semantics). We give a brief overview of semantics in extended
timed automata, for in-depth semantics, refer to Section 3.2 of Slomp, G. H.’s work [}9]. Let
T = (L, LY, F3, V5, Ay, Gy, B L) where 1 < i < n be set of n timed automata. A network of
n timed automata T; written as (T1 || To || -+ || Tn) is defined in terms of a transition system
(S, so, =) where | = (I, b, -+ ,1,) is an location vector and S = (L1, Ly, -+, L,) x C x V is
the set of states. Updates to the location vector are written as 7[@/[1] to denote that extended
timed automata Ti moves from location I; to ;. Let (I, o,w) be element in set of states S. The

transition relation —C S X S is defined using the following rules:

e Delay:

(,o,w) S (1,0 +d,w) if

— Vd where 0 < d' < d: (o +d,w) = I(I)
— And Vd',1 € 1:d does not result in an edge e being enabled for any I,

which 1s either urgent or committed.

o Action:
<Za g, w> i> <Z[lzl/lz]7 OJv wl> Zf

) A
— There exists an edge |; LA Il where

- (O-aw) ):1/}

— (0',W') = [update] (o, w)
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= (o', w') [ T(I[1/1])
— And I; is committed or there is no edge e that is enabled for any l; such that l; is

committed

e Sync:
(,o,w) = ([l /1, L], 0 \W') if:

al i, \i,v; a?,%;,X;,05

— There exist edges |, ——— I and I;
(0,w) = ¥i A

(output) (0", w") = [update](o,w) (followed by)
(input) (o’ ,w') = [update](a”, w")

(o', &) = LU/ G, 1/5])

— And I; and/or I; are committed or there is no edge e that is enabled for any |, € 1

li and a state (0”,w") such that:

*

*

*

*

such that l, is committed

1. Act(V,J) in Definition 2.3 denotes the set of all assignments over discrete variables (V)
and Functions (F). By assignment, we refer to any local computational step that updates
the internal state of the automaton, for instance, assigning values to variables (z = x + 1)
or invoking a function (deq-val = dequeue()), as opposed to synchronization actions over
channels denoted by A. The latter occurs between parallel automata, using the symbols

“I” and “?” to achieve synchronization for sending and receiving, respectively.

2. Update(V, C',F) in Definition 2.3 denotes the set of all possible update actions that can
occur over variables, clocks, and functions. Hence, it can be viewed as the Cartesian
product Act(V,F) x Asq(C), where Act(V,F) is the set of actions over discrete variables
and functions (as defined in previous point), and Asg(C) is the set of assignments over
clocks C. In contrast, update represents the concrete grammar that defines the syntactic
structure of elements belonging to Update(V, C',F). From the grammar, it can be observed

that update consists of act_seq and asg_seq, which are the concrete grammar rules for
Act(V,F) and Asg(C), respectively.

The Producer Timed Automaton in Figure 2.2 is defined by the locations L = {start, produced,
sent}, with start as the initial location L°. Tt uses the discrete variables V = {value}, the ac-

tions A = {produced_action, consumed_action}, and a single clock C' = {producer_clk}. Sim-

ilarly, the Consumer Timed Automaton in the same Figure is defined by L = {start, received,
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consumed} with start as its initial location. It uses the variable set V = {recv_value}, syn-

chronizes with the Producer via the same actions A = {produced_action, consumed_action},

and measures time using the clock C' = {consumer_clk}. temp_value is a global variable ac-
cessible to both timed automata. The invariants on the locations start and received, together
with the clock guards on edges originating from these locations, correspond to the delay se-
mantics—time may elapse as long as these conditions remain satisfied. In contrast, the actions

produced_action and consumed_action in both automata govern their synchronized behavior,

enforcing the synchronization semantics between the two automata.

Transitions are expressed as a tuple ([Producer location,Consumer location], [Producer
clock,Consumer clock], [Global Variable,Producer Variable,Consumer Variable|), with
edges labeled by time constraints, actions, or both. The variables and clocks are initialized to
0. The transitions represent how long the clocks producer_clk and consumer_clk can stay
at each location and the variable values at that time. We present a valid example transition
for the automaton system in Figure 2.2, which is a prefix of an infinite trace.

Example Transition:

([start,start],[0,0],]0,0,0]) 2 ([produced,start],[5,5],[1,1,0]) SN ([produced,start],[6.1,6.1],[1,1,0])
produced_action!

———— > ([sent,received],[6.1,0],[1,1,1]) 2 ([sent,consumed],[8.1,2],[1,1,1]) LEN ([sent,

produced_action?

consumed],[9.9,1.8],[1,1,1])

consumed_action!

> ([start,start],[0,1.8],[1,1,1])

consumed_action?

1. Starting at [start, start]: The execution begins at the initial locations start and start
of the Producer and Consumer TA. The invariant producer_clk < 5 on the Producer’s
start location, together with the clock guard on its outgoing edge, permits time to elapse
until exactly 5 time units have passed. At that point, the Producer transitions to produced
while the Consumer remains at start. During this transition, the Producer updates its

local variable value and writes the generated data to the global variable temp_value.

2. Staying at [producted, start]: Once the Producer reaches produced at time 5 while
the Consumer remains at start, both clocks hold the value 5. At this point, neither
automaton is forced to transition immediately. An delay of 1.1 time units is permitted by
the invariants and guard conditions. This leads to the state ([produced, start],[6.1,6.1])

with no variable changes, since no transition has fired.

3. Transition to [sent, received]: When the Producer is ready to send the produced

value, it performs the output action produced_action! from location produced. The Con-

sumer simultaneously performs the matching input action produced_action? from start.

By the synchronization rule of ETA operational semantics, both automata must take
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these transitions simultaneously. The Consumer resets its clock consumer_clk to begin
measuring processing time, and it updates its local variable recv_value using the global
variable temp_value. The Producer moves to sent, the Consumer to received, while the

temp_value and value variables remain unchanged.

4. Transition to [sent, consumed]: After the synchronization between the Producer and
Consumer TA, the Producer is at sent while the Consumer is now at received. The
invariant consumer _clk < 2 on the Consumer’s received, together with the clock guard
on its outgoing edge, permits time to elapse until exactly 2 time units have passed. During
this delay, producer_clk continues from 6.1 to 8.1, while consumer_clk increases from

0 to 2. No variables change during this waiting period.

5. Staying at [sent, consumed]: A delay of 1.8 time units occurs, bringing the system to
the state ([sent, consumed],[9.9,1.8]). Variables remain unchanged, reflecting that the

Consumer has processed but not yet acknowledged consumption to the Producer.

6. Transition to [start, start]: Finally, the Consumer is ready to signal that it has fin-

ished processing. The Consumer performs consumed_action! from consumed, and the

Producer performs consumed_action? from sent. By the ETA sync rule, these transitions

occur simultaneously. The Producer resets producer_clk and returns to start to begin
producing the next value, while the Consumer also moves to start, retaining its current
consumer_clk value since its clock is not reset on this transition. All variable values

remain consistent with the previous state, finalizing the cycle.

2.2.2 Verification Results on Properties using UPPAAL

Figure 2.4 shows the UPPAAL representation of the timed automata described in Example 2.1.
The automaton is named traffic_sys to allow its components, such as locations, clocks, and
variables, to be accessed during verification. Figure 2.6 presents the verification results of the

corresponding queries.

Figure 2.5 is the network of timed automata representation of Example 2.2 in UPPAAL. The
two automata are named producer_sys and consumer_sys to allow their components, such as
locations, clocks, and variables, to be accessed during verification. Figure 2.7 presents the

verification results of the queries.
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Yellow
Green
O signal = 5 oy signal = 10
. . N signal = 0 .
signal < 1 signal = Bsignals 15 signal < 5

signal = 2

signal = 0

Figure 2.4: UPPAAL Timed Automata for Example shown in Figure 2.1.

start
start producer_clk = 5 produced produced_action! sent
producer_clk < 5

. received
produced_action?
)
value = (value + 1) % 100,

consumer_clk = 2
temp_value = value

@ recv_value = temp_value, 4

consumer_clk = 0 consumer_clk < 2

consumed_action?

producer_clk = 0

(a) Producer TA (produced_sys).

consumed_action!

(b) Consumer TA (consumer_sys).

Figure 2.5: UPPAAL Network of Timed Automata for Example shown in Figure 2.2

Query Query

A< traffic_sys.Green E< (traffic_sys.Red and signal > 18)
Comment Comment

System cycling through signals properly and doesn’t

Is there a case where a red signal is displayed
get stuck in Red or Yellow signal for more than 10 time units.

P~

Status
A<= traffic_sys.Green

v

Status

E<= (traffic_sys.Red and signal = 10)
Verification/kernel/elapsed time used: 0.003s / 0.004s / 0.012s. Verification/kernel/elapsed time used: Os / 0.002s / 0.007s.
Resident/virtual memory usage peaks: 22,104KB / 65,752KB.

Property is satisfied.

Resident/virtual memory usage peaks: 18,392KB [ 62,000KB.
Property is not satisfied.

(a) Query satisfied (b) Query not satisfied

Figure 2.6: Model verification result of UPPAAL Example shown in Figure 2.4
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Query
Query E< consumer_sys.consumed and producer_sys.produced
A[] producer_sys.sent imply consumer_sys.recv_value = producer_sys.value

Comment
Comment

The value that is consumed should always be
same as the one that is produced

Is there a case where we consume a value
before we producing it?

P
A

Status Status
Al ;I'.»rod’ucer_sys.sem imply consumer_sys.recv_value == producer_sys.value E<> consumer_sys.consumed and producer_sys.produced
Verification/kernel/elapsed time used: 0.005s / 0s / 0.011s. Verification/kernellelapsed time used: 0.002s / 0.001s / 0.012s.
Resident/virtual memory usage peaks: 18,148KB / 62,064KB. Resident/virtual memory usage peaks: 18,060KB / 62,016KB.
Property is satisfied. Property is not satisfied.

(a) Query satisfied (b) Query not satisfied

Figure 2.7: Model verification result of UPPAAL Example shown in Figure 2.5.

2.3 Robot Operating System (ROS)

ROS [36] is an open-source framework widely adopted by industry and academia for the rapid
prototyping and development of distributed robotic systems. Although commonly referred to
as an operating system, ROS is in fact composed of packages (libraries) and tools that run on
top of an existing OS. At the heart of ROS lies a publish-subscribe (pub-sub) communication
model (Section 1.1), which is the primary mechanism for data exchange between distributed
systems. This model, which we aim to formally model and analyze, enables asynchronous and
event-driven communication, promoting modularity and decoupling within complex robotic sys-
tems. While the pub-sub paradigm is central to ROS communication, the framework also sup-
ports additional interaction patterns, such as request-response (services) [40] and goal-oriented
(action) [38] communication models. These alternatives enable synchronous exchanges and
support long-running operations that are often necessary in robotic applications. To further
enhance communication, ROS includes Quality of Service (QoS) policies [39], which allow de-
velopers to fine-tune aspects such as reliability, latency, and resource usage. QoS profiles can be
independently configured for publishers, subscribers, services, and actions, offering flexibility
across various communication entities. However, mismatches in QoS configurations may lead
to communication failure, emphasizing the need for careful design. Despite its flexibility and
widespread adoption, ROS lacks built-in timing guarantees, as it is not designed as a real-time
system. This limitation poses challenges in time-critical robotic domains such as autonomous
vehicles, industrial automation, and robotic arms, where timing correctness and predictability
are essential. This motivates the need for formal modeling and verification of ROS-based sys-
tems, particularly their pub-sub communication behavior, to ensure correctness under timing

constraints.
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2.3.1 Communication Mechanisms in Packages

A package in ROS is a fundamental software engineering construct that encapsulates various
files, including source code, configuration files, dependencies, and other resources grouped to-
gether to provide specific functionality. This modular packaging approach enables independent
development, allowing different teams to work on distinct applications of a system in isolation.
In ROS, a package is like a container that holds everything needed for a specific part of a robot’s
functionality. Inside this package, there can be multiple components, each one responsible
for a smaller, specific task. For example, one component handles reading sensor data and pro-
cesses that data, while another publishes commands to the robot’s wheels. This modular design
makes it easier to build, understand, and reuse parts of the system. Despite being developed
separately, they can still seamlessly communicate with each other when deployed, thanks to the
common pub-sub communication model, where components within different packages exchange
data using agreed-upon topic' names. In this work, we focus exclusively on the pub-sub com-
munication model. Within this model, any node? that sends messages on a topic is referred to as
a publisher, while a node that receives and processes these messages through an event-handler
is called a subscriber. A single node can act as both a publisher and a subscriber, depending
on the application logic. In practice, publishers and subscribers are instantiated as objects
using the node, which provides the necessary APIs for communication. Messages are published
by invoking the publish method on the publisher object. This invocation can occur either at
a user-defined frequency, as demonstrated by the value within the sleep function in the Pub-
lisherl and Publisher2 functions in the pseudo-code shown in Figure 1.2 in Chapter 1, or within
an event-handler, such as in response to a message received by a subscriber (as illustrated in
ASubscriber from the same pseudo-code example). Messages published to a topic are first en-
queued in a queue before being dequeued and processed by their corresponding event-handlers.
The number of queues in the system is uniquely determined by the tuple (subscriber, topic,
MessageType). Event-handlers typically process messages from the queue and may update in-
ternal state variables, which can subsequently influence the behavior of other event-handlers. If
multiple messages arrive simultaneously, the execution order of their respective event-handlers
is determined by the priority of the subscriber that registered its subscription first. This in-
troduces additional complexity, as subscriptions can be conditionally created within control
structures such as if-statements, making the registration order dependent on runtime behav-

ior. Furthermore, publishers and subscribers can be dynamically added or removed even after

LA topic is a named communication channel used for message exchange in ROS.
2A node in ROS is a logical unit that performs a specific task and communicates with other nodes. In code,
it is typically implemented as a class.
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the system has been initialized, requiring the execution model to handle dynamic changes ef-
fectively. To manage the scheduling and invocation of these event-handlers consistently and

efficiently, ROS introduces the concept of executors.
2.3.1.1 Executors

In ROS 2, ezecutors [34] are responsible for managing the scheduling and execution of func-
tions associated with subscriptions, timers, services, action servers, and other event-driven
components. Executors make use of one or more threads from the underlying operating system
to invoke these functions. The order in which functions are dispatched depends not only on
their arrival times but also on the order in which their corresponding components were created
(e.g., via create_subscription, create_timer, etc.). ROS provides different executor types

to support a range of concurrency and performance needs:

1. Single-Threaded Executor: This executor runs all functions (of timers, subscribers,
etc) sequentially using a single thread. It is the default in many cases and is simple to
reason about. However, it can become a bottleneck if one function blocks for too long,

potentially delaying other important tasks such as message processing or publishing.

2. Multi-Threaded Executor: This executor allows functions to be handled concurrently
using multiple threads. It is useful when multiple subscriptions, timers, or services may
block or perform long-running computations. Developers can configure the number of
threads and use groups to control whether specific functions can run in parallel or must

remain mutually exclusive.

3. Static Single-Threaded Executor: Similar to the regular Single-Threaded Executor,
but with one key difference, it discovers all functions only once during initialization. It
does not poll for changes at runtime. As a result, it does not respond to dynamically
added or removed components (e.g., new subscriptions/publishers created). This makes

it unsuitable for highly dynamic systems.

In summary, the executor model plays a central role in determining how a system responds to
incoming messages and other events. Selecting an appropriate executor type and configuring
it correctly is therefore crucial for achieving timely and predictable behavior, especially in
systems with multiple interacting components. In this work, we focus exclusively on the Static
Single-Threaded Executor for system modeling. It is important to clarify that static analysis
in our framework is used solely to extract structural information from the ROS package, such

as subscriptions, publishers, callback mappings, and loop bounds, by analyzing the LLVM-IR.
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This information is then used to construct the corresponding extended timed-automata model,
which will vary depending on the executor model chosen. After this model is constructed,
all timing verification is performed using UPPAAL, which is a model-checking tool and not
a static-analysis tool. Thus, static analysis serves only as a preprocessing step for model
construction and is independent of the choice of executor model. Our decision to use the Static
Single-Threaded FExecutor is based on empirical observations from real-world ROS packages
relevant to our problem statement: callbacks typically execute sequentially, and systems rarely
introduce new publishers or subscribers after initialization. This executor model, therefore,
reflects common practice while enabling a sound and tractable timed-automata representation.
Supporting more complex executor models, such as multi-threaded execution or dynamically
evolving communication structures introduces additional challenges, including reasoning about
concurrent callback execution, and dynamically changing interaction patterns. Addressing these
challenges requires extending the modeling layer, particularly the interaction between parallel
automata and their synchronization semantics. We outline how our framework can be extended
to support richer executor models through limited user annotations in Chapter 6. Furthermore,

in Section 3.3.1, we analyze the ordering semantics of event-handler execution

2.3.2 Inter and Intra Package Communication

To illustrate in detail how packages communicate using topics, we use Figure 2.8 as a running
example. This is a fabricated example created for illustrative purposes, but it closely resembles
how packages typically interact in real-world ROS systems. The Camera Package plays a
crucial role in supplying visual data to the system. The RawCamera component of the Camera
Packages includes multiple publishers: Front Camera Publisherl, Front Camera Publisher2,
and Back Camera Publisher, which use the underlying hardware to capture image data and
publish it to the /fcamera, /f_camera, and /cam_data topics, respectively. This raw visual
data is further processed by the ProcessedCamera component within the same package. For
instance, the Front Camera Data component subscribes to the /f camera topic, processes the
incoming stream, and then republishes the refined data to the /cam_data topic. Both front and
back camera data streams on /cam_data are consumed by the Camera Data Listener, which
aggregates and processes them to produce a unified output published on the /cam_info topic.
Although all of this communication occurs internally within the Camera Package, the data
published on /cam_info is consumed externally. Specifically, the Detector Component within
the Odometry Package, which contains the Obstacle Detector, subscribes to the /cam_info topic
to access comprehensive camera data of the system. This information is critical for performing

collision detection and navigation-related decision-making.
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Figure 2.8: Communication within and across different packages in ROS application.

Similarly, the ScanMatcher Component within the Sensor Package is responsible for collecting
spatial and environmental data from various hardware sources. It contains publishers such as
the Lidar Sensor Publisher and the PointCloud Publisher, which publish data to the /l_sensor
and /p_cloud topics, respectively. These topics stream raw sensor readings, which are essential
for spatial awareness and environmental mapping. This data is then consumed by the Odom
Component within the Odometry Package, specifically by the Sensor Data, which subscribes to
the /p_cloud topic. Additionally, the Lidar Sensor Listener within the same component listens
to the /l_sensor topic using its event handler. Upon receiving new LIDAR data, it updates
certain internal variables that may influence the execution of the Sensor Data event-handler.
These internal variables, combined with the incoming point cloud data from /p_cloud, are
used by Sensor Data to compute the system’s motion and positional state. The result of this
processing is published to the /odom topic, which represents the robot’s real-time odometry
data. The /odom topic represents the robot’s real-time odometry data, which can be used by

other packages for localization, path planning, or navigation.
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2.3.3 Popular ROS packages

Several open-source packages in the ROS community are widely used for developing robotic

systems, a few of them are described below:

1. Autoware[4] uses ROS for deploying their open-source autonomous driving stack across
a wide range of vehicles. It integrates multiple packages for tasks like object detection,

path planning, and vehicle control.

2. Nav2[31] is used to provide capabilities such as path planning, collision avoidance, and

recovery behaviors.
3. Movelt[41] is used for motion planning and manipulation of robotic arms.

4. lidar-slam[45], an SLAM (Simultanecous Localization and Mapping) algorithm package

using lidar-sensors, is used for autonomous navigation in unknown environments.

These packages incorporate sophisticated algorithms crucial for autonomous systems. Thus,
it is crucial to rigorously test these packages to ensure that they meet the stringent timing

constraints required for their applications.
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Chapter 3
Approach

In this chapter, we formally define the problem statement and present the foun-
dational definitions that serve as inputs to the core algorithms of our proposed
methodology. This methodology emphasizes the systematic construction of a Timed
Automata model, followed by formal verification, feedback generation based on anal-
ysis results, corrective modifications to the model, and iterative re-verification to
ensure compliance with specified timing constraints. Figure 3.1 offers a comprehen-
sive overview of the entire approach. The Algorithm for resolving loop condi-
tions (step-4) in the red-highlighted region and the Model Construction in the
green-highlighted region of Figure 3.1 represent the specific focus of this chapter.

| -
Manual update

with required information Timed
Automata

1. Identifying Incoming Topics and

Event Handlers
4. Algorithm for resolving loop conditions

\ Analyze and Patch

Event Handlers UPPAAL
Extract I 2. ldentifying Outgoing Topics Model Construction Verifier
Package Code LLVM IR | > > »  Trace Data
3. Identifying Topics published by XMLJ L XM L J

~

J

Figure 3.1: Overview of our framework’s approach.

The model construction step involves generating a Timed Automata representation
of the system, encoded in XML format. This representation captures key elements
such as locations, transitions, clocks, variables, and synchronization mechanisms

between components, making it well-suited for automated analysis and verification.
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We provide a detailed walkthrough of the algorithms used in this phase, explaining

the underlying logic. To illustrate the outcome of the model construction process, we

use a representative ROS package example, as shown in Figure 3.2. The remaining

components of the approach are discussed in subsequent chapters.

3.1 Problem Statement

Definition 3.1. Given source code of the package as shown in Figure 3.2, which contains

initial_pose (F1)

input_cloud (F2)

imu (F3)

current_pose (H2)

PoseStamped

>

path (H1)

PointCloud2

>

current_pose (H2) -

OO

>

Figure 3.2: Modified Lidarslam ROS Package [45]

e Set of Incoming Topics, F = {Fy, Fs, -

-, .}, where each F; represents a topic on which

the corresponding subscriber listens for incoming messages. We discuss how to compute

this set in Section 4.1,

— Timing Assumptions on Incoming Topics, T : F — RY, where T = {Ty, Ty, -+, T,,}

and T(F;) = T; denotes the mazimum time gap between two consecutive incoming

messages on the incoming topic F;.

— Set of Outgoing Topics, H = {Hy, Hy, - -

, H,,}, where each H; denotes the topic on

which the event-handler publishes messages. We discuss how to compute this set in

Section 4.2,

x Timing Constraint Evaluation on Outgoing Topics, 7: H — Rt ={m, 79, -+ , T},

where T(H;) = 7; denotes the mazimum allowable time within which at least one

message is expected to be published on the outgoing topic H;,
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12

14
15

— Fvent Handler of Incoming Topics, G : F — G, where G represents the set of all
possible event-handlers represented by control flow graphs. We discuss how to identify
this set in the Section 4.1. G = {Gy, Ga,--- , G,}, where G; is control flow graph of
the incoming topic F; represented using a directed-graph (B;, E;), where

x B; represents a set of basic blocks,

x E; C B; X B; represents directed edges between the basic blocks,

x Block Timing Map, Ap : B; — Rt Ap(b) = ¢,Yb € B; where t is the worst-case
execution time (WCET) of the basic-block b in some time units that needs to be
computed using an external WCET tool. We discuss the WCET values that we
use in our work in Section 4.5,

x Block Publish Map, Ay = B; — 2, Ay (b) = Hy, Vb € B; where H, represents the
set of outgoing topics associated with block b; ¢ if no outgoing topics exists. We

discuss how to compute this set in Section 4.5,

Given the source code of a package, along with user-defined configuration and timing specifica-
tions data, we construct a Timed Automata model to verify whether the system adheres to its
timing guarantees. The model is analyzed using the UPPAAL wverifier to identify any timing
violations. If violations are detected, we analyze their root causes and provide actionable feed-
back. The model is then iteratively patched and re-verified. This cycle of verification, feedback,
and patching continues until all timing constraints are satisfied, or it is determined that the

constraints are too strict and need to be relazed.

Example ROS Package

initial_pose_sub_ = create_subscription<geometry_msgs::msg::PoseStamped>("initial_pose",

rclcpp::QoS(10), initial_pose_event_handler);

input_cloud_sub_ = create_subscription<<sensor_msgs::msg::PointCloud2>("input_cloud", rclcpp::
QoS (10), input_cloud_event_handler);

imu_sub_ = create_subscription<sensor_msgs::msg::Imu>("imu", rclcpp::QoS(10),

imu_event_handler) ;

pose_pub_ = create_publisher<geometry_msgs::msg::PoseStamped>("current_pose", rclcpp::QoS(10))

path_pub_ = create_publisher<nav_msgs::msg::Path)("path", rclcpp::QoS(lO));

geometry_msgs::msg::PoseStamped current_pose_stamped_;

nav_msgs::msg::Path path_msg;

auto initial_pose_event_handler =

[this](const typename geometry_msgs::msg::PoseStamped::SharedPtr msg) -> void
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// Blockl (B1)

current_pose_stamped_ = *msg;
pose_pub_->publish(current_pose_stamped_);

};

auto input_cloud_event_handler =
[this] (const typename sensor_msgs::msg::PointCloud2::SharedPtr msg) -> void
{

// Blockl (B1)

if (long_path) {
// Block2 (B2)

PointCloud2::converter (msg, path_msg);
path_pub_->publish(path_msg);

} else {

// Block3 (B3)

pose_pub_->publish(current_pose_stamped_);

}
// Block4 (B4)

};

auto imu_event_handler =
[this](const typename sensor_msgs::msg::Imu::SharedPtr msg) -> void
{

// Blockl (B1)

Listing 3.1: C++ Code of Modified Lidarslam ROS Package [45]

Figure 3.2 presents a pictorial representation of a Modified Lidarslam ROS package exam-
ple, corresponding to the illustrative code shown in Listing 3.1. To make the Model con-
struction process easier to understand, we removed a few publishers and simplified the in-

put_cloud_event_handler code. We formally define this constructed example as follows.
e Set of Incoming Topics, F' = {initial_pose, input_cloud, imu}

— Timing Assumptions on Incoming Topics, T = {2,2,5} denotes the maximum
time units gap between enqueueing two consecutive incoming messages of topics
initial_pose, input_cloud, imu respectively. The time units are assumed to be in

abstract time units. These values are provided by the user,

— Set of Outgoing Topics, H = {path, current_pose}
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* Timing Constraint Evaluation on Outgoing Topics, 7 = {4, 8} denotes the max-

imum allowable time within which a message is expected to be published to the
path and current_pose outgoing topics, respectively. The time units are assumed
to be in abstract time units. In this case, the message to current_pose can be
published by two different event-handlers, therefore, the requirement is satisfied
as long as at least one of them publishes within 8 time units. These values are

provided by the user,

— Event Handlers of Incoming Topics, G = { Gy, Gy, G3} = {initial_pose_event_handler,

input_cloud_event_handler, imu_event_handler} where,

x Gy = {({B1}, ¢)}, Block Timing Map, Ay = {4} denotes the worst-case execu-

tion time of the block B;. In this case, we assume it’s provided by an exter-
nal WCET tool. Block Publish Map, Ay = {{current_pose}} denotes the set
of outgoing topic names to which a given basic block within the event-handler
publishes messages during its execution. Since a block may publish to multiple
outgoing topics, each block is associated with its own set of outgoing topics. In
this case, the handler pose_pub_ is responsible for publishing messages within
the block and is specifically created to publish on the current_pose outgoing
topic, as defined in Line 21 of Listing 3.1. Figure 3.3 shows the CFG of the ini-
tial_pose_event_handler. As there are no control-flow statements in this handler,

it consists of a single basic block.

Block1

current_pose_stamped_ = *msg;
pose_pub_->publish(current_pose_stamped_);

Figure 3.3: CFG representation of Lines 14-22 from the initial_pose_event_handler function in

Listing 3.1.

* Gy = {({B1, Bz, B3, Bs},{(B1, Ba), (B, B3), (Ba, Bs), (B3, By)})},

Block Timing Map, Ar = {1, 10, 3,1},
Block Publish Map, Ay = {¢,{path}, {current_pose},¢}, Figure 3.4 shows the
CFG of the input_cloud_event_handler function. As there are control-flow state-

ments (if-else branch), we have more than one basic block in the CFG.
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Block1

long_path == true long_path == false
Block2
Block3
PointCloud2::converter(msg, path_msg); | |
path_pub_->publish(path_msg); pose_pub_->publish(current_pose_stamped_);
Block4

Figure 3.4: CFG representation of Lines 24-41 from the input_cloud_event_handler function in
Listing 3.1.

* G3 = {({B1},¢)},Block Timing Map, Ay = {1}, Block Publish Map, Ay =
{¢}, Figure 3.5 shows the CFG of the imu_event_handler function. As there

are no control-flow statements, we only have a single basic block in the CFG.

Block1

Figure 3.5: CFG representation of Lines 43-48 from the imu_event_handler function in List-
ing 3.1.

We use the above package data as a running example to demonstrate the results of the model

construction algorithms described in the section 3.3.

3.2 Algorithm to resolve loop conditions

The purpose of this section is to describe an algorithm that identifies and resolves loop con-

ditions within event handlers to assign finite bounds, ensuring that the loops in the modeled

44



system are bounded and thereby enabling tractable and accurate model construction for ver-
ification. If the loop conditions are not resolved, their bounds remain undefined, which may
result in potentially infinite loops and render the generated model unsuitable for verification.
This makes the proposed algorithm a crucial component of the overall framework. The al-
gorithm maps each loop’s conditional block to a concrete condition value, which is derived
from a configuration parameter, a message field, or an integer constant. We begin with the
conditional block identified as part of a loop using the dominator tree and back edge anal-
ysis. From this block, we isolate the condition value that controls the loop. Using use-def
chains, we perform a backward traversal starting from this condition to trace its reaching def-
initions. This analysis helps determine whether the loop condition originates from a message
field or from a user-defined configuration parameter. Specifically, the algorithm targets condi-
tion expressions of the form “index X value”, where index refers to the loop iterator variable,
Xe {<, <, >,#,==,>} is a conditional operator, and value is an integer constant or a field
from the message or a configuration parameter. If a condition expression is more complex, such
as “index X (valuel x 3) A value2”, the algorithm deems it unresolvable as the match pattern
fails and assigns ¢ as the resolved condition for that block.

Our goal is to assign an integer bound to loops to ensure they remain finite. This is important
because we import the Control Flow Graph (CFG) of the event-handler into the model con-
struction step, which will be discussed in the following section. To ensure the loops are always
bounded, we attempt to resolve their bounds either to a constant integer or to a message field,
or to a configuration parameter. Once a loop bound is resolved to a specific message field or
configuration parameter, we can retrieve its corresponding integer value from an external file
and substitute it during the model construction phase. This approach helps maintain tractabil-
ity during verification by ensuring all loops are finitely bounded.

We begin by presenting a set of resolvable and unresolvable conditions using C++ code snip-
pets from real-world ROS packages, along with their corresponding Resolved Conditions, which
represent the outputs of our algorithm. Resolved Conditions are highlighted in green, while
Unresolvable Conditions are highlighted in red, with accompanying explanations for why they
cannot be resolved. This is followed by an illustrative example demonstrating the analysis flow
using a simplified three-address SSA code format. We use this format to make the explanation
more accessible and to help the reader understand the reasoning process and challenges involved
in the analysis. However, in practice, our analysis is performed directly on LLVM-IR, which

offers a similar level of complexity and precision. Finally, we present the algorithm.

A few examples of conditions that we are trying to resolve are as follows:
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void ScanMatcherComponent::updateMap(...)

{
;;;-;int i = 0; i < num_targeted cloud. - 1; i++) {
.
L
Listing 3.2: Resolvable Condition from Lidarslam Package [45]
index < num_targeted_cloud_ - 1

Listing 3.3: Resolved Condition of Listing 3.2.

Listing 3.2 shows a resolvable loop condition (highlighted in green) that is bounded by
the configuration parameter num_targeted cloud._ from the Lidarslam [45] ROS package
at the source-code level. The original condition in the loop, i < num targeted cloud_
- 1, is resolved as shown in Listing 3.3. Since this is a configuration parameter, we leave
it unchanged. While it may appear trivial when illustrated through source code, the
actual analysis is performed at a low-level intermediate representation, making the reso-
lution process significantly complex and non-trivial. During the model construction step,
the value of this configuration parameter is read from the external file and substituted
accordingly.

void scan2occ_grid::Plugin::on_laser_scan(const sensor_msgs::msg::LaserScan::SharedPtr

SensorMsg)

for (int i = 0; i < SensorMsg->ranges.size(); i++) <{

Listing 3.4: Resolvable Condition from Aerostack2 Package [14]

index < SemnsorMsg:9

Listing 3.5: Resolved Condition of Listing 3.4.

Listing 3.4 shows a resolvable loop condition (highlighted in green) that is bounded by the
range field from an incoming message in the Aerostack2 [14] ROS package. The original
condition, i < SensorMsg->ranges.size(), is resolved to the simplified form index <

SensorMsg:9, as shown in Listing 3.5. In our analysis, we focus solely on field access
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within the message and disregard any method calls applied to those fields. If the message
access involves nested structures or subfields, we resolve the loop condition using all the
fields that are part of the access chain, as it typically represents the value that bounds
the loop. In this case, SensorMsg->ranges is resolved to a simplified representation,
where ranges corresponds to the 9th field in the message type definition. As a result,
SensorMsg: 9 denotes that the loop is bounded by the value of the 9th field in the incoming
message. During model construction, this value is retrieved from the message bounds file
and substituted accordingly.

void voxelCallback(const nav2_msgs::msg::VoxelGrid::ConstSharedPtr grid)

const uint32_t x_size = grid->size_x;
const uint32_t y_size = grid->size_y;
const uint32_t z_size = grid->size_z;

for (uint32_t y_grid = 0; y_grid < y_size; ++y_grid) {
for (uint32.t x_grid = 0; x_grid < x_size; ++x_grid) {
for (uint32_t z_grid = 0; z_grid < z_size; ++z_grid) {

}
}
}
}

Listing 3.6: Resolvable Condition from Navigation2 Package [53]

index < grid:6
index1l < grid:5
index2 < grid:7

Listing 3.7: Resolved Condition of Listing 3.6.

Listing 3.6 presents three resolvable loop conditions (highlighted in green) in a triple-
nested loop, where the bounds are determined by the fields size y, size x, and size z
from an incoming message. This code is taken from the Navigation2 [53] ROS pack-
age. The resolved conditions are shown in Listing 3.7. The original conditions, y_grid
< y_size, x grid < x_size, and z grid < z size, are mapped to index < grid:6,
index1 < grid:5, and index2 < grid:7 respectively, indicating that the loop bounds
correspond to the values of 6th, 5th, and 7th fields of the incoming message. These
values are read from the message bounds file during model construction and substituted
accordingly.

std::vector<std::vector<int>> scan2occ_grid::Plugin::bresenham_line (
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int x1, int yl1, int x2, int y2)

// Calculation based on =1, yi1, z2, y2

void scan20cc_grid::Plugin::on_laser_scan(const sensor_msgs::msg::LaserScan::SharedPtr

LaserMsg)
{
for (int i = 0; i < LaserMsg->ranges.size(); i++) {
std::vector<std::vector<int>> middle_cells = bresenham_line(
drone_cell [0], drone_cell[1], cell[0], cell[1]);
for (const std::vector<int> &p : middle cells) {
}
}
}

Listing 3.8: Unresolvable Condition from Aerostack2 Package [14]

Listing 3.8 shows a nested loop where one loop contains a resolvable condition (highlighted
in green), bounded by the range field from an incoming message LaserMsg, and the
other contains an unresolvable condition (highlighted in red), which is computed through
complex operations based on the message data. In this case, the red-highlighted condition
cannot be resolved statically. Manual intervention is required to provide a bounded integer
value for this loop to keep the verification process tractable. The details of the manual
intervention process will be discussed following the explanation of the algorithm. This
code is taken from the Aerostack2 [14] ROS package. The resolved condition for the
green-highlighted loop is shown in the Listing 3.5, while the unresolvable condition is
represented by a placeholder value, to be substituted manually.

void pointCloud2Helper (uint32_t num_channels, ....)

for (uint32_t i = 0; i < num_channels; ++i) {

void voxelCallback(const nav2_msgs::msg::VoxelGrid::ConstSharedPtr grid)
{

const uint32_t * data = &grid->data.front();

const uint32_t x_size = grid->size_x;
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const uint32_t y_size = grid->size_y;

const uint32_t z_size grid->size_z;

uint32_t num_marked = O0;
uint32_t num_unknown = 0;
for (uint32_t y_grid = 0; y-grid < y_size; ++y_grid) {
for (uint32_t x_grid = 0; x_grid < x_size; ++x_grid) {
for (uint32_t z_grid = 0; z_grid < z_size; ++z_grid) {
nav2_voxel_grid::VoxelStatus status = nav2_voxel_grid::VoxelGrid::getVoxel(x_grid
, y_grid, z_grid, x_size, y_size, z_size, data);
if (status == nav2_voxel_grid::UNKNOWN) {
++num_unknown;
} else if (status == nav2_voxel_grid::MARKED) {

pointCloud2Helper (cloud, num_marked, pcl_header, g_marked);

pointCloud2Helper (cloud, num_unknown, pcl_header, g_unknown);

Listing 3.9: Unesolvable Condition from Navigation2 Package [53]

e Listing 3.9 presents a triple-nested loop with three resolvable conditions (highlighted in
green), determined by the fields size y, size x, and size z from an incoming message.
Additionally, it includes an unresolvable condition (highlighted in red), whose bound is
derived from computations based on the message data and cannot be statically deter-
mined. As in the previous case, a bounded integer value must be manually annotated for
the red-highlighted loop to ensure tractability during verification. This code is taken from
the Navigation2 [53] ROS package. The resolved conditions for the green-highlighted loops

are shown in the Listing 3.6, while the unresolvable condition will be updated manually.

The resolved conditions shown above as part of various ROS package Listings are stored in the

map A¢ at block-level per CFG G of the incoming topic, it’s defined as follows:

e Block Condition Map, A¢ : CB — Resolved Condition, maps each loop conditional block
CB in B; within the CFG G; to its corresponding Resolved Condition using Algorithm 1,
or to a placeholder value if it cannot be resolved, which needs to be manually updated. The
Resolved Condition as seen from Listings 3.3, 3.5, and 3.7 is of the form “index X value”,
where index is an iterator variable, Xe {<, <, > # ==, >}, and value is an constant or

either related to a field in one of the messages or to one of the configuration parameters.
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r1 = addrof grid
r2=r1 +@ /I 6 is the offset to the field y_size in the message

void voxelCallback(const nav2_msgs::msg::VoxelGrid::ConstSharedPtr grid)

{ r3 = load r2
const uint32_t x_size = grid->size_x; r4=0
const uint32_t y_size = grid->size_y;
const uint32_t z_size = grid->size_z; | loop_body:

..... 5=r4<r3
for (uint32_ty_grid = 0; y_grid < y_size; ++y_grid) if r5 is false: goto loop_exit
..... incr4
}

T goto loop_body

loop_exit:
Figure 3.6: Tracing the origin of the loop condition of the outermost loop in Listing 3.6.

Figure 3.6 illustrates the dependency tracing involved in resolving the loop condition of the
outer-most loop from Listing 3.6 of the Navigation2 [53] ROS package. For reference, the source
code is shown on the left, while the three-address SSA code format on the right highlights only
those instructions relevant to our analysis.

The loop condition block, identified via dominator tree analysis, contains the condition “y_grid
< y_size”, which appears within the loop_body. In the corresponding SSA form, this condition
is encoded as a comparison instruction: “r5 = r4 < r3”. Here, r4 holds the loop index “y_grid”,
and r3 holds the loop bound “y_size”. To resolve the origin of this condition, our analysis
begins from r3 and traces its definitions using use-def chains to determine how this value
was constructed. We find that “r3 = load r2”, indicating that the value was loaded from a
memory location pointed to by r2. Tracing further back, “r2 = r1 4+ 6” shows that the value is
located at an offset of 6 from the base address stored in rl. Finally, “r1 = addrof grid” reveals
that the base address corresponds to the incoming message grid. By following this chain of
definitions, we determine that the loop is bounded by the value stored in the sixth field of
the message. The offset 6 is critical for identifying which specific message field is involved.
This resolution confirms that the loop condition is data-dependent on the message content
and enables precise modeling of such dependencies during timing analysis. Accordingly, the
Block Condition Map A¢ corresponding to voxelCallback stores the mapping {loop_block:
index < grid:6}, indicating that the loop bound for this block is determined by the 6" field
of the message. While we use three-address SSA code for illustration to improve readability,
our actual implementation performs this analysis directly over LLVM IR, which offers the same

complexity and resolution capabilities.

Although use-def chain analysis itself is a precise and deterministic technique for tracking
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Algorithm 1 Algorithm to resolve loop conditions

Input: UseDef(r) — i - A map from a register r to the instruction i that defines it,
icona - The comparison instruction (e.g., Temp = Tide ™ Tpouna, Where Me {<, < > # == >
1),
Bioop - The block representing the loop,
MB — Message List of Incoming Topics,
CD — List of configuration parameters
Output: A map A¢ from block to their resolved conditions

L1 Thouna < getBoundRegister (iconq)

2: Z.def (—USGDef(T’bound)

3: worklist < [(idef, Ybound)]

4: wisited < new set()

5: while worklist is not empty do

6:  (Gewrr, Feurr) < worklist.pop()

7. if isResolvableToMessage(7 curr, Bioop, MB, A¢) or isResolvableToConfig(r cyrr, Bioop, CD, A¢)
then

8: break

9: end if

10:  if 7oy ¢ visited then

11: visited < wisited U {rq }

12: Toperands <— getOperandRegisters(iq,,) {Get all registers part of instruction}

13: for all 7 € roperanas do

14: worklist.append((UseDef(r), 1))

15: end for

16:  end if

17: end while
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function function

isResolvableToMessage(Tcurr, Bioops MB, A¢): isResolvableToConfig (7 cyrr, Bioop, CD, A¢):
for all 7,5, € MB do for all 7.5,y € CD do
if 7eurr == Tmsg then if 7ourr == Tconfig then
offset = = getOffsetValue(ry,s,) A [Bioop) <= Teonfig
{offset to access message field from return true
base address} end if
A& [Bioop) ¢ Tmsg-offset end for
return true return false
end if end function
end for

return false
end function

data dependencies, it is important to note that this approach is heuristic-based and not guar-
anteed to succeed in all cases. While it is effective for common patterns such as direct field
accesses, simple copy propagation, or even nested field accesses, it may fail when dealing with
more complex constructs like pointer aliasing, function indirection, etc. The algorithm performs
a backward traversal over the variable’s previous definitions until it either reaches the message
or configuration structure or determines that the condition cannot be resolved. We adopt a
consistent representation format of “index X wvalue” for resolved loop conditions, where the
value must be statically traceable and syntactically simple. In cases where the algorithm fails
to resolve the loop bound, we still annotate the corresponding conditional block using the par-
tial format “index X”, leaving the value unspecified. Additionally, we provide the source code
line number of the unresolved condition, offering the user a helpful hint to manually supply
the required value based on their understanding of the application. These unresolved cases
require manual intervention, where the user is expected to provide the appropriate value based

on application-specific domain knowledge.
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3.3 Model Construction

In this section, we describe the process of constructing the Timed Automata model used for
verification, and demonstrate the resulting model using the package code shown in Figure 3.2.
Since standard Timed Automata do not support variable updates, we use the Extended Timed

Automata formalism introduced in Section 2.2.1.

3.3.1 Limiting Messages received on Incoming Topics

std::time_t current_time = std::time(nullptr);
std::tm *local_time = std::localtime(&current_time);
int current_hour = local_time->tm_hour;

if (current_hour >= 18) {

Sensor_Subscriber_Node = this->create_subscription<std_msgs::msg::String>(
"/sensor_feed", 10,
std::bind (4 ROSPubSubApplication::Sensor_Message_Callback, this, _1));
Camera_Subscriber_Node = this->create_subscription<std_msgs::msg::String>(
"/camera_feed", 10,
std::bind (4ROSPubSubApplication::Camera_Message_Callback, this, _1));
} else {
Camera_Subscriber_Node = this->create_subscription<std_msgs::msg::String>(
"/camera_feed", 10,

std::bind (4ROSPubSubApplication::Camera_Message_Callback, this, _1));
Sensor_Subscriber_Node = this->create_subscription<std_msgs::msg::String>(
"/sensor_feed", 10,

std::bind (4ROSPubSubApplication::Sensor_Message_Callback, this, _1));

Listing 3.10: Registration order of Incoming Topic Event-Handlers in ROS.

In Listing 3.10, which is made up for illustrative purposes, we see based on the “cur-
rent_hour” value, which is determined at runtime, the order in which incoming topics are
created changes. If we take the if-branch /sensor_feed topic is given priority over the /cam-
era_feed topic and vice versa. This, in turn, affects the sequence in which their event-handlers
are dequeued and dispatched, as ROS executors follow a priority-based scheduling mechanism
using the registration-order of the “create_subscription” method as seen in Chapter 2.3.1.1.
Due to this runtime-dependent behavior, different executions may result in different execution
orders. However, since our analysis does not account for runtime variations, we assume that all
possible orderings of subscriber creation can occur. Consequently, we do not explicitly model
the internal scheduling order of event-handlers. Instead, we allow the UPPAAL verifier to
non-deterministically select the next event-handler for execution based on the current count of

received messages of the subscribers. This method, although it offers an over-approximation,
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leads to a substantial increase in the state-space explosion caused by the combinatorial expan-

sion of execution options.

Al B1 C1

A2 B2 Cc2

Figure 3.7: Snapshot of event_counter: Shared Counter Array Tracking Message Counts per
Incoming Topic Fj.

Consider Figure 3.7, which shows the current status of the globally shared counter array
event_counter. Its size is 3, corresponding to the 3 different incoming topics, F' = {A, B, C}.
Each topic has generated 2 messages so far {A1l, A2}, {B1, B2}, and {C1, C2}, respectively.
When UPPAAL attempts to non-deterministically choose the next message to dequeue and
dispatch the event-handler associated with the incoming topic, and if we consider there is
ordering among the messages within the same topic i.e., Al is always dispatched before A2
(which happens in actual ROS executors because it uses an queue) and similarly for the other
topics, then the total number of different valid orderings is given by:

6! 720

sxox2 8 0

And it further reduces to 1 if we impose the priority of message handling based on the registra-
tion order of the event-handlers. However, in our case, we do not explicitly model any message
queue entity. All messages, both within and across topics, are treated as identical in that they
are simply values used to invoke their respective event-handlers. Therefore, the total number
of possible interleavings for these 6 messages is the number of unrestricted permutations of 6

distinct messages, which is:

6! = 720

This number keeps growing at a rate faster than exponential, with an increase in the number
of messages generated. To address this issue, we implement a limit on the number of mes-

sages, which helps to restrict the potential execution scenarios. This has also been empirically
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observed, the time taken to obtain the verification results from UPPAAL increases drastically
when we increase the message limit from 10 to 20. This constraint is essential for maintaining
the computational feasibility of the verification process within a manageable time period. Thus,

we represent the limit on the incoming topic messages using A and define it as follows:

e Message limit on Incoming Topic, A : F — RT = {A;, Ay, -+ | A, }, where A; represents

the maximum number of messages the incoming topic Fj is allowed to receive.

Over-approximating the scheduling of event-handlers using non-determinism instead of priority-
based ordering has the advantage of ensuring soundness, as it captures all possible interleavings
regardless of specific execution behavior. This makes the analysis more general and avoids
relying on platform-specific scheduling details, such as subscriber registration order in ROS.
However, this comes at the cost of significantly increasing the state-space, which can lead to
false positives, reporting timing violations that may not actually occur due to practical execu-
tion constraints like FIFO or priority ordering.

Although model checkers like UPPAAL do not inherently require bounded inputs, introducing
bounds it is often necessary to keep the state space manageable. Without such limits, even
a single unbounded integer variable can lead to a vast number of states, severely impacting
verification time. Moreover, as we deal with fine-grained modeling of event-handlers, each
resulting in automata with a large number of locations, combining such detailed models with
over-approximation and unbounded message limit would significantly exacerbate the state-space
explosion problem, making verification computationally infeasible.

To mitigate the state-space explosion caused by over-approximation, we impose a limit on the
number of messages each incoming topic can receive. While this improves tractability and
ensures the verification process completes in a reasonable timeframe, it also carries the risk
of missing real timing violations that could occur in long-running executions or under more
message arrivals. Thus, while this approach is conservative and scalable, it may compromise
precision or completeness depending on the chosen message limit. However, since the message-
bound values can be adjusted by the user before verification, this limitation is not a major
concern. The model will still report potential timing violations if they exist, though higher

message bounds may result in longer verification times due to increased state space.

While showing the result of the algorithm on the package code shown in Figure 3.2, we as-
sume A = {3,3,3}. Before presenting the automata construction and their corresponding

output, we define several notational conventions used throughout the results in this section:

1. Clocks are represented in bold. For example: clock signal

95



2. Actions are underlined. For example: action go!
3. Location names are represented using numbers (except for one descriptive location)

4. Variables are written using teletype font and initialized with zero (for integer) and false

(for boolean). For example: int shared counter

5. Special locations: Urgent locations are marked with a U inside the location, initial lo-
cations are denoted by concentric circles, and committed locations are marked with a C

inside the location.

6. Shorthand notations, eh = event-handler

3.3.2 Incoming Message Generator

A Timed Automaton is constructed for each incoming topic F; to model the periodic arrival
of messages under a message limit constraint 4;. Each automaton simulates message arrivals
at fixed time intervals, capturing the timing behavior of that topic within the system. These
automata incorporate a timer, a looping transition structure to model periodic behavior, and
a global shared counter that tracks the total number of messages generated per topic. This
counter is later utilized by other automata components in the system to initiate actions based
on message arrival. For example, the counter is decremented when the Incoming Message
Dispatcher Automata consumes the message for event-handler execution corresponding to the
message’s topic. Additionally, each automaton maintains a local variable to record the number
of messages generated so far for its topic, which is never decremented. This makes sure we stop
the message generation when we have reached the message limit on the variable. A globally
shared boolean array is introduced, which is updated based on the local variable, indicating
whether the message limit for each topic has been reached. While the boolean array allows
other automata to monitor message-generation status, the shared counter facilitates actions
triggered by message arrivals. As previously discussed, the message limit A ensures compu-
tational tractability by capping the number of potential executions. Each transition in the
automaton is defined by a 6-tuple: (Source Location, Action, Guard Condition, Clock Resets,

Variable Updates, Target Location), aligning with the formal semantics in Definition 2.3.

Result

Figures 3.8a, 3.8b, and 3.8c present the Timed Automata constructed for the example ROS
package illustrated in Figure 3.2, with each figure corresponding to one of the three incoming

topics. A global counter array, event_counter, initialized to zero and sized according to the

o6



number of incoming topics, serves as a shared variable across other automata. It allows other
automata components in the system to observe, react to, and modify the number of messages
generated for each topic. Its interactions will be explored in subsequent sections. Similarly, a
global boolean array, event_gen_done, also sized by the number of incoming topics and initial-
ized to false, is shared across automata to indicate whether message generation has completed
for a given topic. Each generator automaton also maintains a local clock, event_gen_timer,
and a local counter variable, event_gen_count, which tracks the number of messages generated
so far. This local counter is monotonically increasing, never decremented, and is used solely for
comparison against the message limit, A;.

To enforce periodic message generation, an invariant (Callout 4) is placed on Location 2. The
invariant value is derived from the timing assumption of the respective topic, ensuring that the
automaton cannot remain in this location for more than the specified duration. Specifically,
the invariant value is set to 2 time units for the initial_pose and input_cloud topics, and 5 time
units for the imu topic. These values are derived from the timing assumption values T specified
in the ROS example shown in Figure 3.2. The timing assumption for each topic represents the
maximum allowed time gap between two consecutive messages. Therefore, these values are di-
rectly used in the invariant to ensure that message generation adheres to the expected periodic
behavior.

Message generation is further controlled by guard conditions (Callouts 2,6), which ensure that
a message is generated only if the local counter event _gen count is still less than the topics’
message limit, A;=3 in all three examples. Once the timing constraint is satisfied at Location 2,
the transition is triggered. At this point, both the global counter event_counter (at the topic-
specific index) and the local counter event_gen count are incremented (Callout 5), and the
clock event_gen_timer is reset (Callout 2) to maintain the periodic structure of the automa-
ton. When the local counter event_gen_count reaches the message limit, the guard condition
in Callout 2 evaluates to false, and its complementary condition in Callout 6 evaluates to true.
This causes the automaton to transition to Location 3, where message generation permanently
halts for that topic. Additionally, the corresponding boolean flag in the event_gen _done array
is set to true, allowing other automata in the system to detect that message generation for that

topic has completed.
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(a) Incoming Message Generator for Incoming Topic initial_pose.
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(b) Incoming Message Generator for Incoming Topic input_cloud.

Figure 3.8: Incoming Message Generators of ROS Package 3.2.
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(c¢) Incoming Message Generator for Incoming Topic imu.

Figure 3.8: (Continued) Incoming Message Generators of ROS Package 3.2.

3.3.3 Incoming Message Dispatcher

A Timed Automaton is constructed to model the behavior of dispatching incoming messages
and coordinating the execution of event-handlers associated with incoming topics. This au-
tomaton continuously monitors the globally shared counter array, event_counter, which is
updated by the Incoming Message Generator Automata as described in the previous section. If
a pending message is detected for any incoming topic, the automaton initiates the correspond-
ing event-handler by sending a signal via the handle eh[index]|! action where index € 0, 1, 2
maps to a specific incoming topic in this example, as shown in Figure 3.2, thereby triggering
the execution of the corresponding event-handler automaton. After dispatching, the automaton
waits for a response from the respective event-handler automaton via the handled_eh? action.
Once this acknowledgment is received, indicating the completion of event-handler execution,
the dispatcher resumes checking for other pending messages. This message dispatch cycle is
repeated in a loop, with checks occurring at fixed intervals of one time unit. The termination
condition for this loop is evaluated using the shared boolean array event_gen done. If there
are no pending messages to dispatch and all entries in event_gen_done are true, meaning that
message generation for all topics has completed, the automaton transitions to Location 6. This
location signifies the end of the dispatching process. Upon entering this location, the automaton

emits a stop_automata! action, which is received by the Outgoing Message Checker Automata

to finalize their monitoring process. Each transition in this automaton is formally represented
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using a 6-tuple: (Source Location, Action, Guard Condition, Clock Resets, Variable Updates,

Target Location), following the formal semantics described in Definition 2.3.
Result

Figure 3.9 illustrates the Timed Automaton constructed for dispatching incoming messages.
This automaton is responsible for invoking the appropriate event-handler automaton for each
incoming topic, one at a time, based on the availability of unprocessed messages. Message
availability is determined by inspecting the global counter array event_counter (Callout 2),
which is populated by the Incoming Message Generator Automata. The result of this check is
stored in the local variable eh_status.

If no pending messages remain to be dispatched, the guard condition at Callout7 evaluates to
true, and the automaton transitions to Location 5. From there, it either proceeds to Loca-
tion 6, if all entries in the boolean array event_gen done are true (Callout14), signifying that
message generation and dispatching have completed for all topics. It also emits a signal via

the stop_automata! action to inform the Outgoing Message Checker Automata to transition

accordingly. Alternatively, if any entry in the event_gen_done array is still false, the automa-
ton loops back to the initial Location 1 (Callouts 13, 12) and continues checking for pending
messages.

When multiple messages are pending, the automaton non-deterministically selects an event-
handler of one topic for dispatch. This modeling choice aligns with our use of the Static
Single-Threaded Executor, as discussed in Section 2.3.1.1. Unlike ROS’s actual executor model,
which enforces a deterministic event-handler invocation order based on registration, the non-
deterministic approach in our model allows UPPAAL to explore all possible interleavings of
event-handler executions. This is essential to account for various possible registration orders,
but it introduces challenges in traceability during verification. To manage this complexity, we
enforce a message limit constraint, as discussed in Section 3.3.1.

In this case, three edges are present from Location 2 to Location 3 (Callouts 4, 5, 6), corre-
sponding to the three incoming topics based on the example in the Figure 3.2. Before taking
any of these edges, a guard condition ensures that the selected topic has pending messages.
Once an edge is selected, the dispatcher sends a signal via the handle eh[index]! action, where
index € 0, 1, 2 maps to a specific incoming topic, thereby triggering the execution of the cor-
responding event-handler automaton.

After dispatching, the message count for the selected topic is decremented in the event_counter,

and the automaton transitions to Location 3. At this location, it waits for an acknowledgment
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Figure 3.9: Incoming Message Dispatcher.
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via the handled_eh? action (Callout 10) from the respective Incoming Topic Event-Handler
Automaton, signaling the completion of event-handler execution. Upon receiving the acknowl-
edgment, it resets the clock event_dispatch_timer to 0 and remains in Location 4 for exactly
one time unit as governed by its invariant. The invariant makes sure we stay at that location
4 for 1 time unit before transitioning back to the initial location 1. This behavior enables the

dispatcher to periodically check and react to incoming messages in an event-driven manner.

3.3.4 Incoming Topic Event-Handler

A Timed Automaton is constructed for each incoming topic F;, guided by its corresponding
Control Flow Graph (CFG) G;. The execution of this automaton begins upon receiving a signal
on the handle_eh[index|? action from the Incoming Message Dispatcher Automaton, indicating
that a message is pending for the topic and that the event-handler associated with the indexed
topic should be invoked. The automaton then traverses the execution path defined by the
CFG, modeling key control structures such as computations, conditionals, and loops. Internal
computations are abstracted away, but their timing is captured using Worst-Case Execution
Time (WCET) annotations (more about this in Section 4.5), represented through clock time
progression within the automaton. Simple, statically resolvable conditions, especially those
based on configuration parameters, are modeled explicitly. In contrast, complex or dynamic
conditions are conservatively represented non-deterministically. Loop bounds are resolved using
the Algorithm (Section 3.2) when possible otherwise, user intervention is required to manually
specify the bounds. Additionally, any publish operations encountered during the CFG traversal
are incorporated into the automaton and modeled using clock resets to accurately capture their
timing behavior. Correspondingly, the Outgoing Message Checker Automata described in the
next section monitor whether these clocks are reset within their specified timing constraints, i.e.,
whether the messages are being published in accordance with their timing requirements. Once
the event-handler execution concludes, the automaton sends an acknowledgment back to the
dispatcher via the handled eh! action, signaling completion. Each transition in the constructed
automaton is defined using a 6-tuple: (Source Location, Action, Guard Condition, Clock Re-
sets, Variable Updates, Target Location), which captures the formal semantics of transitions as
described in Definition 2.3.

Result
Figures 3.10a, 3.10c, and 3.10e present the Timed Automata constructed for the example ROS

package illustrated in Figure 3.2, with each automaton corresponding to the event-handler of

one of the three incoming topics defined in the system. For instance, Figure 3.10a shows the

62



Timed Automaton generated for the incoming topic F; = initial_pose, constructed based on
its Control Flow Graph (CFG) Gy shown in Figure 3.10b. The execution of this automaton
begins when it receives a synchronization action handle_eh[0]? (Callout 2) from the Incoming
Message Dispatcher Automaton, indicating that a message from the initial _pose topic (index =
0) is ready to be processed and the corresponding event-handler should begin execution.
Upon receiving the synchronization action, the automaton transitions to Location 2, resetting
the clock eh_timer (Callout 2). This reset marks the beginning of the event-handler execution
and enables precise tracking of the timing behavior for each basic block. The clock eh_timer
is reset upon entering each new location to measure the execution time of that specific basic
block independently and to enforce its corresponding Worst-Case Execution Time (WCET)
constraint. As the automaton progresses through the structure defined by the CFG, each lo-
cation is annotated with an invariant representing the WCET of the associated basic block.
For instance, Location 2 is annotated with the invariant eh_timer < 4, indicating that the
basic block corresponding to this location has a WCET of 4 time units, as obtained from the
A1 of the CFG of the Example 3.2. This also implies that the automaton may spend at most
4 time units at this location before transitioning and resetting the clock for the next segment
(Callout 4).

Instead of explicitly modeling all computational instructions, the automaton abstracts these
low-level details and uses WCET-based annotations to accurately capture the timing behavior
of the event-handler logic. One critical operation that is explicitly modeled, however, is the
publication of messages. In the example shown, the publish statement “pose_pub_->publish(..)”
located within a basic block of the event-handler, as illustrated in Figure 3.10b, is represented
by a clock reset: current_pose_timer = 0, in the automata as shown in Callout 5. Since the
handler object pose_pub_ is associated with the outgoing topic current_pose, the corresponding
clock (current_pose_timer) is reset to indicate that a message has been published on this
topic. This clock reset is essential for the Outgoing Message Checker Automaton, which relies
on it to verify that messages are being published within the required timing constraints. As
the event-handler continues execution, additional locations may be visited, each representing
further blocks in the CFG, and each with its own timing constraints and potential clock resets.
Once the execution path completes, the automaton reaches Location 3 and emits a handled _eh!
action (Callout 7), signaling to the Incoming Message Dispatcher Automaton that the message
has been fully processed and the event-handler is ready to handle the next message.

Similarly, conditional statements are modeled using guard conditions, as illustrated in Fig-
ure 3.10e, where each outgoing edge from a conditional block is guarded by its respective

condition. This allows the automaton to follow a precise execution path based on the evalu-
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ated condition value. The resulting branching structure ensures that the automaton accurately

mirrors the control-flow logic defined in the source code.

D)
| eh_timer <=4 | handled_eh!
)

current_pose_timer =0,
eh_timer=0

(a) Incoming Topic Event-Handler
Automata for Incoming Topic initial_pose

?

handle_eh[2]?
eh_timer =0

eh_timer <=1 handled_eh!

eh_timer =0

()

(¢) Incoming Topic Event-Handler
Automata for Incoming Topic imu

Block1

current_pose_stamped_ = *msg;
pose_pub_->publish(current_pose_stamped_);

(b) CFG representation of Lines 14-22 from
the initial_pose_event_handler function in
Listing 3.1

Block1

(d) CFG representation of Lines 24-41 from
the imu_event_handler function in
Listing 3.1

Figure 3.10: Incoming Topic Event-Handler Automata of Example ROS Package 3.2
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Figure 3.10: (continued) Incoming Topic Event-Handler Automata of Example ROS Package 3.2
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3.3.5 Outgoing Message Checker

A Timed Automaton is constructed for each outgoing topic H,. Each automaton is responsible
for verifying whether messages published on the corresponding output topic comply with the
specified timing constraint 7. Message publications are modeled as clock resets within the In-
coming Topic Event-Handler automata. Therefore, if a message publication is delayed, i.e., the
clock associated with the outgoing topic is not reset within the specified timing constraint, the
automaton transitions to an unsafe, indicating a potential violation of the timing requirement.
However, due to the message limit imposed on incoming topics, there may come a point when
no more messages are available to be dispatched. In such cases, even if no timing violation has
occurred, the automaton would eventually transition to the unsafe location simply because no
further messages are being published, resulting in false positives. To address this, we introduce
a new Location 2. The automaton transitions to this state only when two conditions are met:
(1) no publication for the topic has been delayed yet, and (2) no further messages remain to be

dispatched. This transition is triggered by receiving the stop_automata action, which is sent

by the Incoming Message Dispatcher Automaton. Thus, this automaton effectively evaluates
whether each outgoing topic Hj adheres to its timing constraint 7, without falsely flagging
violations due to message exhaustion. Each transition in the automaton is formally defined
using a 6-tuple: (Source Location, Action, Guard Condition, Clock Resets, Variable Updates,

Target Location), in accordance with the semantics described in Definition 2.3.

Result
Figures 3.11a and 3.11b present the Timed Automata constructed for the example ROS package

shown in Figure 3.2, with each figure corresponding to one of the two outgoing topics. For in-
stance, Figure 3.11a illustrates the Timed Automaton for the outgoing topic H; = path, which
is associated with a timing constraint 7; = 4 and it’s clock path_timer, while Figure 3.11b
illustrates the Timed Automaton for the outgoing topic H; = current_pose, which is associated
with a timing constraint 7, = 8 and it’s clock current_pose_timer.

The timing constraint values 7 are obtained from the ROS example shown in the Figure 3.2
and are enforced at two key places. First, it appears as a guard condition (Callout 3) on a
transition that checks whether the timing bound has been violated, that is, whether a message
was not published within the allowable time window. Second, it is incorporated into the in-
variant on Location 1 (Callout 2). The invariant ensures that the automaton cannot remain at
that location for more than the specified duration. Without this invariant, even if the guard

condition becomes true, the automaton could indefinitely remain in the same location, delaying
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the detection of timing violations. To ensure prompt detection, the invariant is set to 7 + 1
(5 for the path topic), forcing the automaton to exit Location 1 and transition to the desig-
nated unsafe once the bound is exceeded. Conversely, if all messages are successfully processed
within the allowed time, the automaton transitions to Location 2. This transition is triggered

through synchronization with the stop_automata? action (Callout 4), which originates from the

Incoming Message Dispatcher Automaton. It signals that no further messages are expected. In
addition, the transition is guarded by a condition on the shared boolean array event_gen _done,
which ensures that message generation has completed for all incoming topics. Together, these

conditions allow the system to safely conclude message monitoring.
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path_timer <= 5
2 0)
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path_timer > 4

forall(i = 0 to 2)event_gen_done[i[] == true

stop_automata?

) 4 ) 4

2 unsafe }

(a) Outgoing Message Checker for Outgoing Topic path

‘ current_pose_timer <=9

forall(i = 0 to 2)event_gen_done([i] == true

, current_pose_timer > 8
stop_automata?

Y Y
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(b) Outgoing Message Checker for Outgoing Topic current_pose

Figure 3.11: Outgoing Message Checkers of Example ROS Package 3.2

We established an unsafe location within the Timed Automata that is visited in the event of
a potential timing violation. Consequently, we can utilize the query “E<> unsafe” to determine

whether any potential timing violations exist.
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Chapter 4
Implementation

In the previous chapter, we presented the algorithms used to construct the Timed Automata
model, which is central to our approach. This chapter shifts focus to the initial phase of
the approach, the first 3 steps in the red highlighted region in the Figure 3.1, which involves
extracting the required input data using heuristics from the package source code. This extracted
data serves as the input for the model construction phase discussed earlier. Specifically, we

detail the process of retrieving the following information:
e Incoming Topics F' and their corresponding Event Handlers G,
e Outgoing Topics H,
e Outgoing Topics that are published through the Event-Handlers.

We then turn our attention to the blue-highlighted region of Figure 3.1, which represents the
post-model construction phase, encompassing trace analysis, feedback, and patch generation.
This phase begins once the verification results from the Timed Automata model become avail-
able.

Additionally, we justify the use of placeholder values for the Worst-Case Execution Time
(WCET) of basic blocks in our model. Precise WCET estimation remains a longstanding
challenge, particularly in systems with complex control flow and huge package dependencies.
While using placeholder values may reduce the precision of the results, our goal is to develop a
flexible and extensible analysis framework. To that end, the framework allows users to supply
custom WCET values, enabling more accurate and tailored analysis when such information is

available.

68



4.1 Identifying Incoming Topics and Event Handlers

In this section, we present the technique used to identify and extract the set of incoming topics
F and their corresponding event-handlers G from the package source code, which serves as input
to the model construction phase. In our current approach, we assume that incoming topic cre-
ation is not enclosed within loops or conditional branches. If such constructs are encountered,
they are ignored, as resolving their runtime behavior would require dynamic analysis to accu-
rately determine execution paths and loop iterations, an aspect beyond the scope of this work.
Some timing violations may go undetected if critical message sources are instantiated within
these ignored constructs. We first present the output, accompanied by an explanation through
a concrete example. This is followed by an illustrative example demonstrating the analysis flow

using a simplified three-address SSA code format to illustrate how such constructs are identified.

Result
Input Package Code

1 int main() {

2 L.

3 initial_pose_sub_ = create_subscription<geometry_msgs::msg::PoseStamped>(

4 "initial_pose", rclcpp::QoS(10), initial_pose_callback);

5 imu_sub_ = create_subscription<sensor_msgs::msg::Imu>(

6 "imu", rclcpp::SensorDataQoS(), imu_callback);

T oo

8 }

Listing 4.1: Lidarslam Package Code in ROS [45]

Output

e F = {initial pose, imu}
e (G = {initial_pose_callback, imu_callback}

We start our analysis from the main function and its transitive calls (inlined into main) to
identify incoming topics and their corresponding event-handlers. This is done using a heuristic
based on the presence of the keyword “create_subscription” (Lines 3,5 of Listing 4.1). For each
identified subscription, we extract its topic name from the first parameter and the event-handler
from the third parameter, storing them in respective maps F' and G. For instance, in List-
ing 4.1, we identify the topic name “initial pose” and the event-handler “initial pose_callback”

from the arguments of the first create_subscription invocation and, “imu” and “imu_callback”
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from the subsequent call as shown in the output. While such mappings are relatively easy to
interpret at the source-code level, our analysis is performed entirely at the LLVM Intermediate
Representation (IR) level, where extracting this information, especially from the control-flow

graph (CFG) of the event-handler, is non-trivial.

1 .string_value = "initial_pose"

3 initial_pose_callback:

4

6 main:

7 c

8 callback_ptr = addrof initial_pose_callback

9 string_data_ptr = addrof @string_value

10

11 topic_name_param = call std::string::constructor(string_data_ptr)
12

13 call create_subscription(topic_name_param, ..., callback_ptr)

14

Listing 4.2: Simplified Intermediate Representation of Listing 4.1

To illustrate how this works, we provide a simplified IR flow in Listing 4.2. As described, we
begin from the “create_subscription” call and examine the first parameter, which contains a
pointer to the topic name. We perform a backward traversal over its previous definitions to
trace back to the corresponding string constructor. From the constructor, we continue tracing
to retrieve the actual pointer to the string data and, ultimately, the string literal itself. Similar
traversal is done for identifying the event-handler as well, which is the third parameter in
the “create_subscription” call. While this simplified view helps with understanding, actual
LLVM IR analysis involves navigating a more intricate web of variables due to the SSA (Static
Single Assignment) nature of the IR. Each definition introduces a new variable, requiring more
backward traversal logic. We acknowledge that, due to the heuristic nature of our approach,
certain edge cases, such as topic names constructed as part of user input or heavily aliased
references, may remain unresolved. To mitigate this, we use placeholder topic names in cases
where resolution is not possible. While topic names help narrow down which part of the system
is being analyzed, they do not directly influence the generation or detection of timing violations.
As such, using placeholders allows the analysis to proceed without impacting the integrity of
the timing model. Nonetheless, we successfully extract the necessary topic and event-handler
mappings. This process involves systematically walking through basic blocks and inspecting

instruction operands.
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4.2 Identifying Outgoing Topics

In this section, we present a technique used to identify Outgoing Topics H that are published
within the event-handlers of Incoming topic G from the package source code, which serves as
input to the model construction phase. In our current approach, we assume that outgoing topic
creation is not enclosed within loops or conditional branches. If such constructs are encoun-
tered, they are ignored, as resolving their runtime behavior would require dynamic analysis to
accurately determine execution paths and loop iterations, an aspect beyond the scope of this
work. Some timing violations may go undetected if critical message sources are instantiated
within these ignored constructs. We first present the output, accompanied by an explanation

through a concrete example.

Result
Input Package Code

—

int main() {

3 pose_pub_ = create_publisher<geometry_msgs::msg::PoseStamped>("current_pose",
rclcpp::QoS(10));
4 map_pub_ = create_publisher<sensor_msgs::msg::PointCloud2>("map", rclcpp::QoS(10));
5 map_array_pub_ = create_publisher<lidarslam_msgs::msg::MapArray>(
6 "map_array", rclcpp::QoS(rclcpp::KeepLast(1)).reliable());
7 path_pub_ = create_publisher<nav_msgs::msg::Path>("path", rclcpp::Q0oS(10));
8 ...
9 }
Listing 4.3: Lidarslam Package Code in ROS [45]
Output

e H = {current_pose, map, map_array, path}

We start our analysis from the main function and its transitive calls (inlined into main) to
identify outgoing topic data. This identification relies on a heuristic based on the presence of
the keyword “create_publisher” (as seen in Lines 3, 4, 5, 7 of Listing 4.3). For each detected
invocation, we extract the topic name from the first parameter and store it in the appropriate
mapping structure H. For example, in Listing 4.3, we extract the topic name current_pose
from the first parameter of the initial “create_publisher” call and map, map_array, path from
its subsequent calls as shown in the output. Although this is straightforward to observe in the

source code, our analysis is conducted entirely at the LLVM IR level, where such extraction is
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10
11
12
13
14

significantly more complex. To handle this, we apply the analysis flow described in the previ-
ous section, which enables us to systematically populate the H map. The only difference is the
replacement of the keyword “create_subscription” with “create_publisher” to match outgoing
topic patterns. We acknowledge that, due to the heuristic nature of our approach, certain edge
cases, such as topic names constructed as part of user input or heavily aliased references, may
remain unresolved. To mitigate this, we use placeholder topic names in cases where resolution is
not possible. While topic names help narrow down which part of the system is being analyzed,
they do not directly influence the generation or detection of timing violations. As such, using

placeholders allows the analysis to proceed without impacting the integrity of the timing model.

4.3 Identifying Topics published through Event Handlers

In this section, we present a technique used to identify and extract the outgoing topics being
published within the event-handlers of incoming topics from the package source code, which
serves as input to the model construction phase. In our current approach, we assume that incom-
ing topics and outgoing topics creation are not enclosed within loops or conditional branches.
If such constructs are encountered, they are ignored, as resolving their runtime behavior would
require dynamic analysis to accurately determine execution paths and loop iterations, an aspect
beyond the scope of this work. Some timing violations may go undetected if critical message
sources are instantiated within these ignored constructs. We first present the output, accom-

panied by an explanation through a concrete example.

Result
Input Package Code

pose_pub_ = create_publisher<geometry_msgs::msg::PoseStamped>("current_pose", rclcpp::QoS
(10));

map_pub_ = create_publisher<sensor_msgs::msg::PointCloud2>("map", rclcpp::QoS(10));

path_pub_ = create_publisher<nav_msgs::msg::Path>("path", rclcpp::QoS(10));

auto imu_callback =
[this](const typename sensor_msgs::msg::Imu::SharedPtr msg) -> void
{
// Blockl
if (initial_pose_received_) {
path_pub_->publish(msg);}
// Block2
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15
16

17
18
19
20
21

23
24
25
26
27
28
29
30
31
32

34
35
36
37
38

40
41

};

pcl::PointCloud<pcl::PointXYZI>::Ptr map_ptr(new pcl::PointCloud<pcl::PointXYZI>);
sensor_msgs::msg::PointCloud2::SharedPtr map_msg_ptr (new sensor_msgs::msg::PointCloud2)
map_ptr = &msg;

pcl::toR0SMsg (*map_ptr, *map_msg_ptr);

map_msg_ptr->header.frame_id = map_frame_id;

map_pub_->publish (*map_msg_ptr);

auto initial_pose_callback =

[this] (const typename geometry_msgs::msg::PoseStamped::SharedPtr msg) -> void

{
// Blockl
if (msg->header.frame_id != global_frame_id_) {
RCLCPP_WARN (get_logger (), "This initial_pose is not in the global frame");
return;
}
// Block2

RCLCPP_INFO(get_logger (), "initial_pose is received");

current_pose_stamped_ = *msg;
previous_position_.x() = current_pose_stamped_.pose.position.x;
previous_position_.y() = current_pose_stamped_.pose.position.y;

previous_position_.z() current_pose_stamped_.pose.position.z;

initial_pose_received_ = true;

pose_pub_->publish(current_pose_stamped_);

Listing 4.4: Lidarslam Package Code in ROS [45]

Output

e \y for Gy (initial_pose_callback) of F (initial_pose) = {Blockl: ¢, Block2: {current_pose}},
Ay for Gy (imu_callback) of Fy (imu) = {Blockl: {path}, Block2: {map}}

We analyze the event-handlers of each incoming topic G to identify outgoing topics that are
used in publish statements using a heuristic based on the presence of the keyword “publish(”,
as shown in Lines 13, 20, 40 of Listing 4.4. It then constructs a mapping from each basic
block to the set of outgoing topics published within that block. For instance, in Listing 4.4,
the statement “pose_pub_->publish” call appears within Block2 of the “initial_pose_callback”
function. Since “pose_pub_” is the handler used to create the publisher for the output topic
“current_pose” (Line 3), this block is mapped to the topic “current_pose” accordingly. Simi-
larly, Blockl and Block2 of imu_callback event-handler are mapped to output topics path and
map as respectively.

Although the mapping is relatively intuitive when observing the source code, our analysis is
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conducted entirely at the LLVM IR level, where determining the association between outgoing
topic publish statements and their enclosing control flow context is non-trivial. To address this,
we leverage the analysis flow described in the section 4.1 and adapt it to meet our current needs
to populate the Ay map. Specifically, we trace the name of the publish handler used in the pub-
lish call and match it against the handler registered during the publisher’s creation. Once the
handler is resolved, we apply the backward flow analysis algorithm to identify the corresponding
topic name associated with it. In practice, we observed that these handler objects are typi-
cally defined as global variables, which makes the heuristic both effective and straightforward.
However, in rare scenarios where the handler is passed as a function parameter (something
that rarely occurs in such systems), the algorithm may not immediately resolve the topic. In
such cases, we can extend our analysis to include an additional step: identifying the function
parameter, then examining the call site of the function to determine which specific topic was
passed in. This extension makes the heuristic robust to slightly more dynamic patterns of topic

publication while maintaining the scalability of our approach.

4.4 End-to-End workflow

@1 Formula is not satisfied, System is deemed safe.
g

Further analysis is terminated. > @)
Verification Result Trace Data
UPPAAL Oni F i tisfied (Unsafe State) Filter on tht:l ou(g‘ofiyr‘\g topic Filtered Trace Data
[ \‘ iy ions: ..... ormula is satisfied (Unsafe State, currently verifyin
4)\,6""“9' Verifying Fgrmula: E<> unsafe < State: A._s_tart_, Bstart, ...> Y 9 < State: A.start, B.start, ... >
XML Throughput: ..... UPPAAL <Transion: Astart-> | T T
Timed Automata | ... Tracer Agenerator >
Model Formul@is. | L

® {System is deemed unsafe.@

Further analysis is terminated.

o Provide feedback and
wait for user input | | N

Patch the path to the Automata
based on the block data @

Read the correct
block value from user|

Block not yet
patched?

Tool reported
correctly?

\
Nodes
e
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(=]
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Rootcause
Analysis

Figure 4.1: End-to-end workflow of post model construction phase.

In this section, we detail the workflow that follows the model construction phase. Figure 4.1
provides a high-level overview of the complete end-to-end evaluation process and serves as a de-
tailed expansion of the blue-highlighted region in Figure 3.1, which represents the post-model

construction phase of our framework. The figure outlines the sequence of steps from model
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verification to trace analysis, and finally to feedback and patch generation, offering a compre-
hensive view of how the system detects and addresses potential timing violations. Among these
steps, only the portion highlighted in dark blue requires manual intervention from the user. We
elaborate more on this in one of the subsequent paragraphs. Once the model is constructed,
we use the UPPAAL verification tool to formally check the system’s timing properties. If the
verification confirms the absence of timing violations (Callout 2), further analysis is terminated
and the benchmark is considered to satisfy the specified timing constraints.

However, if a violation is detected, a more detailed diagnostic process is triggered. Specifically,
we use UPPAAL’s Trace Utility to extract the execution trace corresponding to the violation
from the verification results. A trace represents the sequence of transitions across various au-
tomata that led to the violation state. It includes transitions between the various automata
constructed during the model construction phase, namely, the incoming message generator,
outgoing message checker, incoming message dispatcher, and incoming topic event-handler au-

tomata, as illustrated in Figure 4.2.

Trace Data

< Initial State: TopicA_gen_TA start, TopicB_gen_TA.start, ... > .
< Transition: TopicB_gen_TA start -> TopicB_gen_TA.generate > Filtered Trace Data

< Transition: TopicB_gen_TA.generate -> TopicB_gen_TA finish >
Filter on the outgoing topic (TopicB) < Transition: TopicB_EH_TA start -> TopicB_EH_TA.Node1>

< Transition: dispatcher_TA.start -> dispatcher_TA.dispatch> currentiy veifying

< Transition: TopicB_EH_TA.Node2 -> TopicB_EH_TA.Node3>

Proceed with next
Trace step
Available,

System is deemed unsafe.
< Transition: TopicB_EH_TA.Node5 -> TopicB_EH_TA finish> Further analysis is terminated.

< Transition: TopicB_EH_TA start -> TopicB_EH_TA.Node1>
< Transition: TopicB_EH_TA.Node5 -> TopicB_EH_TA finish>

<Transition: TopicB_EH_TA Node2 -> TopicB_EH_TA Node3>

< Transition: TopicB_checker_TA.start -> TopicB_checker_TA.unsafe>

Figure 4.2: Filtering Trace data for rootcause analysis for outgoing topic TopicB.

These are represented respectively as: TopicB_gen TA (Incoming Message Generator for Top-
icB), TopicB_checker TA (Outgoing Message Checker for TopicB), dispatcher TA (Incoming
Message Dispatcher), and TopicB_EH_TA! (Incoming Message Event-Handler for TopicB). The
labels following each automaton name (e.g., start, generate) refer to the specific locations within
each automaton. However, transitions from automata other than the incoming topic event-
handler are generally not useful for diagnosing timing violations. Even within this event-handler
automaton, we are primarily interested in transitions related to the specific event-handler that
contains the publish statement for the relevant outgoing topic H under analysis. To stream-
line the analysis, the trace is filtered to retain only the final transitions associated with the
incoming topic event-handler responsible for publishing the message on the outgoing topic in
question. In the example where we are analyzing the outgoing topic TopicB, only transitions

from TopicB_EH_TA (the event-handler automaton for TopicB) are retained, as highlighted in

IWe abbreviate Timed Automata as TA and Event-Handler as EH
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Figure 4.2. Transitions from unrelated automata are excluded, as they do not offer meaningful
insight into the root cause of the violation. After this filtering step, three possible scenarios

may arise:

1. No relevant transitions remain: This occurs when the timing constraint is too strict,
preventing the event-handler from executing at all, often because other event-handlers
consumed the available time budget. In such cases, the violation is due to the system’s
inability to even begin executing the relevant handler (Callout 7), and further analysis is

terminated as there is no trace to analyze.

2. Multiple relevant event-handler traces exist: Since an outgoing topic may be published
by more than one incoming topic event-handler, the trace may include transitions from
several such handlers. In this situation, we analyze the trace corresponding to the last

executed event-handler, as it most likely contributed to the observed violation (Callout 6).

3. A single relevant event-handler trace is available: In this straightforward case, we pro-
ceed with analyzing the available event-handler trace to diagnose the timing violation
(Callout 6).

The filtered trace data from the above step is then mapped onto the dominator tree of the
corresponding Incoming Topic Event-handler, as illustrated in yellow in Figure 4.3. We use
the dominator tree as a heuristic because it effectively captures control dependencies within a
program. Specifically, it identifies which basic blocks must be executed before others, thereby
encoding the essential flow structure of the CFG. A basic block B is said to dominate another
block C if every possible path from the entry point to block C passes through block B. This
dominance relationship allows us to infer which parts of the code must execute before a partic-
ular point can be reached. By analyzing these relationships, we can efficiently identify common
ancestors and narrow down the potential root causes of control-flow deviations. In the context
of our timing analysis, a typical violation occurs when the system fails to reach a publish state-
ment (represented as a clock reset in the automaton, and shown in blue in Figure 4.3) within
the specified time bounds. To diagnose the root cause of this failure, we compute the Lowest
Common Ancestor (LCA) between the basic blocks that are part of the trace (yellow) and the
block containing the relevant publish statement (blue). This LCA, provided by our analysis
tool and highlighted in green in the figure, is flagged as the root cause of the timing violation.
The UPPAAL tracing utility uses an internal A* algorithm to generate the execution trace
corresponding to the timing violation. Notably, for a given violation, it consistently returns

the same single trace. Due to this limitation in the number of available traces, we rely on our
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Figure 4.3: Rootcause analysis by mapping filtered trace (yellow) onto the dominator tree of
incoming topic event-handler. Root cause (using LCA) highlighted in green.

heuristic to extract meaningful diagnostic information from just one trace. While this approach
may not always pinpoint the root cause with perfect accuracy, it serves as a reasonable and
effective heuristic in practice. This is because dominator trees reflect control dependencies that
directly influence whether certain execution paths, including those reaching critical publish
statements, can be taken. By analyzing dominance patterns, we gain valuable insights into how
deviations in control flow may prevent the system from meeting its timing guarantees.

Next, we analyze the terminating condition (i.e., branch predicate) within the identified root-
cause block to infer why the verifier followed an alternate control path instead of the one leading
to the block containing the publish statement. If a block lacks a meaningful branch predicate,
it may not be possible to determine a specific reason for the observed deviation. However,
when a predicate is present, we generate clear feedback. To map the root-cause block to the
corresponding source-level code snippet, we compile the program in debug mode. This allows
us to access the debug information necessary for localizing the line number of the error within
the source code. The predicate within the conditional statement of the root-cause block is used
to derive the reason for failure. To articulate this to the user, we rely on a set of predefined
templates. These templates are designed based on empirical observations of common issues
encountered in code. Based on the evaluated predicate in the root-cause block, we select a
suitable template and customize it with the specific predicate details to generate meaningful,
context-aware feedback. Examples of such feedback based on templates will be shown in the

results section. The final output presented to the user includes the identified root-cause block,
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the corresponding source-code line number, and context-aware feedback derived from the se-
lected template. This approach helps the user understand that the tool is focusing on which
part of the code.

Yes

Read the correct
block value from user|

Patch the path to the Automata

based on the block data ®‘
» | I
XML

Timed Automata
Model

Tool reported
correctly?

Block not yet
patched?

12

) >
System is deemed unsafe.

Further analysis is terminated.

Figure 4.4: Manual Intervention by the user for patching the automata

At this stage, the user may either accept the block identified by our analysis or manually spec-
ify an alternative they believe more effectively addresses the potential timing violation based
on their analysis. This is the only point in the workflow that requires manual intervention.
Once the user confirms the choice of a block, either by approving the one suggested by our
analysis or selecting an alternative based on their own reasoning, we first check whether the
block has already been patched (Callout 11). This means determining whether the execution
path originating from this block has previously been disabled in the TA model. If the block
has already been patched, it indicates that no viable alternative paths remain to safely reach
the publish statement. This suggests that the timing constraints are too strict, as even the
shortest feasible path to the publish statement has already been eliminated. In such cases, the
system is declared unsafe, and the analysis is terminated. If the block has not been patched
before, we use the block information and trace data to identify the specific execution path that
should be disabled. Instead of modifying the source code, we directly update the TA model to
exclude this path from further consideration. Patching at the automata level offers significant
advantages: it is much faster than altering the source code and re-running the entire model
construction process for every change. This makes the iterative verification process more effi-
cient and practical. The patching process is applied iteratively. After each update, the verifier
is re-executed to determine whether the patched model still results in a timing violation. This
cycle continues until the model reaches a safe state, indicating that no further timing violations
are reported (Callout 2). In cases where the verifier correctly follows the logical path leading
to the publish statement but still fails due to overly strict timing constraints, we temporarily

relax these constraints and re-run the verification as a sanity check. Although such relaxation
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may not be feasible in real-world systems where timing requirements are fixed, it helps confirm
that the underlying automata structure is functionally correct and that the failure is solely due

to tight timing constraints.

4.5 WCET Analysis

In our work, we require Worst-Case Execution Time (WCET) estimates at the basic-block level
for a select set of event-handlers within C++ programs. Based on our research, LLVMTA
emerged as a promising academic tool for performing static WCET analysis using LLVM In-
termediate Representation (IR). However, despite its potential, LLVMTA is not practically
feasible for analyzing the ROS-based C++ programs under consideration. The core issue stems
from a fundamental mismatch between the assumptions and capabilities of LLVMTA and the
complexities inherent in modern ROS applications. LLVMTA is designed to analyze relatively
small, statically analyzable programs with well-defined control flows, fixed loop bounds, and
predictable execution paths, typically targeting academic benchmarks or simple embedded sys-
tems. In contrast, the ROS program in question is built atop a complex, highly abstracted
framework involving asynchronous callback mechanisms, function templates (Listing 4.5), dy-
namic memory management, multithreading, and heavy use of third-party libraries such as
TF2, PCL, and Eigen. It also relies significantly on runtime behavior, such as sensor input
processing and real-time transform lookups. These factors collectively generate large, intricate
LLVM IR, characterized by deeply nested inlined templates, data-dependent branches, and
highly dynamic control paths—patterns that static analyzers like LLVMTA struggle to scale to
effectively. Further compounding the challenge, LLVMTA requires a custom-patched version
of LLVM/Clang to extract IR in a compatible form, which is incompatible with the standard
ROS 2 build system (colcon and CMake).

initial_pose_sub_ = create_subscription<geometry_msgs::msg::PoseStamped>("initial_pose",

rclcpp::QoS(10), initial_pose_callback);

map_pub_ = create_publisher<sensor_msgs::msg::PointCloud2>("map", rclcpp::QoS(10));
Listing 4.5: ROS Function Templates to create a publisher and a subscriber based on the

message type

As an effort on our part, we attempted to run LLVMTA on the LLVM IR extracted from our
ROS-based application, following the procedures described in the previous section. Unfortu-
nately, LLVMTA failed to process the supplied IR correctly, even though the IR was properly

generated and structurally valid, indicating that the failure was not due to compatibility issues
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but rather due to the tool’s inherent limitations.

As a result, we were unable to derive meaningful WCET estimates for the basic blocks within
each event-handlers. To enable continued analysis and system modeling, we assigned a place-
holder WCET value of one time unit to each basic block in these event-handlers. Since our goal
is to build a flexible analysis framework, we support user-supplied WCET values: all block-level
timing metadata, including basic block names and WCET values, are exported in an interme-
diate XML file that feeds into the model construction phase. This XML file is easily editable,
allowing users to update it with real WCET values if they are able to obtain such estimates

through more suitable WCET analysis tools in the future.

4.6 Model based Approach

UPPAAL offers explicit and mathematically grounded timing verification capabilities that static
analysis and simulation fundamentally cannot match. While our current framework does not
incorporate true WCET information, its precision would further improve with accurate WCET
values from an external oracle or commercial tools such as AbsInt. Unlike static analysis, which
suffers from path explosion across branching event-handlers and lacks a semantics for real-
valued clocks and nondeterministic timing, UPPAAL uses model-checking techniques such as
state-space reduction, slicing, and DBMs to explore all possible temporal behaviors efficiently.
Simulation-based approaches are similarly limited because they only observe the execution
traces they happen to run. In contrast, UPPAAL’s timed-automata framework symbolically
explores complete behaviors, provides counterexample traces for timing violations, and has been
shown in prior work, including automata-based bug discovery in protocol implementations [15],
safety assessments of industrial robots [7, 25], verification of access control to critical zones in
drones [27], energy wastages in embedded systems [47] and timing-sensitive studies detecting

subtle errors exposed only under slight system variations [30)].
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Chapter 5
Evaluation

In this chapter, we evaluate the effectiveness of our framework through a structured
analysis organized into several parts. We begin by outlining the core objectives
of the evaluation, outlining the key aspects we intend to analyze and validate.
Next, we describe the experimental setup and selected benchmarks used to assess
our approach across diverse ROS packages. To illustrate this stage in detail, we
present a representative case study using a ROS package from the benchmark set.
The case studies demonstrate the framework’s capability to identify and reason
about potential timing issues and highlight its end-to-end effectiveness from model

construction through verification to actionable feedback.

5.1 Objectives

This section defines the primary goals of our evaluation, which focus on rigorously as-
sessing the practical effectiveness, correctness, and scalability of the proposed model
construction and verification pipeline when applied to real-world robotic software

systems.

The evaluation is designed with the following core objectives:

e Diverse Case Study Evaluation: Apply the framework to a broad set
of open-source ROS packages spanning different domains (e.g., localization,
mapping, navigation), treating each component in a package as an individual
case study. This demonstrates the generalizability of the approach across varied

software architectures and operational constraints.
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e Detection and Analysis of Potential Timing Violations: Identify poten-
tial timing-related issues across the evaluated packages and provide a reasoning
mechanism that explains their root causes. This objective is critical for show-
ing the framework’s diagnostic capabilities and its utility in uncovering latent

bugs or performance bottlenecks.

By formally establishing these objectives, we provide a clear foundation for evalu-
ating the framework’s robustness, extensibility, and effectiveness in analyzing and

verifying timing behavior across a wide spectrum of ROS packages.

5.2 Experimental Setup and Benchmarks

This section outlines the experimental setup, detailing the hardware and software
environment, as well as the chosen benchmarks. To conduct a meaningful evalu-
ation, we selected a diverse set of open-source and widely adopted ROS packages
from GitHub as benchmarks. The selected packages span multiple domains, includ-
ing localization, navigation, and mapping, enabling us to assess the versatility and
robustness of our framework under varying operational conditions. To guide our
selection, we searched for open-source ROS packages on GitHub using tags such as
ROS2, ROS, robots, etc, while also ensuring that the packages had at least 150 stars
(with the exception of axebot), indicating their popularity and adoption within the
ROS community. Additionally, the selected packages should contain at least one
publish statement within any of the event-handlers, which is essential for our anal-
ysis.

Table 5.1 presents the different ROS packages and their corresponding components
on which we evaluate our framework. For all benchmarks, we verify the same prop-
erty, “E<> unsafe”, which checks whether there exists a state in which the system
reaches the unsafe location within the constructed Timed Automata model. Reach-
ing this location indicates that the system failed to receive a message within the
specified timing constraint for the outgoing topic of the component under verifica-
tion. Our experiments were conducted on a server machine equipped with an Intel
19-7920X 64-bit processor (24 cores, 2.90 GHz) and 64 GB of DDR4 RAM. However,
the number of cores had minimal impact on performance, as running the models on
a 4-core machine yielded similar execution times. To maintain language agnosticism
during code analysis, each package was compiled down to LLVM Intermediate Rep-
resentation (LLVM-IR) using LLVM 14.0.0. This IR then served as the input to our
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model construction phase. For verification, we used UPPAAL 5.0.0 to analyze the
generated Timed Automata models. The UPPAAL Tracer, included in the toolkit,
was utilized to extract trace data from the verification results. Finally, to process
and filter the traces generated from the verification phase, we utilize Python 3.8.
This filtered trace is then used to provide actionable feedback and patching of the

automata.
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Package

Component Name

Incoming Outgoing Outgoing

Model Violated? Iterations Time

Table 5.1: Benchmarks used for evaluating the framework.

Name Topics Topics Topic Name Size Taken*
Count Count (KB) (secs)
Lidarslam [45]  ScanMatcher 3 4 current_pose 62 Yes A 34 secs
path 55 Yes 4 37 secs
map_array 55 Yes ) 47 secs
map 55 Yes ) 44 secs
DetectArucoMarkers
Aerostack2 [14]  Behavior 2 1 aruco_pose 206 Yes 5 52 secs
Scan2occ grid 1 2 map 58 Yes 2 16 secs
map_filtered 58 Yes 2 16 secs
Axebot[33] GoToGoal 2 1 omnidirectio
nal_controller
/emd _vel uns
tamped 20 No 1 3 secs
Kiss-ICP[57] OdometryServer 1 1 kiss/odometry 55 Yes 3 40 secs
MRPT- TPS_Astar_Planner_
havigation[24]
Node 1 2 Pub_Topicl 54 Yes 4 55 secs
Pub_Topic2 54 Yes 4 55 secs
Costmap_2d_markers 1 1 visualization
Navigation2[53] _marker 52 Yes 4 38 secs
Costmap_2d_cloud 1 2 voxel_mark
ed_cloud 60 Yes 4 38 secs
voxel_un
known_cloud 60 Yes 4 3 secs
Tello [46] TelloJoyNode 1 1 cmd_vel 17 No 2 11 secs

%This is the total time taken just for verification of the timing property on the model using UPPAAL. It doesn’t account for

generating the trace file, followed by some manual analysis, which might take from seconds to minutes.



5.3 Case-studies

In this work, we focus on components that contain at least one publish statement
within any of their event-handlers, as these are relevant to our analysis. As discussed
in Chapter 2, a single package may include multiple components, each responsible
for a distinct set of tasks. Each component is treated as an individual case study in
our evaluation. Table 5.1 lists the various benchmarks that meet this criterion. We
provide a detailed explanation to illustrate the complete operation of the framework,
using the ScanMatcher component from the Lidarslam package and its associated
outgoing topic, current_pose. For the remaining outgoing topics and other bench-
marks, we focus on summarizing the results and highlighting any identified potential

timing violations, without repeating the full evaluation workflow.

5.3.1 Lidarslam Package

5.3.1.1 ScanMatcher component

In this section, we illustrate potential timing issues that may arise when applying
our framework to the “ScanMatcher” component of the Lidarslam [45] package, as

depicted in Figure 5.1. It’s formally defined as follows:

initial_pose (F1) PoseStamped current_pose (H1)

Node

current_pose (H1)
A/_\ map (H2)
input_cloud (F3)| PointCIoud2>

Y

\4

\4

Node map_array (H3)

\4

\4

\ path (H4)

Figure 5.1: ScanMatcher Component of Lidarslam ROS Package
e Set of Incoming Topics, F' = {initial_pose, imu, input_cloud}

85



— Timing assumptions on Incoming Topics, T' = {2, 3,5}, where time units
are assumed to be in abstract time units. If different units, such as seconds
or milliseconds, are provided, they can be rescaled and adjusted accord-
ingly. These values, which reflect the incoming message generation timing,
are provided by the user and, in our case, are arbitrary and fixed for the

purpose of evaluating our timed automata model.
— Set of Outgoing Topics, H = {current_pose, map, map_array, path}
* Timing Constraint Evaluation on Outgoing Topics, 7 = {50, 200, 150, 100},

where time units are assumed to be in abstract time units. If differ-
ent units, such as seconds or milliseconds, are provided, they can be
rescaled and adjusted accordingly. These values, which reflect the out-
going message checker timing, are provided by the user and, in our
case, are arbitrary and fixed for the purpose of evaluating our timed

automata model.
— Event-Handlers of Incoming Topics, G = { Gy, Gz, G} = {initial_pose_callback,
imu_callback, cloud_callback} where,
* Block Timing Map, Ar is a duration of 1 time unit to every block
across all event-handlers,

« Block Publish Map, Ay of G = {current_pose}, is the outgoing topic

associated with some of the blocks in G,

x Block Publish Map, Ay of Gy = {¢}, no outgoing topics are associated
with the blocks of Gy,

« Block Publish Map, Ay of G3 = {current_pose, map, map_array, path},
are the outgoing topics associated with some of the blocks in Gj
— Message limit on Incoming Topics, A = {3, 3,3}, used for the purpose of

evaluating our timed automata model.

In addition to the above data, user-defined configuration parameters that appear in
conditional statements and loops are also included as inputs, as shown in Table 5.2.
While the component may contain numerous configuration parameters, we include

only those that are relevant and actively used in the model construction process.
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Field Name Field Value
initial _pose_received_ false
set_initial_pose_ true
use_imu- false
use_min_max _filter_ false
initial cloud _received_ false
mapping flag_ true
is_map_updated_ false
publish_tf_ true
use_odom_ false
debug_flag_ false

num_targeted _cloud_ 2

Table 5.2: Additional inputs provided for the verification of potential timing violations in the
ScanMatcher component of the Lidarslam package

All the boolean fields shown in Table 5.2 represent actual configuration values de-
fined within the package. We construct the Timed Automata model as described in
the previous chapters. This is followed by the verification of timing constraints (7)
on outgoing topics (H) using the query E<> unsafe. This query checks whether
it is possible to reach an unsafe state in the outgoing message checker automaton,
which would indicate a failure to publish a message within the user-defined deadline
T signaling a timing violation.

It has to be noted that in our approach, we analyze the system using one set of
user-provided timing values and configuration at a time. However, this does not
guarantee the absence of timing violations for other input values or configurations.
A different set may drive execution through alternate code paths, potentially trig-
gering new timing violations. For this reason, we allow the user to specify these
values, which enables them to verify whether, under that specific combination of

timing parameters and configuration, the system violates any timing guarantees.

Verification of timing constraint of the outgoing topic “current_pose” :-

After generating the Timed Automata model, we proceed to the post-construction
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phase (Section 4.4), where we verify whether the system can reach an unsafe state.

The analysis is performed per outgoing topic, in this case, we examine whether the

“current_pose” outgoing topic can lead to an unsafe state under the user-provided

configuration.

e Iteration-1 :-

10
11
12

14

15
16
17
18
19
20
21
22
23
24

“Tool Patched :- Message from input_cloud-topic arrived before that of ini-
tial_pose-topic, dependency due to initial_pose_received_.”

The above statement is the feedback provided by our tool when we try to verify
the automata for the outgoing topic “current_pose” with a timing constraint
value 7 = 50 time units. We will explain in detail what the feedback means
using the simplified Listing 5.1 of the Lidarslam ROS Package.
initial_pose_sub_ = create_subscription<geometry_msgs::msg::PoseStamped>("

initial_pose", rclcpp::QoS(10), initial_pose_callback);

input_cloud_sub_ = create_subscription<sensor_msgs::msg::PointCloud2>("

input_cloud", rclcpp::SensorDataQoS(), cloud_callback);

pose_pub_ = create_publisher<geometry_msgs::msg::PoseStamped>("current_pose",
rclcpp::QoS(10));

auto initial_pose_callback = [this](const typename geometry_msgs::msg::

PoseStamped::SharedPtr msg) -> void

{
initial_pose_received_ = true;
pose_pub_->publish(...);
};
auto cloud_callback = [this](const typename sensor_msgs::msg::PointCloud2::
SharedPtr msg) -> void
{
if (!'initial_pose_received_)
{
return;
}
pose_pub_->publish(...);
}

Listing 5.1: C++ Code of Modified Lidarslam ROS Package [45]

The term “Tool Patched” refers to the case where the root-cause block iden-

tified by our analysis is correct and used by the user to patch the automaton
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1

3

in the iteration. Feedback is generated from the root-cause block using pre-
defined templates, in this case: “Message from XXX-topic arrived before that
of YYY-topic, dependency due to ZZZ”, where XXX and YYY are incoming

topics and ZZZ is a configuration parameter.

In the Listing 5.1, initial_pose_callback (Line 7) is the event-handler for the in-
coming message topic initial_pose, which is linked via a create_subscription call
at Line 1. Similarly, cloud_callback (Line 14) is the event-handler for the incom-
ing topic input_cloud, connected through a create_subscription at Line 3. The
handler pose_pub_ (Line 5) is responsible for publishing messages to the outgo-
ing topic current_pose, with publish statements appearing at Line 11,23. The
configuration in Table 5.2 has initial_pose_received_ set to false initially, which
is serving as a guard in cloud_callback. When cloud_callback gets dispatched
before initial pose_callback, cloud_callback returns early (Line 19), skipping the
publish statement and preventing message publication on current_pose topic.
This violates expected timing constraints, as no message gets published on the
current_pose topic.

Ideally, initial_pose_callback should run first, setting initial_pose_received_ to
true (Line 10). Since the issue stems from message ordering, the above tem-
plate is instantiated with the relevant topics and parameters. To fix it, the
automaton is patched to disallow the early-return branch, ensuring the pub-
lish at Line 23 is reachable. The time taken to obtain the verification result for
this iteration, i.e., verifying the formula on the non-patched timed automaton
using the UPPAAL model checker (Callout 1 in Figure 4.1) is 9.2 seconds. We

then proceed with further verification on the patched automaton.

Iteration-2 :-

“Tool Patched :- Error due to issue in the message field frame_id of initial_pose-
topic.”

The above statement is the feedback provided by our tool when we try to verify
the patched automata from iteration-1 for the outgoing topic “current_pose”
with a timing constraint value 7 = 50 time units.

initial_pose_sub_ = create_subscription<geometry_msgs::msg::PoseStamped>("

initial_pose", rclcpp::QoS(10), initial_pose_callback);

pose_pub_ = create_publisher<geometry_msgs::msg::PoseStamped>("current_pose",
rclcpp::QoS(10));
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auto initial_pose_callback =[this](const typename geometry_msgs::msg::

PoseStamped::SharedPtr msg) -> void

{
if (msg->header.frame_id != global_frame_id_) {
return;
}
pose_pub_->publish(...);
}s

Listing 5.2: C++ Code of Modified Lidarslam ROS Package [45]

As discussed in the workflow, feedback to the user is generated using prede-
fined templates. In this case, the template selected is: “Error due to issue in
the message field XXX of YYY-topic”, where XXX is the message field and
YYY is the corresponding incoming topic.

In Listing 5.2, initial_pose_callback (Line 5) handles the incoming initial_pose
topic, and pose_pub_ handler (Line 3) publishes to current_pose (Line 12).
After patching the automaton from Iteration-1, a new issue arose due to an
unmodeled condition depending on the runtime messages frame_id value. The
model checker could freely take either branch, it chose the branch where the
messages frame_id value did not match global frame_id (Line 7), causing an
immediate return and skipping the publish statement (Line 12), resulting in a
timing violation.

To prevent this, we further patch the automaton by modifying it to disallow the
true branch of the condition at Line 7, essentially assuming that only valid mes-
sage content will be received. The time taken to obtain the verification result
for this iteration, i.e., verifying the formula on the patched timed automaton
from iteration-1 using the UPPAAL model checker (Callout 1 in Figure 4.1),

is 8.6 seconds. We then proceed with verification on the patched automaton.

Iteration-3 :-

“Manually Patched :- Error couldn’t resolve the condition. Verify Manually.”
The above statement is the feedback provided by our tool when we try to verify
the patched automata from iteration-2 for the outgoing topic “current_pose”
with a timing constraint value 7 = 50 time units.

initial_pose_sub_ = create_subscription<geometry_msgs::msg::PoseStamped>("

initial_pose", rclcpp::QoS(10), initial_pose_callback);
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pose_pub_ = create_publisher<geometry_msgs::msg::PoseStamped>("current_pose",
rclcpp::QoS(10));

auto initial_pose_callback =[this](const typename geometry_msgs::msg::

PoseStamped::SharedPtr msg) -> void

{
if (msg->header.frame_id != global_frame_id_) {
return;
}
RCLCPP_INFO(get_logger (), "initial_pose is received");
pose_pub_->publish(...);
};

Listing 5.3: C++ Code of Modified Lidarslam ROS Package [45]

The term “Manually Patched” refers to cases where the root-cause block identi-
fied by our analysis is incorrect, requiring the user to select a different block to
patch the automaton (Callout 9-10, Figure 4.1). The feedback template used
is: “Error couldn’t resolve the condition. Verify Manually.” This occurs when
the tool cannot interpret a complex predicate or identifies a non-conditional
block. In both scenarios, we present the above generic message (along with
the block name for manual analysis), indicating our tool’s inability to reason
about the issue. At this point, the user must manually inspect the reported
root-cause block, determine if it is truly responsible for the issue, and if so,
provide it as input for the tool to patch and proceed with further verification.
Manual inspection revealed Line 11 in Listing 5.3 as the source of the issue.
Logging statement forced execution along an exception-handling path, pre-
venting the publish statement (Line 13) from being reached. The presence of
a try-catch block in a function within a file causes all functions in that file to
adopt similar exception-handling constructs (at the IR level), which occurred
in this case. To address this, we manually provide the correct block informa-
tion as input to the tool (Callout 10 in Figure 4.1). This enables the tool to
patch the automaton associated with the logging statement, which is the cause
of the timing violation. As a result, the model checker is guided away from the
exception path, increasing the likelihood of reaching the publish statement at
Line 13 within the timing constraints. The time taken to obtain the verifica-
tion result for this iteration, i.e., verifying the formula on the patched timed
automaton from iteration-3 using the UPPAAL model checker (Callout 1 in
Figure 4.1), is 8.8 seconds. We then proceed with verification on the patched
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automaton.

e Iteration-4 :-

“Already Patched. System is Unsafe.”

The above statement is the feedback provided by our tool when we try to verify
the patched automata from iteration-3 for the outgoing topic “current_pose”
with a timing constraint value 7 = 50 time units.

This situation arises when the tool reports a block that has already been
patched in a previous iteration (Callout 11 in Figure 4.1). Despite patching
multiple blocks in the automaton, the system continues to violate the timing
constraints for the outgoing topic. This suggests that the publish statement
cannot be reached within the user-defined timing constraint. Even when the
automaton is patched to follow the shortest possible path to the publish state-
ment, it still fails to reach it within the allowed time. This strongly indicates

that the constraint itself may be overly strict.

Verification of timing constraint of the outgoing topic “path” :- For this
outgoing topic, our tool required four iterations but was still unable to fully resolve
the timing violations for the user-defined constraint 7 = 100 time units. As with
the previous outgoing topic, the first issue arose from the order of message arrivals:
a message from the input_cloud topic arrived before one from the initial_pose topic,
due to dependency on initial pose_received_. The second issue resulted from the
configuration parameter mapping_flag_, which triggered additional time-consuming
operations, leading to a timing violation. The third issue was caused by the con-
figuration parameter publish_tf_ for a similar reason, and the fourth issue involved
a repeated patch to a block already patched in a prior iteration. These findings
indicate that, even when guiding the automaton along the shortest execution path,
the publish statement within the event-handler for this outgoing topic cannot be

reached within the specified timing constraint.

Verification of timing constraint of the outgoing topic “map_array” :-
For this outgoing topic, our tool required five iterations but was still unable to re-
solve the timing violations for the user-defined constraint 7 = 150 time units. As
with the previous outgoing topic, the first issue arose from the order of message
arrivals, specifically a message from the input_cloud topic arriving before one from

the initial_pose topic, creating a dependency on initial_pose_received_. The sec-
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ond issue resulted from the configuration parameter mapping_flag_, which triggered
additional time-consuming operations. The third issue was caused by the configura-
tion parameter publish_tf_ for a similar reason. The fourth issue stemmed from an
unmodeled if condition whose predicate depends on a run-time variable, leading to
further time-consuming execution paths. The fifth issue involved a patch to a block
already patched in a prior iteration. These findings indicate that, even when guiding
the automaton along the shortest execution path, the publish statement within the
event-handler for this outgoing topic cannot be reached within the specified timing

constraint.

Verification of timing constraint of the outgoing topic “map” :- For this
outgoing topic, our tool required five iterations but was still unable to resolve the
timing violations for the user-defined constraint 7 = 200 time units. As with the
previous outgoing topic, the first issue arose from the order of message arrivals: a
message from the input_cloud topic arrived before one from the initial_pose topic,
creating a dependency on initial_pose_received_. The second issue resulted from the
configuration parameter mapping_flag_, which triggered additional time-consuming
operations. The third issue was caused by the configuration parameter publish_tf_,
for a similar reason. The fourth issue stemmed from an unmodeled if-condition
whose predicate depends on a run-time variable, leading to further execution along
time-consuming paths. The final issue involved a patch to a block already patched
in a prior iteration. These findings indicate that, even when guiding the automaton
along the shortest execution path, the publish statement within the event-handler

for this outgoing topic cannot be reached within the specified timing constraint.

Verification of timing constraint of the outgoing topic “map” (with block
timing values of event-handlers set to 2 time-units) :- In this version, we
update the WCET of blocks within the event-handler to 2 time-units and continue
the analysis. For this outgoing topic, our tool required three iterations but was still
unable to resolve the timing violations for the user-defined constraint 7 = 200 time
units. As with the previous outgoing topic, the first issue arose from the order of
message arrivals: a message from the input_cloud topic arrived before one from the
initial_pose topic, creating a dependency on initial_pose_received_. The second issue
resulted from the configuration parameter mapping flag_, which triggered additional
time-consuming operations. The final issue involved a patch to a block already

patched in a prior iteration. These findings indicate that, even when guiding the
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automaton along the shortest execution path, the publish statement within the
event-handler for this outgoing topic cannot be reached within the specified timing

constraint.

We observe similar issues across multiple outgoing topics because they originate
from the same event-handler. During the inlining process, the respective publish
statements that are part of different functions are inlined within the event-handler.
As a result, the conditional blocks related to mapping_flag_, publish_tf_, and the un-
modeled if-condition appear sequentially (with only a few intervening statements),
leading to a series of related timing violations during verification. While present-
ing results for other benchmarks, we do not explicitly indicate the final iteration if
it involves patching a block that has already been patched in previous iterations,

unless it is necessary to highlight a different issue.

5.3.2 Aerostack2 Package

5.3.2.1 DetectArucoMarkersBehavior Component

In this section, we illustrate potential timing issues that may arise when applying our
framework to the “DetectArucoMarkersBehavior” component of the Aerostack2 [14]
package, as shown in Figure 5.2. We use timing assumptions of 7' = 2, 3 time-units
for the incoming topics camera/image_topic and camera/camera_info, respectively,
along with a Block Timing Map Ay = 1 time-unit for each block within the corre-
sponding event-handlers. Both topics have a message constraint A = 3 messages,
and the timing constraint for the outgoing topic aruco_pose is set to 7 = 200 time-

units.

cameral/image_raw (F1) ’@ aruco_pose (H1);
camera/camera_info (F2) +/ Cameralnfo
” Node

.

Figure 5.2: Detect ArucoMarkersBehavior Component of Aerostack2 ROS Package

Verification of timing constraint of the outgoing topic “aruco_pose” :-

For this outgoing topic, our tool required five iterations but was still unable to fully

94



resolve the timing violations for the user-defined constraint 7 = 200 time units. The
first issue arose from a statement (function call) that caused execution to follow
an exception-handling path, preventing the publish statement from being reached.
The second issue was due to the configuration parameter camera_params_available_,
which resulted in an early return and skipped the publish statement, causing a tim-
ing violation. The third issue stemmed from an unmodeled if-condition whose pred-
icate depends on a run-time variable, allowing the model checker to explore longer
execution paths. Finally, two additional issues were caused by logging statements,
which similarly forced execution along an exception-handling path, preventing the

publish statement from being reached.
5.3.2.2 Scan2occ_grid Component

In this section, we illustrate potential timing issues that may arise when applying
our framework to the “Scan2occ_grid” component of the Aerostack2 [14] package,
as depicted in Figure 5.3. We use a timing assumption of 7" = 2 time-units for the
incoming topic sensor_measurements/lidar/scan, along with a Block Timing Map
Ar = 1 time-unit for each block within its event-handler. The message constraint
A is set to 3 messages. The timing constraints for the outgoing topics map and

map_filtered are set to 7 = 100 time units.

. map (H1)
sensor_measurements/lidar/scan (F1) LaserScan

'Qﬁ; map_fitered (H2) _

Figure 5.3: Scan2occ_grid Component of Aerostack2 ROS Package

Verification of timing constraint of the outgoing topic “map” and

“map_filtered” :- We use a single section, as the publish statements for both
outgoing topics appear consecutively within the event-handler. Although there is
only one event-handler that executes each time, it required two iterations and still
failed to resolve the timing violations for the user-defined constraint 7 = 100 time
units for both topics. The first issue is caused by a statement (function call) that
caused the execution to follow an exception-handling path and prevented the publish
statement from being reached. The second issue involved a loop iterating over a

message field value. Its bound was set to a value that exceeded the available timing
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budget, resulting in execution traces that violated the constraint and highlighted a

potential timing violation.

Verification of timing constraint of the outgoing topic “map” and

“map_filtered” (with Timing Constraint of 500 time-units) :- In this ver-
sion, we update the timing constraint for both outgoing topics to 500 time units and
continue the analysis. We use a single section, as the publish statements for both
outgoing topics appear consecutively within the event-handler. Although there is
only one event-handler that executes each time, it requires one iteration to resolve
the timing violations for the user-defined constraint 7 = 500 time units for both
topics. The issue is caused by a statement (function call) that caused the execu-
tion to follow an exception-handling path and prevented the publish statement from

being reached.

5.3.3 Axebot Package

5.3.3.1 GoToGoal Component

In this section, we illustrate potential timing issues that may arise when applying
our framework to the “GoToGoal” component of the Axebot [33] package, shown
in Figure 5.4. For this case study, we assume timing assumptions of 7" = 2,3 time-
units for the incoming topics /gazebo_ground_truth/odom and ~/goal, respectively,
a Block Timing Map A = 1 time-unit for each block within both the event-handlers
and with message constraint values A = 3 messages for both topics. The timing
constraint for the outgoing topic /omnidirectional controller/cmd_vel unstamped is
set to 7 = 100.

/gazebo_ground_truth/odom (F1) OdometryNode Jomnidirectional_controller/cmd_vel_unstamped (H1)

~/goal (F2)

Vector3Node

il

Figure 5.4: GoToGoal Component of Axebot ROS Package

Verification of timing constraint of the outgoing topic
“omnidirectional_controller /cmd_vel unstamped” :- We do not observe any

timing violations in this case. The provided timing constraint for the outgoing topic
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is sufficiently large for the assumed execution times and message intervals, ensuring
that all event-handlers complete their operations without violations. This occurs
because the event-handler are very simple, and the message is published even in the

case of early returns with appropriate message content.

5.3.4 Kiss-ICP Package

5.3.4.1 OdometryServer Component

In this section, we illustrate potential timing issues that may arise when applying
our framework to the “OdometryServer” component of the kiss-icp [57] package, as
depicted in Figure 5.5. We use timing assumptions 71" of 2 for the incoming topic
pointcloud _topic, along with a Block Timing Map Ar = 1 time-unit for each block
within its event-handler. Its message constraint value A is set to 3 messages. The

timing constraint 7 for the outgoing topic kiss/odometry is set to 100 time-units.

pointcloud_topic(F1)( ./ PointCloud2 )kiss/odometw(m)\

Figure 5.5: OdometryServer Component of kiss-icp ROS Package

Verification of timing constraint of the outgoing topic “kiss/odometry”:-
. Although there is only a single event-handler that executes each time, it required
four iterations and still failed to resolve the timing violations for the given param-
eters and configuration. The first 3 iterations were caused by statements (function
calls) that led the execution to follow an exception-handling path, thereby prevent-
ing the publish statement from being reached. The final iteration was caused by a
configuration field used in an if-condition, which similarly delayed the model checker

from reaching the publish statement within the event-handler.

5.3.5 Mrpt-navigation Package

5.3.5.1 TPS_Astar_Planner_Node Component

In this section, we illustrate potential timing issues that may arise when applying our

framework to the “TPS_Astar_Planner_Node” component of the mrpt-navigation [24]
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package, as depicted in Figure 5.6. We use a timing assumption of 7" = 2 for the
incoming topic Sub_Topicl, along with a Block Timing Map Ay = 1 time-unit for
each block within its event-handler. The message constraint A is set to 3 mes-
sages. The timing constraints for the outgoing topics Pub_Topicl and Pub_Topic2
are set to 7 = 100. As discussed in Sections 4.1 and 4.2, we were unable to resolve
the topic names because their values are built dynamically. Therefore, we assigned

them unique placeholder names, which do not affect the results.

\
Pub_Topic1 (H1)

Sub_Topic1 (F1) ( @St—am\pe>

Node Pub_Topic2 (H2)

>

/

Figure 5.6: TPS_Astar_Planner_Node Component of mrpt-navigation ROS Package

Verification of timing constraint of the outgoing topic “Pub_Topicl” and
“Pub_Topic2” :- Although there is only a single event-handler that executes
each time, it took four iterations to address the timing violations, and the tool was
unable to fully resolve them for the provided timing parameters and configuration.
The first 2 issues are caused by statements (function calls) that caused the execu-
tion to follow an exception-handling path and prevented the publish statement from
being reached. The third issue is from a variable whose value is determined at run-
time and is not represented in our automata model, necessitating manual analysis.
After supplying the correct block data and patching the automaton, this issue was
addressed. The fourth issue was caused by a loop whose bound value increased the

execution time of the blocks, resulting in a timing violation.

5.3.6 Navigation2 Package

5.3.6.1 Costmap_2d_cloud Component

In this section, we illustrate potential timing issues that may arise when applying our
framework to the “Costmap_2d_cloud” component of the Navigation2 [53] package,
as depicted in Figure 5.7. We use a timing assumption of 7" = 2 time-units for the
incoming topic voxel_grid, a Block Timing Map Ay = 1 time-unit for each block

within its event-handler, and a message constraint A = 3 messages. The timing
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constraints for the outgoing topics voxel marked _cloud and voxel unknown_cloud

voxel_marked_cloud (H1)
voxel_grid (F1) VoxelGrid
A’Qo—de/ voxel_unknown_cloud (H2)

Figure 5.7: Costmap_2d_cloud Component of Navigation2 ROS Package

are set to 7 = 100.

A\ 4

A\ 4

Verification of timing constraint of the outgoing topic “voxel_marked_cloud”
and “voxel_unknown_cloud” :-

We consider a single section for both outgoing topics, as their publish statements
appear consecutively within the same event-handler, producing identical output.
For these two topics, our tool required four iterations and was still unable to resolve
the timing violations for the user-defined constraint 7 = 100 time units. The first
issue arose from an early return because of a condition dependent on a field of the
incoming message. Since our automata model does not explicitly represent message
content, the model checker non-deterministically followed the branch correspond-
ing to invalid data, preventing the publish statement from being reached. While
a more detailed modeling approach that accounts for message content could avoid
such violations, we assume in this work that only valid message content is received.
Thus, the automaton is patched to block the invalid branch. The second issue
was introduced by a logging statement, which caused the execution to follow an
exception-handling path and prevented the publish statement from being reached.
The third issue involves a timer-related statement, which similarly chooses the ex-
ception path. The fourth issue involved a loop iterating over a message field value.
Its bound was set to a value that exceeded the available timing budget, resulting
in execution traces that violated the constraint and highlighted a potential timing

violation.
5.3.6.2 Costmap_2d_markers Component

In this section, we illustrate potential timing issues that may arise when applying
our framework to the “Costmap_2d_markers” component of the Navigation2 [53]
package, as depicted in Figure 5.8. We use a timing assumption of 7" = 2 time-

units for the incoming topic voxel grid, a Block Timing Map Ay = 2 time-units for
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each block within its event-handler, and a message constraint A = 3 messages. The

timing constraint for the outgoing topic visualization_marker is set to 7 = 100.

voxel_grid (F1) -/ VoxelGrid visualization_marker (H1)

Figure 5.8: Costmap_2d_markers Component of Navigation2 ROS Package

Verification of timing constraint of the outgoing topic “visualization_marker” :-
While there is only 1 event-handler that will execute every time, it took four iter-
ations and still failed to resolve timing violations for the provided timing parameters
and configuration. We observe issues similar to those in the previous component,
as the underlying event-handler code is pretty similar. The first issue arose from
an early return because of a condition dependent on a field of the incoming mes-
sage. Since our automata model does not explicitly represent message content, the
model checker non-deterministically followed the branch corresponding to invalid
data, preventing the publish statement from being reached. While a more detailed
modeling approach that accounts for message content could avoid such violations,
we assume in this work that only valid message content is received. Thus, the au-
tomaton is patched to block the invalid branch. The second issue was introduced
by a logging statement, which caused the execution to follow an exception-handling
path and prevented the publish statement from being reached. The third issue in-
volves a timer-related statement, which similarly chooses the exception path. The
fourth issue involved a loop iterating over a message field value. Its bound was set
to a value that exceeded the available timing budget, resulting in execution traces

that violated the constraint and highlighted a potential timing violation.

5.3.7 Tello Package

5.3.7.1 TelloJoyNode Component

In this section, we demonstrate potential timing issues that may arise when applying
our framework to the “TelloJoyNode” component of the Tello [46] package, shown
in Figure 5.9. For this case study, we assume a timing interval 7" = 2 time-units

for the incoming topic joy, a Block Timing Map Ar = 1 time-unit for each block
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within its event-handler, a message constraint A = 3 messages for joy, and a timing

constraint 7 = 100 time-units for the outgoing topic cmd_vel.

)cmd_vel (H1)

Figure 5.9: TelloJoyNode Component of Tello ROS Package

TelloJoyNode

Verification of timing constraint of the outgoing topic “cmd _vel” :-
Although there is only a single event-handler that executes each time, resolving
the timing violations required two iterations. In both cases, the violations were
caused by conditions on message fields within an if statement, which prevented the
model checker from reaching the publish statement. Since our automata model
does not explicitly represent message content, such violations arise. A more accu-
rate modeling approach that incorporates message content would eliminate these

spurious violations for the given configuration.

Verification of timing constraint of the outgoing topic “cmd_vel” (with
block timing values of event-handlers set to 2 time-units) :-

In this version, we update the WCET of blocks within the event-handler to 2
time-units and continue the analysis. We get the same result as above. It required
two iterations. In both cases, the violations were caused by conditions on message
fields within an if statement, which prevented the model checker from reaching the

publish statement.
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Chapter 6

Extensions

6.1 Single-Threaded Executor

In this section, we describe how our work can be extended to support the Single-
Threaded Executor. In this executor variant, publishers and subscribers can be
dynamically added or removed after the initialization phase. To model this behavior,
users must specify two additional fields: the time at which they are added and the
time at which they are removed. With this information, the Generator Automata
(Section 3.3.2) can be adapted to incorporate the dynamic behavior. Additions can
be represented by delaying the activation of message generation using a sleep timer
for the specified duration, while removals can be modeled by transitioning to a finish

location, after which the automaton stops enqueuing messages for that topic.

6.2 Multi-Threaded Executor

In this section, we describe how our framework can be extended to support a Multi-
Threaded Executor. Building upon the modifications introduced in the previous
section, this executor requires the user to explicitly specify both the number of
threads available for concurrent event-handler execution and the mapping of each
event-handler to a specific thread. The number of threads determines how many Dis-
patcher Automata (Section 3.3.3) are instantiated, with each dispatcher maintaining
its own queue for event-handlers awaiting execution. To ensure correct dispatching,
the grouping information provided by the user is leveraged by the Incoming Mes-
sage Generator to enqueue each event-handler into the queue corresponding to its

assigned dispatcher.
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Chapter 7

Related Work

Dust et al.[11] address the need for an automated method to verify the correctness of ROS
applications, with particular emphasis on two critical aspects: event-handler execution laten-
cies! and event-handler queue overflows. Their work demonstrates that different versions of the
single-threaded ROS executor exhibit subtle semantic variations, which can lead to unexpected
behavior and hard-to-detect bugs. To address these challenges, they propose a formal verifi-
cation approach using the UPPAAL model checker. At the core of their approach is a set of
reusable Timed Automata (TA) templates that model the behavior of various ROS components
along with multiple versions of the single-threaded executor. By composing these templates,
they construct a holistic system-level model that enables formal verification to ensure compli-
ance with specified properties. The model is validated by comparing its generated execution
traces against logs obtained from a real ROS system. Like our work, Dust et al. leverage
Timed Automata and the UPPAAL toolchain to enable formal verification of the correctness
of ROS applications through exhaustive state-space exploration. They focus on properties such
as event-handler execution latency, event-handler queue overflows, deadlocks, and scheduling
issues, whereas our work emphasizes timing violations arising from the internal execution of
event-handlers. The primary distinction lies in the modeling focus and level of granularity. Dust
et al. concentrate on the ROS internals, constructing a high-fidelity model of the executor to
detect system-level errors such as queue overflows and scheduling-induced latency spikes. Their
modeling of application event-handlers is intentionally coarse-grained: each event-handler is ab-
stracted as a single worst-case execution time (WCET) number. In contrast, our work abstracts
away the executor’s internal scheduling mechanics and develops a fine-grained model of the ap-

plication’s event-handlers. Specifically, we capture internal control flow, including loops and

'Measured as the time from the arrival of an event in the executor’s queue until the completion of its
corresponding event-handler execution.
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configuration-dependent conditional branches, enabling us to pinpoint application-level logic
that can give rise to timing violations. In this way, our approach complements that of Dust et
al. by shifting the focus from ROS behavior to the detailed execution structure of application
code.

Wilson et al. [59] address the challenge of verifying the safety of latency-aware cyber-physical
systems, arguing that traditional analysis methods are often overly pessimistic. These tradi-
tional approaches typically decouple the analysis of continuous physical dynamics from discrete
computational constraints and rely on worst-case scenarios, which result in overly strict tim-
ing bounds that are difficult to satisfy in practice or that restrict the system to very simple
computation modules. To overcome this limitation, they propose SOTERIA, a formal, digital-
twin-enabled framework that verifies system safety within a specific operating environment
rather than under general assumptions. Their methodology follows a two-stage process. In the
first phase, a formal timing model of the ROS executor and the application workload is con-
structed to derive event-handler latencies. Execution times of the event-handlers are measured
empirically by running the application, and these measurements are provided as inputs to the
timing model, from which the corresponding latencies are obtained. In the second phase, the
derived latency values are integrated into a separate model that simulates the physical system
within the target environment, enabling verification of whether the system remains safe under
its worst-case computational performance. Both Wilson et al. and our work leverage formal
modeling to analyze the impact of timing on system safety. Wilson et al. emphasize holistic
CPS safety assurance by evaluating whether system latencies are physically acceptable for a
particular environment. They link latency to physical safety and simulate the system within a
digital twin, explicitly assessing whether the obtained latency values are suitable for the target
environment. Their ROS application model is coarse-grained, using a single WCET value per
event-handler, and their ROS executor model is less detailed compared to the fine-grained ex-
ecutor model of Dust et al., though it is still more detailed than the executor model that we
use in this work. In contrast, our framework does not run or simulate the application. Instead,
it models the application event-handlers with fine-grained detail, providing actionable feedback
on the root causes of timing violations.

Backeman and Seceleanu [7] extend the formal analysis of ROS applications by incorporat-
ing non-determinism using Stochastic Timed Automata (STA). They observe that traditional
deterministic WCET analysis is often overly pessimistic, as tasks rarely reach their absolute
worst-case execution time, and some systems exhibit inherently probabilistic behaviors—for
example, a sensor that only sends data when its value changes. Deterministic models cannot

realistically capture these uncertainties. To address this, they model task execution times as
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variables bounded between a best-case execution time (BCET = WCET/2) and a worst-case
execution time (WCET), and introduce probabilistic data generators that trigger events with
a certain probability, providing more realistic performance insights and failure probabilities.
Rather than producing a binary pass/fail outcome, their approach calculates the probability
of a timing violation for a given system configuration, offering statistical guarantees of perfor-
mance under uncertainty. Similar to previous works, their model uses a single WCET value
per event-handler and adopts a coarse-grained design for the ROS executor. While both their
work and ours embrace non-determinism as a core aspect of system behavior, the application
and granularity differ: Backeman and Seceleanu focus on system-level non-determinism, such as
variable task execution times and probabilistic event arrivals, to evaluate the likelihood of tim-
ing violations under uncertain conditions. In contrast, our framework applies non-determinism
at the level of internal event-handler logic, modeling conditional branching and behavior to
identify timing violations and provide actionable feedback rather than estimating probabilistic
outcomes. This distinction enables our approach to pinpoint the root causes of timing viola-
tions, complementing the probabilistic perspective offered by STA based analysis.

While formal methods focus on exhaustive verification, an orthogonal line of work empirically
studies the physical impact of timing violations. For instance, Li et al. [28] investigate the real-
world physical impact of performance interference in cyber-physical systems (CPS). They note
that simply maximizing delays through a Denial-of-Service (DoS) attack is often ineffective, as
many systems incorporate fail-safe mechanisms that detect such covert attacks and shut down
safely. The real threat lies in stealthy, fine-grained delays that degrade control performance
without triggering these fail-safes. To address this, they present TimeTrap, an automated
framework for analyzing the end-to-end impact of performance interference on CPS platforms.
TimeTrap identifies harmful task execution patterns caused by software implementation flaws
that may lead to timing issues and control degradation, and it automatically synthesizes adver-
sarial aggressor workloads to expose these patterns. Rather than formally verifying all possible
timing behaviors, TimeTrap takes an adversarial, empirical approach to discover and exploit
timing violations. It first uses software fault injection to introduce small delays at various
points in the target ROS application, identifying specific timing patterns that cause adverse
physical outcomes, such as a robot arm collision. Once a vulnerable temporal displacement is
identified, TimeTrap profiles the application’s sensitivity to resource contention, such as cache
or I/O interference, and constructs a targeted adversarial workload designed to reproduce the
exact delay pattern, thereby confirming that the vulnerability can be triggered in a real-world
scenario. While both our work and Li et al. focus on timing violations in ROS applications

that can lead to system failures, the approaches are fundamentally different. TimeTrap is an
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empirical tool that observes the physical effects of induced delays to find exploitable vulnera-
bilities in a running system. In contrast, our framework employs formal methods to statically
verify the internal logic of an application’s source code. Our goal is to exhaustively analyze all
possible execution paths within the model to identify timing violations, rather than actively

triggering them on a physical system.
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Chapter 8
Conclusion

This thesis presents a framework for analyzing and ensuring timing correctness in event-driven
applications, with a particular focus on the publish—subscribe communication model commonly
used in modern robotics. The primary challenge addressed is guaranteeing that such systems,
under given configurations, comply with their real-time timing constraints. Our approach con-
structs a network of Timed Automata to model the behavior of publish—subscribe systems. This
involves analyzing the source code to extract key components, including topics, event-handlers,
and internal control-flow logic, while also incorporating user-defined timing and configuration
parameters. The resulting model is verified using a model checker, which explores all possi-
ble execution paths to identify potential timing violations. Evaluation across a diverse set of
real-world ROS packages demonstrates the practical utility of the framework. We observed
various timing issues, including event order dependencies, errors related to message fields, mis-
configured parameters, timing budget exhaustion due to loops, and complex control flow within
event-handlers. While some of these issues may be spurious and could be mitigated through
improved modeling, they highlight the practical challenges of ensuring timing correctness in
event-driven systems. Also, we vary the execution time of blocks of event-handlers and timing
constraint values of outgoing topics to see how it affects the overall results for a few bench-
marks. A key contribution of this work lies not only in detecting such violations but also in
providing actionable feedback to developers, such as adjusting configuration values, reordering
event-handler priorities, or relaxing overly strict timing constraints, to help ensure a safe and

reliable system.
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Chapter 9
Responses to reported issues

To validate the impact of our tool, we contacted five individuals (four package developers and
one user) and received two responses. The questions asked and their corresponding replies are
summarized below. Responsel is from the developer of the lidarslam package, while Response2

is from the developer of the Aerostack2 package.

Questionl

One common challenge in ROS package development is ensuring that published
messages reach subscribers within the required timing constraints otherwise it
might lead to crashes in the robotic system. Typically, publishers are driven
by timer callbacks, but I noticed that in your implementation, messages are
also published from within subscriber callbacks. Could you share how you
ensure that subscribers on the receiving end receive these published messages
within the expected time period in such a setup? Or is it the case that timing

constraints are not a primary consideration when developing this package?

Responsel

To be honest, I wrote this package when I was still a beginner with SLAM, so there are some
problems with it... At the time of development, I did not really consider timing constraints.The
main purpose of this package was offline map creation through post-processing, and I didn’t
really expect it to be embedded in a real-time robotic system. The reason for publishing inside
sensor callbacks was simply because I followed some existing open-source implementations I

was referencing back then, not because of a strong design decision.
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Response2

Regarding question 1, we generally avoid publishing redundant information unless it is necessary
to ensure continuity (such as with the TF tree, control signals, or estimation data). For ArUco
detections, we only want to publish valid detections—so if there are none, we do not publish
anything. As for the map, we wait until it is properly created before publishing, which means

all cells must be traversed first.

Question2

In specific part of the code if certain parameters are invalid, the function per-
forms an early return without publishing. Do you consider skipping publication

in such cases as a valid issue for missing publication?

Responsel

I honestly don’t remember why I implemented that early return... It might not even be

necessary. [ wrote it about five years ago, so I'm not entirely sure.

Response2

No comment

Question3

In specific part of the code involving loop, the condition depends on a value
computed from transformations on the input message. Do you have an rough
estimate or upper bound on how many iterations this loop can take? Since the
publish statement occurs after this loop, how do you ensure that the message
is still published within the required timing constraints? or do you just accept

that the message publication can be delayed?

Responsel

I don’t have a rough estimate or upper bound for that loop, but this kind of processing is quite

common, so | assumed it wouldn’t be a big problem.

Response2

No comment
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Question4

Are you familiar with the QoS deadline feature in ROS, which can be used
to detect missed or delayed message publications? If so, I was curious why it
wasn’t applied in this package. Is there a particular design decision behind not

using it?

Responsel

At the time I developed this package, there weren’t many well-prepared resources or documen-
tation for ROS2 QoS features, so I simply didn’t take them into account.

Response2

We are not very familiar with the QoS deadline feature, so we haven’t explored how it could be
used to improve system reliability. It would be great to consider this as a potential improvement

in the future.
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